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Vendor Affected product(s) Type of vulnerability Severity
1 CVE-2023- F5 BIG-IP Configuration F5 BIG-IP Configuration Utility Critical 9.8
46747 Networks | Utility Authentication Bypass Vulnerability
2 CVE-2023- Apache Apache ActiveMQ Apache ActiveMQ Deserialization of Critical 10
46604 Untrusted Data Vulnerability
3 CVE-2023- Juniper Junos OS Juniper Junos OS EX Series PHP Critical 9.8
36845 External Variable Modification
Vulnerability. It is chained with (CVE-
2023-36844 , CVE-2023-36846, CVE-
2023-36847,
CVE-2023-36851)
4 CVE-2023- Citrix NetScaler ADC and Citrix NetScaler ADC and NetScaler Critical 9.4
4966 NetScaler Gateway Gateway Buffer Overflow
Vulnerability
5 CVE-2022- Atlassian | All versions of Remote Code Execution Critical 9.8
26134 Confluence Data
Center and Server
6 CVE-2023- Atlassian | All versions of Atlassian Confluence Data Center and | Critical 10
22518 Confluence Data Server Improper Authorization
Center and Server Vulnerability
7 CVE-2023- Atlassian Publicly accessible Atlassian Confluence Data Center and @ Critical 10
22515 Confluence Data Server Broken Access Control
Center and Server Vulnerability
instances
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https://nvd.nist.gov/vuln/detail/CVE-2023-36845
https://nvd.nist.gov/vuln/detail/CVE-2023-36845
https://nvd.nist.gov/vuln/detail/CVE-2023-36844
https://nvd.nist.gov/vuln/detail/CVE-2023-36844
https://nvd.nist.gov/vuln/detail/CVE-2023-36846
https://nvd.nist.gov/vuln/detail/CVE-2023-36847
https://nvd.nist.gov/vuln/detail/CVE-2023-36847
https://nvd.nist.gov/vuln/detail/CVE-2023-36851

