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Message from Minister

The Internet has become the most powerful and widely available communication medium
which spreading daily. Governments, corporations, baogpitals and schools conduct their
day-to-day business over the Internet. With such widespread use the data that resides on and
flows across the network varies from banking and securities transactions to medical records,

proprietary data, and personal @spondence.

While the world is moving toward an era, which requires involvement of people and technology
24x7, and almoshajorityofo u r ¢ opopulationyuéeshe Internet, a wdkfined structure

and management of cyber security must be in plaiewede. The role of BGD-6OV CIRT

under the supervision of LICT is considered to be of great importance to Cyber Security.
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Executive Summary

Bangladesh Computer Council (BCC) established BE&B/ CIRT in the last quarter of

2015. BGD eGOV CIRT stated providing incident handling services in February 2016. This

is the first report of BGD-6OV CIRT that summarizes activities and results achieved during
2016. It provides an insight into what the CIRT has been seeing, learning, and responding to,
focusng on specific areas of change or new knowledge obtained. Furthermore, this document
contains mitigation and remediation advice to assist organizations in preventing and responding
to cyber threats. For a more comprehensive overview, this report shaeladha conjunction

with the GoBISM (Government of Bangladesh Information Security Manual).

The main message that derives from BGB@V CIRT activities during 2016 is that current

hype associated with the pr ol istfagiondromwhat of t
really matters: the motivation to allocate effort and resources to improving cyber security
posture by implementing technical controls. If we are relying on threat intelligence to respond

to threats already discovered, it is too lateus and our organizations.

In 2019, BGD eGOV CIRT will continue to improve its cyber security capabilities and extend
services in support of all government organizations and especially to Sth@rical
Information Infrastructures that have been tded. It will continue coordination efforts with
industry and government partners to mitigate cyber risks through timely and effective sharing

of situational awareness information and focused mitigation plan.

A new responsibility for the team in 281is to assist government organizations with their risk

assessments.

Other goals for 2&.include improving and expanding BGBGOV CIRT incident response
technical teams and tools, which will provide greater value during incident response and
assessment aeities. The team will also continue to refine and update training offerings that
will allow government organizations to better meet the demands of challenging and evolving

technical issues in cyber security.
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Mission Statement

The mission oBangladesh-&overnment Computer Incidents Response Team, BGO¥
CIRT i s Ato support government efforts to de
incident management capabilities within Bangladesh, which will make these programs more

efficientand r el i abl e. 0

Major activities:
1T Manage cyber security -GomernBienhngtioskdresetatedy ov e r
infrastructure;
1 Serve as a catalyst in organizing national cybersecurity resilience initiatives (education,
workforcecompetence, regulation, cyber exercises) among various stakeholders;
1 Make efforts to establish national cyber security incident management capabilities in

Bangladesh.

To achieve this goal, BGD®OV CIRT during the first stage of its development will:

1 Monitor the network for the events that affect security of the government network;

9 Carry out investigations and containment measures for cyber security events in order
to minimize data loss or service disruption in the government networksemiees;

1 Helpto solve security related issues in National Data Center (NDC) including provision
of obligatory instructions for BCC personnel to secure NDC information resources;

9 Carry out preventive measures in order to minimize disruptions of secure operations of
thegovernment network andservices;
Participate in international and national cyber security initiatives;
Promote and strengthen cyber security environment by developing, collaborating and
maintaining relationships with other CIRTs and organizations incthentry and
abroad,;

1 Support capacity building of the existing manpower of BCC to establish national CIRT.

Page |4



Constituency

Constituency of BGD 6ov CIRT are all governmental institutions of Bangladesh.
Constituency sector isypgoeeenfmmmhnkedand@i aoes
Part of the constituency is using National Data Center (NDC) located at Bangladesh Computer
Council (BCC) where host their IT resources and services. BGD¥ CIRT supervises the
following Autonomous System numiseiP address space and domain names associated with
the NDC:

AS63932

bcc.gov.bd

bcc.net.bd

43.229.12.0/22

103.48.16.0/22

114.130.54.0/23

180.211.213.0/24

= =4 4 A4 -4 -2 -

The constituency range and description will be continuously checked and updated to ensure
thatall ICT resources which should be protected are covered by the designed and implemented

incident management services.
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Services

There are two types of services provided by BGGQ@V CIRT.
Proactive Services
1 Security assessments
BGD e-Gov CIRT is constaty doing vulnerability assessments and penetration testing
on assets located at the National Data Center as well as these activities can be provided

to the constituency on a special official request

1 Configuration and maintenance of security tools, appbos, infrastructures, and
services
BGD eGov CIRT maintains described set of security tools primarily used for logs
collection and archive for assets located in the National Data Center which allow to

trace incidents when they occur.

1 Intrusiondetection
BGD eGov CIRT collects cyber security threat information (compromises, accessible
vulnerabilities) from various external feeds, filters and distributes them among the

constituency.

1 Security consulting
BGD eGov CIRT provides advice and guidance the best security practices to

i mpl ement for constituentsod6 business oper

1 Awareness building
BGD eGov CIRT seeks opportunities to increase security awareness through
developing articles, posters, newsletters, web stesal mediar other iformational
resources that explain security best practices and provide advice on precautions to take.
Activities may also include scheduling meetings and seminars to keep constituents up
to date with ongoing security procedures and potential threats smipagonal

systems.
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1 Cyber Sensor
Detecting intrusion, suspicious activity & development of methodology of assessing
maturity level of Critical Information Infrastructure in Bangladesh government IP

network, thus sensor network is beingplemented.

Reactive Services
1 Cyber security incident handling
BGD eGOV CIRT will receive information regarding cyber security incidents, triage
incidents and coordinate response. Possible activities related to incident handling
include:
A Reporting
A Coordnation
A Incident response support
A

Incident analysis and evidence collection
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International Membership
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Improving Security Together

Forum of Incident Response and Security Teams (FIRST.Org)

FIRST is the global. FIRST is the premier organization and recognized global leadetent
response. Membership in FIRST enables incident response teams to more effectively respond
to security incidents reactive as well as proactive.

https://www.first.org/members/teamgth egov cirt

BGD e-Gov CIRT
Team Information
Team name BGD e-Gov CIRT
Official team name Bangladesh e-Government Computer Incident Response Team
Member since May 22, 2016
Host organization Bangladesh Computer Council
Country of team Bangladesh - BD
Date of establishment 2016-01-11
Website https://www.cirt.gov.bd [%
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£ APCERT

sia Pacific Computer Emergency Response Team

Asia Pacific Computer Emergency Response Team (APCERT)

APCERT cooperates with CERTs (Computer Emergency Response Teams) and CSIRTs
(Computer Security Incident Response Teams) to ensure Internet security in the Asia Pacific
region,based around genuine information sharing, trust and cooperation.

https://www.apcert.org/about/structure/members.html

Operational Members (30 Teams / 21 Economies)

Team Official Team Name Economy POC
O ACSC Australian Cyber Security Centre Australia X
o AusCERT Awustralian Computer Emergency Response Team Awustralia
9 bdCERT Bangladesh Computer Emergency Response Team Bangladesh X
EJ BGD e-GOV Bangladesh e-Government Computer Incident Response Rangladesh
CIRT Team
o BruCERT Brunei Computer Emergency Response Team Negara Brunei X

Darussalam

-
OIC-CERT

Computer Emergency Response Team

Organisation of The Islamic Cooperationi Computer Emergency Response Teams (OIC

CERT)

The purpose of OIKCERT is to encourage and support the smooth collaboration and
cooperation between CERTs among the OIC member countries and other CERT stakeholders
as required.

https://www.oiccert.org/en/allmembers.html#. XMEPfUIENPY

BANGLADESH

BGD e-GOV CIRT

Bangladesh e-Government Computer Incident Response Team, Bangladesh Computer Council
Bhaban, E-14/X Agargaon, Sher-e-Bangla Nagor Dhaka-1207, Bangladesh

Email: ciccert-team|at]cirt gov bd
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TF-CSIRT Trusted Introducer

The Trusted Introducer Serviea.k.a. TI- was established by the European CERT community

in 2000 to address common needs and build a service infrastructure providing vital support for
all security and incident response teams.

https://www.trustedntroducer.og/directory/teams/bgd-gov-cirt.html

BGD e-GOV CIRT Accredited

Bangladesh e-Government Computer Incident Response Team since 28 Nov 2018

Fields describing the team

Team Details
Official Name Short Name Country
Bangladesh e-Government BGD e-GOV CIRT [ Bangladesh
Computer Incident Response
Team
Established Host Organisation
11 Jan 2016 Bangladesh Computer Council
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International Collaboration

ceritm

Handling Computer Secunty Incidents =

Indian Computer Emergency Response Team

The Indian Computer Emergency Response Team (GIBRI§ an office within the Ministry

of Electronics and Informatiofiechnology. It is the nodal agency to deal with cyber security

threats like hacking and phishinBGD eGOV CIRT is working very closely with Indian

Computer Emergency Response Team (CHRTand they have signed a MoU as well On
ACooper atairoena ionf tChyeber Secur iGoweromebt €ompaees n Ban
Incident Response Team (BGBGmv CIRT), Bangladesh Computer Council of Ministry of

Post, Telecommunication and IT and Indian Computer Emergency Response Team (CERT

In), Ministry of Electroncs and Information Technology, India on April 2017, During Prime

Mi ni ster Shei kh Hiaksoftmanévs. B8D esGOV CIRDis Member o (

loT Security Working group, Secure Digital Payment Working Group of GERAE well.

Anti -Phishing Working Group (APWG)

The Anti-Phishing Working Group (APWG) is amternational consortium that brings together
businesses affected by phishing attacks, security products and services companies, law
enforcement agencies, government agencies, trade association, regional international treaty

organizations and communicat®oompanies.
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N R D Norway Registers Development

Norway Registers Development (NRD)
NRD Companies are a global information technology and consulting group of companies

specialized in governance and economic digital infrastructure development.

International Council of E-Commerce Conslltants (EC-Council)
ECCounci | is the worl dos | argest cyber secur
145 countries globally and we are the owner and developer of the-faortiis Certified

Ethical Hacker (CEH), Computer Hacking Forensicssbtigator (C|HFI) courses.

w ; TEAM CYMRU

Team Cymru

Team Cymru was formed in 1998 to learn the "who and why" of malicious Internet activity.
This focus on attribution resulted in the uncovering of the "what, when, where, and how" of

online malevolence.

CERT.PL

CERT Polska
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CERT Polska is Computer Emergency Response Team which operates within the structures of
Scientific and Academic Computer Network or NASK research institute which conducts
scientific activity, operates the national .pl domain registry and provideseeld IT network

services.
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Collaboration with other CERST

Sharing knowledge from other CERT organization regarding cyber securitproesites,
information security standards and took advantage in information security, B&D/eCIRT

hascollaborate with various organizations in international CERT community:

Local Partners
1. Bangladesh Computer Council
2. Bangladesh Police

3. Bangladesh Bank

International Partner

1. FIRST 8. LITNET CERT

2. OIC-CERT 9. APWG

3. APCERT 10.ANUBIS NETWORKS

4. CERTIN 11.SHADOW SERVER

5. CERT 12.CREST

6. TEAM CYMRU 13.EC COUNCIL

7. CERT.PL 14.TF-CSIRT

T 'GGSYR 29y{awei8S6EGAYI 3 CLw{¢ wSIAA2yIf {&YLR:
T 'G6GSYyR 2y aunmt !t L{/ {SOdNARG& ¢NIXAYyAyYy3I /[ 2dzNJ
9 'dGSYR 2y aHpiK !'yydzadt CLw{¢ /2yFSNBYOS Ay t
 Attendonahd Awe¢ ! yydzZt /2yFSNBYOS wnamt Ay .| 1dz= !
T 'G4GSYyR 2y 4!t/ 9we !yydzazf DSYySNIt aSSdiAy3a g [/ ;
1 Attendond5thTH { Lw¢ aSSdiAy3Ae o

T 'GGSYR awS3IA2yLtt /@0SNRNREE F2NJ/L{é & . 1dz
9 'G0SYR GEYGEaBOKuhYRE G WHEH{IFINIFS LYR2YyS&aAl A\
9 'dGSYR a{SOdzNRG& {OFLIS .Fy3art2NB¢é¢ LYRAF AY HJ
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1. Incident Handling Unit

BGD e GOV CIRT will receive information regarding cyber security incidents, triage incidents

and coordinate respondeossible activities related to incident handling include:

l
l
l
T

Reporting
Coordination
Incident response support

Incident analysis and evidence collection

PRESENT STATISTICS OF BGD-€0OV CIRT

Incident Handling and Coordination:

T

From January 2018 to M&019 total number of Registered Incident Handling &
Coordination tickets are 1006.
From February 2016 to May 2019 total number of Registered Incident Handling &

Coordination tickets are 2066.

= Januray 2018
- May 2019

1006\

=  February

2016- May
2019 2066
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Incident response to Govt. Organizations
1 FromJanuary 2018 to May 2019 total 82 Incident responses have been provided to
Bangladesh Government organizations.
1 From February 2016 to May 2019 total 210 Incident responses have been provided to

Bangladesh Government organizations.

® Januray 2018
- May 2019
82

= February
2016- May
2019 215

Security Advisories & News:
1 From January 2018 to May 2019 Total number of published Security Advisories,
Alerts & News on CIRT web media are 314.
1 From February 2016 to May 2019 Total number of published Security Advisories,
Alerts & News on CIRT web media are 840.

= Januray 2018
- May 2019
314

L

® February 2016
- May 2019
840
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Overall Statistical view

Security Advisories, New 314

N 82
Govt. Orgamzatlonb 215

. L 1006
Total Incident & COOFdIﬂ&tIOﬂh 2066

0 500 1000 1500 2000 2500
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m Januray 2018 - May 2019 m February 2016 - May 2019

Incidents per year

1000
800
600
400
683
200 377
. 136
2016 2017 2018 2019
H Registered Incidents
Incidents Classification
L T%
0 = Vulnerability
2% \
/ 3% = Malicious Code
// = Intrusions
<\ 6% = Fraud

\ = Other
\ 4% = Abuse Content

= Information Gathering

Page |18



Activities

EVENTS ORGANIZED BY THE ORGANIZATION

BGDeGOV CI RT6s First Anniversary Conference
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International Cyber Security Conference 2018

CONFERENCE ON

YBER SECURITY

NTERKATIONAL CYBERSECURITY,
CONFERENCE 2018

CONFERENCE ON

CYBER SECURITY

INCIDEMT RESPONSE TEAM (CSIRT/SOC)
FOR FINANCIAL SECTOR ORGANIZATIONS
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Applicability of International Law on State Behavior in Cyberspace Course", from 20
24 May 2019, at George C. Marshal European Center for Security Studies, Program on

Cyber Security Studies, The College of International and Security Studies, Garmiseh
Partenkirchen, Germany.

% ® = " T ——
N George C. Marshall European Center for Sec’urity Studies ’
a Program on Cyber Security Studies PCSS
" Applicability of International Law to State Behavior in Cyberspace
LAlMISCH - Fartenkircnen, Germany 2Zu - 24§ | y 2015 -

o

Aop A

Page |21



PARTICIPATION ON INTERNATIONAL CYBER DRILL

OIC-CERT Cybersecurity Drill 2018

BGD eGOV CIRT team has participated in the GGERT Drill 2018. The team has
successfully completed all the activitiesgarding the event and scored 75% with a very
competitive response time.
https://www.cirt.gov.bd/bge-gov-cirt-hassuccessfullyparticipategon-oic-cert
cybersecuritydrill -2018with-75-score/
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