Government of the people’s Republic of Bangladesh
Ministry of Posts, Telecommunication and 1"
Information and Communication Technology Division

ICT Tower, Agargaon, Dhaka
www.ictd.gov.bd

No: 56.00.0000.024.42.003.16-2 ¢ Date: 28/06/2016

" Office Order

Information and Communication Technology Division decided to establish the Computer
Incident Response Team (CIRT) under the Bangladesh Computer Council (BCC) and to give a
mandate to act as the Government Computer Incident Response Team named “BGD e-Gov CIRT”
with the following terms and conditions:

Terms and Conditions:

1:

2.

(%)

There will be one team leader along with other members in the CIRT team from Leveraging ICT
for growth, employment and Governance (LICT) project and BCC.

The CIRT will be accountable to the Executive Director of BCC through the Director, Data
Center of BCC.

BGD e-Gov CIRT will be made a regular setup of BCC after the project completion as per
rules & regulations thereof.

Mission of BGD e-Gov CIRT is:

“To support the Government efforts to develop and amplify ICT programs by establishing and

maintaining cyber security incident management capabilities within environment of Government of
Bangladesh”. "

Main objective of the BGD e-Gov CIRT are to:

1.
2.

3.

Manage cyber security incidents in Bangladesh government network and related infrastructure;
Serve as a catalyst in organizing national cyber security resilience initiatives (education,
workforce competence, regulation, cyber exercises) among various stakeholders;

Make efforts to establish national cyber security incident management capabilities in Bangladesh.

The Terms of References (TOR) of BGD e-Gov CIRT are as follows:

1.
2.

[

Monitor the network for the events that affect security of the government network;

Carry out investigations and containment measures for cyber security events in order to minimize
data loss or service disruption in the government network and e-services;

Help to solve security related issues in National Data Center (NDC) including provision of
obligatory instructions for BCC personnel to secure NDC information resources;

Carry out preventive measures in order to minimize dlsruptlons of secure operations of the
government network and e-services;

Participate in international and national cyber security initiatives;

Promote and strengthen cyber security environment by developing, collaborating and maintaining
relationships with other CIRTs and organizations in the country and abroad;

Support capacity building of the existing manpower of BCC to establish national CIRT.

This ad-interim Order will come into force with immediate effect. @
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Copy to:

1.
2,
3

Russ
Senior Assistant Secretary
Phone: 8181196 (Office)
E-Mail: monzoor@ictd.gov.bd

Executive Director, Bangladesh Computer Council (BCC), Dhaka.
PS to the Secretary, Information and Communication Technology Division, Dhaka.
PS to the State Minister, Information and Communication Technology Division, Dhaka.





