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PREFACE  
 

Ransomware attacks have skyrocketed in recent years. Businesses, health 

care, government organizations, financial services, and individuals are 

falling victim to a new ransomware attack every 11 seconds.1 Double 

extortion and Ransomware as a Service (RaaS) are enticing more bad 

actors to make a fortune in the staggering trillion-dollar cybercrime 

economy.2 Although Asia pacific covers only 9% of the targeted countries 

for ransomware 3, Bangladesh could not evade the grip of such emerging 

threats. BGD e-GOV CIRT has been instrumental to defend the cyberspace 

EVIDENT 
RANSOMWARE 

THREAT ACTORS 

Night sky
Conti (aka 
Wizard Spider)
ALTDOS etc.

MALWARE
infected ip 

addresses which 
may lead to 
ransomware 

attack

14627+

Number of 

infected ASN

612+



 

3 | P a g e  
 

of Bangladesh and in pursuit of this, the threat intelligence unit of this team 

conducted a rigorous study and research of ransomware attacks from both 

global and national perspectives. 

 

This report aims to shed light on the findings of ransomware attacks and 

their impact on organizations in Bangladesh; relevant malware infections, 

exploitable vulnerabilities and risky services for ransomware and viable 

mitigations. Building an accurate picture of ransomware threats remains 

challenging in Bangladesh due to the reluctance of reporting cyber 

incidents, ransomware in particular. Despite such constraints, BGD e-GOV 

CIRT is committed to providing relevant and insightful reports which will 

help organizations to better prepare to thwart any kind of cyber attack.  

 

 

 

 

 

 

 

DISCLAIMER 

This report is an endeavor to identify the possible ransomware threat attribution based on 
the predictive analysis of malware infections within different infrastructures and 
organizations of Bangladesh. Therefore, BGD e-GOV CIRT does not claim or confirm any 
ransomware attack/infection to any organizations in Bangladesh which are revealed in the 
accumulated data analysis of this report. Rather, malware variants which are historically 
used by the know ransomware threat actors are mapped to respective organizations to 
prevent potential ransomware attack in future. 
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KEY FINDINGS AND OBSERVATIONS 
FOR BANGLADESH 
 

No organization notified and shared information regarding their 
breaches/ incidents to the stakeholders, customers, LEAs, and/or 
CIRT.

There are no regulations addressing the negligence of 
reporting and notification of cyber incidents and data 
breaches to customers, stakeholders, regulatory bodies, 
LEAs, or CIRTs.

Inadequate cyber threat monitoring and detection 
operations within the organizations.

Within the organization, there is a lack of systematic 
and structured threat hunting and incident handling 
capabilities.

Lack of Senior Management concern regarding strategic decisions 
of cyber security capabilities development
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GLOBAL RANSOMWARE TRENDS AND 
STATISTICS 
 

• Ransomware cost the world $20 billion in 2021. That number is 

expected to rise to $265 billion by 2031.4 

There will be a ransomware attack every 11 seconds by 2022. By that 
time, the global cost will be $20 billion yearly.5 

• In 2021, 37 percent of all businesses and organizations were hit by 

ransomware.4  

• Every year, ransomware generates an estimated $1 billion in revenue 

for cybercriminals.5 

• Today, businesses suffer ransomware attacks every 40 seconds.5 

• Phishing emails are the cause of two-thirds of ransomware 

infections.5 

• Recovering from a ransomware attack cost business $1.85 million on 

average in 2021.4 

• Out of all ransomware victims, 32 percent pay the ransom, but they 

only get 65 percent of their data back.5 

• Only 57 percent of businesses are successful in recovering their data 

using a backup.4 
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OBSERVATIONS ON MOST ACTIVE RANSOMWARE STRAINS 
BGD e-GOV CIRT Threat Intelligence Unit is keeping an eye on the activities of 
ransomware threat actors and victimology states, based on the collective 
intelligence information through the following data sources: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: Telegram communications monitoring for Ransomware 13 

 

RANSOMWARE THREAT ACTOR BLOGPOST MONITORING 

Threat actors use elusive methods for their criminal activities. The Dark web and 

onion sites are leveraged extensively to disguise the bad actors. However, the 

threat intelligence unit of BGD e-GOV CIRT is hawk-eyed to alert any suspicious 

movement by ransomware threat actors. 

ACTIVE RANSOMWARE STRAINS 

Although there is a myriad of ransomware out there, this report is only focused 

on the ones which are found to have active footprints at the time of preparation 

of this report. The following diagram depicts current strains of active ransomware-  
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Figure 2: Active ransomware strain 13 
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LOCKBIT 
 

LockBit is a ransomware-as-a-service (RaaS) operated by malicious actors named 

Syrphid. 

The Syrphid gang quickly expanded its operations following the LockBit 

ransomware's initial appearance in September 2019, using a network of affiliates 

to infect victim networks. The ransomware, which has advanced to version 3.0, 

has changed over the previous few years, and so have its developers, who have 

just started a bug bounty program to find vulnerabilities in the RaaS operation 

and the malware's code.15 

 

 

Figure 3: Breached data by LockBit 3.0  13 
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YANLUOWANG 
 

Yanluowang, the ransomware recently discovered by Symantec, a division of 

Broadcom Software, is now being used by a threat actor that has been mounting 

targeted attacks against U.S. corporations since at least August 2021. The 

attacker uses several tools, tactics, and procedures (TTPs) that were previously 

linked to Thieflock ransomware attacks, suggesting that they may have been a 

Thieflock affiliate who shifted allegiances to the new Yanluowang ransomware 

family. 

The attackers have been heavily focused on organizations in the financial sector 

but have also targeted companies in the manufacturing, IT services, consultancy, 

and engineering sectors.16 

 

Figure 4: Breached data by Yanluowang 13 
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CL0P^_- LEAKS 
 

Clop Ransomware belonging to a popular Cryptomix ransomware family is a 

dangerous file encrypting virus which actively avoids the security unprotected 

system and encrypts the saved files by planting the .Clop extension. 

It exploits AES cipher to encrypt pictures, videos, music, databases papers, and 

attach .CLOP or .CIOP file extension, which prevents victims from accessing 

personal data. For example,  “sample.jpg” is renamed to “sample.jpg.Clop”. 

This way, the victims are pressured into paying the ransom within some time limit 

for the presumed fixing of their data.17 

 

Figure 5: Victims list of CLOP ransomware13 
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CONTI  
 

Conti is a Ransomware-as-a-Service (RaaS) that was first observed in December 

2019. Conti has been deployed via TrickBot and used against major corporations 

and government agencies, particularly those in North America. As with other 

ransomware families, actors using Conti steal sensitive files and information from 

compromised networks and threaten to publish this data unless the ransom is 

paid.20 

 

 

Figure 6: Published victim data by CONTI ransomware13 
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REvil  
 

REvil is a ransomware family that has been linked to the GOLD SOUTHFIELD group 

and operated as ransomware-as-a-service (RaaS) since at least April 2019. REvil, 

which has been used against organizations in the manufacturing, transportation, 

and electric sectors, is highly configurable and shares code similarities with the 

GandCrab RaaS.18 

 

 

Figure 7: Victim’s data published by REvil ransomware in their blog 
site13 
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BLACKCAT/ ALPHV 
 

The BlackCat ransomware, also known as ALPHV, is a prevalent threat and a prime 

example of the growing ransomware-as-a-service (RaaS) gig economy.  

First observed in November 2021, BlackCat initially made headlines because it was 

one of the first ransomware families written in the Rust programming language. 

By using a modern language for its payload, this ransomware attempts to evade 

detection, especially by conventional security solutions that might still be catching 

up in their ability to analyze and parse binaries written in such language. BlackCat 

can also target multiple devices and operating systems. Microsoft has observed 

successful attacks against Windows and Linux devices and VMWare instances. 19 

 

Figure 8: Blackcat/ALPHV ransomware blogposts regarding their 
victimology 13 
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THE SPREAD OF GLOBAL RANSOMWARE 

Impacted regions and countries (Focused in Asia Pacific Regions) 
 

 

Figure 9: Regions affected by ransomware, 20213 

 

 

 

According to leaked site data, the Americas
area was the most heavily impacted by
ransomware attacks in 2021, followed by EMEA
and Asia Pacific.1

Check Point Research (CPR) has revealed a
staggering 168% year on year increase in the
number of cyberattacks in Asia Pacific (APAC)
when compared to May 2020. The malware
types that showed the largest increase are
ransomware and Remote Access Trojan (RAT),
both of which increased by 26% in May 2021
compared to earlier this year.9
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• In another report the following countries from APAC regions were 
illustrated for possible counts of ransomware attacks 10  
 

Top countries Reported Ransomware Attacks 

India 60 

Japan 45 

Thailand 44 

China 38 

Taiwan 31 

Hong Kong 28 

Indonesia 21 

Singapore 21 

South Korea 19 

Malaysia 12 

Viet Nam 10 

Philippines 8 

Sril Lanks 2 

Pakistan 2 

Bangladesh 4 

Brunei Darussalam 1 

Georgia 1 

Myanmar 1 

Mongolia 1 
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• Kaspersky Security Bulletin 2021. Statistics show Bangladesh was hit 
most by the ransomware Trojans than any other country. 11 

 

 

Figure 10: Geography of attacks by ransomware Trojans, November 
2020 — October 2021 11 
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VICTIMOLOGY OF CURRENT RANSOMWARE 
LANDSCAPE IN BANGLADESH 
 

Victim shaming is the greatest fear factor for organizations in Bangladesh 

which discourage them from reporting any incident to the national incident 

response team. Despite efforts to raise awareness about reporting any type 

of incident, especially ransomware, gathering reliable data to build a 

comprehensive threat landscape remains a difficult task. However, the 

threat intelligence unit of BGD e-GOV CIRT has gathered relevant 

information about ransomware attacks in Bangladesh from dark web 

monitoring, OSINT (Open-Source Threat Intelligence), and IOC relevant to 

ransomware from global and local threat intelligence feed. In addition, 

relevant malware infections, exposed vulnerable or risky services which 

may act as ransomware attack vectors are also identified.  

 

IDENTIFIED RANSOMWARE VICTIMS IN BANGLADESH 
 

AKIJ GROUP 
 

Organization Type: Bangladeshi industrial conglomerate  

Threat Actor: Night Sky 

Leaked Data Type: All files in the file server consists of all employee resume, Mail 

Server data, Gitlab code base, ERP system database, all website Cpanel data with 

backups, personal computer backup files 

LEA Notification: Didn’t provide any Notifications to the LEA/ DSA/ CIRT regarding 

the breach and/or incident Notification 

 

 



 

18 | P a g e  
 

Evidence: 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 11: Suspected ransomware attack by Night Sky group 13 

 

 

Figure 12: Suspected data exfiltration by Night Sky group13 
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BEXIMCO GROUP 
 

Organization Type: Multinational conglomerate company 

Threat Actor: ALTDOS 

Leaked Data Type: hundreds of gigabytes of files, source coding and databases 

from 34 of Beximco websites, including its telecom subsidy—BOL-ONLINE.COM ; 

56,000 payment records. The other information stolen are names, departments, 

emails, IDs and attendance of 65,000 

LEA Notification: Didn’t provide any Notifications to the LEA/ DSA/ CIRT regarding 

the breach and/or incident Notification 

Evidence: 

 

 

Figure 13: Suspected data exfiltration by ALTDOS group13 

 
 
 
 
 
 
 
 



 

20 | P a g e  
 

DIGICON TECHNOLOGIES 
 
Organization Type: Business process outsourcing organization (BPO) 

Threat Actor: Conti group which is thought to be led by a Russia-based 

cybercrime group that goes under the Wizard Spider pseudonym 

LEA Notification: Didn’t provide any Notifications to the LEA/ DSA/ CIRT regarding 

the breach and/or incident Notification 

Evidence: 

 

 

Figure 14: Suspected ransomware attack by Conti group 13 
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MALWARE INFECTIONS PERTINENT TO RANSOMWARE 
ATTACK 
 

 

 

Figure 15: Trend of relevant malware infection rate for possible 
ransomware attack 13 

The BGD e-GOV CIRT 
discovered malware 
infection variants linked to 
known and likely 
ransomware Infection 
chains within the time 
period taken in to account 
for this analysis.

Since 2021, around 14,627
unique count of ip 
addresses originated from 
Bangladesh are found to be 
infected with malware 
which can be mapped to 
possible ransomware attack 
vectors.

These infections are found 
to be linked with potential 
ransomwares and some of 
them are part to be growing 
botnets as well. 
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Malware Infection  Relevant Ransomware Threat Total infection events 

m0yv Maze 6994 

Necurs (Botnet) Locky 5083 

Trik,phorpiex (Botnet) Avaddon 2683 

wannacrypt Wannacry 812 

osiris  Locky 9 

cobalstrike Lockbit,Ryuk 4 

cryptowall Cryptowall 2 

ryuk Ryuk 2 

Soidonikibi Revil/Conti 2 

 

 

Figure 16: Relevant malware infection for possible ransomware attack13 
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INFECTION STATISTICS BASED ON ASN (AUTONOMOUS 
SYSTEM NUMBER) 
 

An autonomous system (AS) is a group of IP prefixes with a clearly defined 

external routing policy. In order for multiple autonomous systems to interact, each 

needs to have a unique identifier.14 Around 612 ASN owners in Bangladesh were 

identified to be infected with possible ransomware attack vectors. For better 

legibility, those which have more than one thousand records of infections are 

shown in the following chart- 

 

Figure 17: ASN owners list having malware infection records linked to 
ransomware strains 

(Count of records > 1000)  
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GENERAL INFECTION STATISTICS 
 

The ten unique malwares which are identified in the previous section found to have 

infected 14,627 unique source IP addresses which originated from Bangladesh.   

 

 

Top 10 infected ASN 13 
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Figure 18: Regional heat map of infection rate 13 

 

A significant amount of communication events was found where the destination host 

is a well known IOC for Wannacry ransomware.  

 

Figure 19: Top values of malicious destination hostname 13 
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Following list is curated with ONLY those IOC (domains and ip addresses) which are 

alleged to be linked with one or more ransomwares. These IOC’s are cross –

referenced with Virus Total, Alien Vault OTX , MISP and several others threat 

intelligence feed and found to be have proven footprints. 

 

IOC 
Relevant 
Ransomware 

Number of 
infected source IP 

address from 
Bangladesh 

Zlenh[.]biz Maze 5,525 

Knjghuig[.]biz Maze 4,812 

40[.]121[.]206[.]97 Locky 4,019 

Wllvnzb[.]biz Maze 3,801 

gaoehuoaoefhuhfugu[.]cc Avaddon 2,218 

daedagheauehfuuhfl[.]co Avaddon 1,974 

www[.]iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea[.]com Wannacry 1,407 

87[.]106[.]18[.]148 Locky 9 

diemtichluy[.]net Cryptowall 2 

208[.]100[.]26[.]245 Ryuk 2 

trytogoi[.]xyz Locky 1 

theyardservice[.]com 
Lockbit 
(cobaltstrike) 

1 

resumewriting4success[.]com Ryuk 1 

onlybacklink[.]com Conti, Revil 1 

mail[.]target-support[.]online Ryuk 1 

mail[.]songunceliptv[.]com Revil 1 

jobsmarc[.]com 
Ryuk 
(cobaltstrike) 

1 

 

(**Note: Above list is NOT meant to be a complete list of all IOC’s, rather the ones which 
are evidential and prominent from the analyzed communication are only mentioned) 
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Figure 20: IOC correlation with MISP 13 
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VULNERABLE SERVICES EXPOSURE FOR POSSIBLE 
RANSOMWARE ATTACK 
 

RDP 
 
Threat actors, specially for ransomware, are ingenious to exploit any kind of 

vulnerability which may pave their way to infiltrate into a target network. In Q1 of 

2021, according to research done by Coveware, RDP Compromise was the most 

common vector of ransomware attacks. Their research shows nearly half of all 

Ransomware attacks came through RDP vulnerabilities.20 

 

Figure 21: RDP compromise trends for ransomware attacks 13 

Many times, when we think about ransomware, we picture a single user's desktop 

being abruptly taken over by a ransom letter threatening to encrypt their hard drive 

contents. But the environment is changing; nowadays, ransomware versions like 

Ryuk and Maze attack the victim's whole network, frequently through a "back door" 

exposed by utilizing remote desktop protocol (RDP). 

Threat intelligence unit of BGD e-GOV CIRT reports that 205 unique ip addresses are 

found to be vulnerable with CVE-2019-0708 aka Bluekeep which is a security 

vulnerability that was discovered in Microsoft's Remote Desktop Protocol 

implementation, which allows for the possibility of remote code execution. 
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Figure 22: Top 10 vulnerable ip address for CVE-2019-0708 13 

 

 

Figure 23: Top 10 vulnerable hostnames for CVE-2019-0708 13 
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SMB 
 
Inadvertently exposing an SMB service to the public increases the vulnerability to 

ransomware attacks and other exploits by allowing attackers to access data on the 

internal networks. Notably, SMB1 (an outdated version of the service) served as an 

attack path for both the 2017 WannaCry and NotPetya large-scale ransomware 

attacks. Devices connected to the same network can share files through SMB and 

also used to grant remote users access to printers, mail servers, and high-priority 

internal network segments.27  

Our analysis revealed 182 unique ip addresses are running SMB V1 and the majority 

of them are located in the capital city Dhaka. 

 

Figure 24: Top 10 hostnames of vulnerable SMB V113 

 

 

 

 

 

 



 

31 | P a g e  
 

MICROSOFT EXCHANGE (CVE 2020-0688, CVE 2021-26855 ) 

 

Two prominent vulnerabilities are found which can be exploited to provide initial 

access for potential ransomware attack.  

CVE-2020-0688 is a critical vulnerability affecting Microsoft Exchange Server, 

allowing attackers to compromise corporate mailbox servers and conduct internal 

phishing campaigns or move laterally.25 

CVE-2021-26855 is a SSRF vulnerability in Microsoft Exchange Server. An 

unauthenticated, remote attacker could exploit this flaw by sending a specially crafted 

HTTP request to a vulnerable Exchange Server. In order to exploit this flaw, Microsoft 

says the vulnerable Exchange Server would need to be able to accept untrusted 

connections over port 443. Successful exploitation of this flaw would allow the 

attacker to authenticate to the Exchange Server.24 

23 unique IP addresses were identified to be exposed with the above mentioned 

vulnerabilities in Bangladesh. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 25: Hostnames of vulnerable Microsoft exchange services 13 
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RECOMMENDATIONS 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Organizations should rigorously check and try to minimize their 
attack surface. 

Organizations should ensure proper cyber threat detection and 
response strategies for themselves. 

Incident/ Breach notification to National/ Sectorial CIRTs and 
LEAs should be mandatory for the organization within a specified 
time period. 

Nationwide a joint Cyber Incident Collaboration taskforce is 
required consists of all entities from every type of organizations 
and agencies (government, public and private) 

Recommended to follow the Ransomware Prevention & First 
Response Guideline published by BGD e-GOV CIRT. 
[URL: https://www.cirt.gov.bd/ransomware-prevention-first-
response-guideline-english-version-1/] 

Report or inform BGD e-GOV CIRT regarding detection of IOCs 
and/ or any suspicious activities you observe within your 
environment, to work in collaboration through 
https://www.cirt.gov.bd/incident-reporting/  or cti@cirt.gov.bd 
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