
 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 



 

 

Disclaimer 

 

This report has been created by aggregating the first quarter's acquired data for 2022 from 

threat intelligence sources, peer organization feeds, and OSINT assessments. BGD e-GOV CIRT 

conducted NO penetration testing attempts without well established rules of engagement for 

the affected network owners. However, identified IOCs (Indicator of Compromises) were 

cross-examined by threat intelligence unit researchers for further verification to achieve 'true 

positives.' The sole purpose of this report is to alert telecom operators to any malicious 

communications passing via their network so that the organisations can take the appropriate 

measures to mitigate risk and avert a disastrous cyber attack. 
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Executive summary 

According to the statistics published on the BTRC website, which was last updated on 

March 21, 2022, Bangladesh has approximately 180.78 million mobile phone 

subscribers. It is critical for organizations to be aware of any malicious communications 

pertaining to their network in order to ensure better cyber resilience. BGD e-GOV CIRT 

has been extremely vigilant in monitoring Bangladesh's threat landscape and has 

played a critical role in informing concerned stakeholders regarding proactive 

measures. In this quest, the BGD e-GOV CIRT's cyber threat intelligence researchers 

prepared this horizon scanning report, which intended to cover the attack surface for 

all four telecom operators.  

 

Key findings 

All four telecom operators in Bangladesh have a significant infection rate of various 

malware for network communication. Grameenphone, which has the most customers, 

has 47 unique counts of malware infection, led by the virus known as 

'android.hummer,' which has a 24.4 percent infection rate. Robi Axiata comes in second 

with 40 unique counts of infection, led by the virus known as 'avalanche-andromeda.' 

Banglalink is in third place with 31 unique counts of infection, with 'android.hummer' 

and 'avalanche-andromeda' both prominent. Teletalk, with the smallest subscriber 

base, has 31 unique counts of infection, with 'android.rootnik,' 

'android.backdoor.prizmes,' and 'virut' having about equal shares of infection rate 

together with 'android.hummer,' and 'avalanche-andromeda,' in average of 10% for 

each. Following treemap shows the infection rate of most prominent malware in all the 

four telecom operators. 
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Fig- 1: Malware infection count of records for Bangladesh Mobile Operators, Q1 2022 
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GRAMEENPHONE (ASN 24389) 

  

 

Malware infection rate for ASN 24389 (GrameenPhone Ltd) 

 

Top infected source IP address: 37.111.216.100 

Top infected region: Dhaka 
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AXIATA-ROBI (ASN 24432) 

  

 

 

 Malware infection rate for ASN 24432 (AXIATA-ROBI) 

 

Top infected source IP address: 58.145.184.228 

Top infected region: Dhaka 
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BANGLALINK DIGITAL COMMUNICATIONS LTD(ASN 45245) 

  

 

 

Malware infection rate for ASN 45245 (Banglalink Digital Communications Ltd) 

 

Top infected source IP address: 43.245.123.43 

Top infected region: Dhaka 
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TELETALK BANGLADESH LTD. (ASN 45925) 
 

  

 

 

Malware infection rate for ASN 45925 (Teletalk Bangladesh Ltd) 

 

Top infected source IP address: 103.230.105.29 

Top infected region: Dhaka 
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Mitigation  
 

According to MITRE ATT&CK threat hunting methodology, it is most effective to look 

out for invariant behaviors by the adversaries which do not change often. Therefore, 

we need to develop and refine hypotheses and abstract analytics that can be used to 

hunt for evidence indicative of malicious presence.  

Our observation suggests major malware infection such as 'android.hummer,'  

'avalanche-andromeda’, 'android.rootnik,' 'android.backdoor.prizmes,' 'virut' etc. are 

presumably delivered by malicious APP via authorized APP store , T1475 

(https://attack.mitre.org/techniques/T1475/ ) or deliver malicious APP via other 

means , T1476 (https://attack.mitre.org/techniques/T1476/) 

 

Mitre ATT&CK mapping for tactic and techniques targeting Bangladesh Mobile Operators, 

Q1 2022 

https://attack.mitre.org/techniques/T1475/
https://attack.mitre.org/techniques/T1476/
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 An overview of both these techniques are quoted from 

https://attack.mitre.org/techniques below- 

TACTIC TECHNIQUE DESCRIPTION 

Initial 

Access 

Deliver 

Malicious App 

via Authorized 

App Store 

T1475 

Malicious applications are a common attack vector used 

by adversaries to gain a presence on mobile devices. 

Mobile devices often are configured to allow application 

installation only from an authorized app store (e.g., 

Google Play Store or Apple App Store). An adversary 

may seek to place a malicious application in an 

authorized app store, enabling the application to be 

installed onto targeted devices. 

 

App stores typically require developer registration and 

use vetting techniques to identify malicious applications. 

Adversaries may use these techniques against app store 

defenses: 

 

 Download New Code at Runtime 

 Obfuscated Files or Information 

Adversaries may also seek to evade vetting by placing 

code in a malicious application to detect whether it is 

running in an app analysis environment and, if so, avoid 

performing malicious actions while under analysis.  

 

Adversaries may also use fake identities, payment cards, 

etc., to create developer accounts to publish malicious 

applications to app stores.  

 

https://attack.mitre.org/techniques
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Adversaries may also use control of a target's Google 

account to use the Google Play Store's remote 

installation capability to install apps onto the Android 

devices associated with the Google account. (Only 

applications that are available for download through the 

Google Play Store can be remotely installed using this 

technique.) 

Initial 

Access 

Deliver 

Malicious App 

via Other 

Means  

T1476 

Malicious applications are a common attack vector used 

by adversaries to gain a presence on mobile devices. 

This technique describes installing a malicious 

application on targeted mobile devices without involving 

an authorized app store (e.g., Google Play Store or Apple 

App Store). Adversaries may wish to avoid placing 

malicious applications in an authorized app store due to 

increased potential risk of detection or other reasons. 

However, mobile devices often are configured to allow 

application installation only from an authorized app 

store which would prevent this technique from working. 

 

Delivery methods for the malicious application include: 

 

Spearphishing Attachment - Including the mobile app 

package as an attachment to an email message. 

Spearphishing Link - Including a link to the mobile app 

package within an email, text message (e.g. SMS, 

iMessage, Hangouts, WhatsApp, etc.), web site, QR code, 

or other means. 

Third-Party App Store - Installed from a third-party 

app store (as opposed to an authorized app store that 
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the device implicitly trusts as part of its default 

behavior), which may not apply the same level of 

scrutiny to apps as applied by an authorized app store. 

Some Android malware comes with functionality to 

install additional applications, either automatically or 

when the adversary instructs it to. 

 

Following mitigations are recommended for the techniques described above- 

ID Mitigation Description 

M1005 Application 

Vetting 

App store operators and enterprises could assess 

reputational characteristics of the app, including the 

popularity of the app or other apps from the same developer 

and whether or not security issues have been found in other 

apps from the same developer. 

M1011 User 

Guidance 

Encourage developers to protect their account credentials 

and enable multi-factor authentication if available. Encourage 

developers to protect their signing keys. 

M1012 Enterprise 

Policy 

On iOS, 

the allowEnterpriseAppTrust and allowEnterpriseAppTrustMo

dification configuration profile restrictions can be used to 

prevent users from installing apps signed using enterprise 

distribution keys. 

M1011 User 

Guidance 

iOS 9 and above requires explicit user consent before 

allowing installation of applications signed with enterprise 

distribution keys rather than installed from Apple's App Store. 

Users should be encouraged to not agree to installation of 

applications signed with enterprise distribution keys unless 

absolutely certain of the source of the application. On 

Android, the "Unknown Sources" setting must be enabled for 

users to install apps from sources other than an authorized 

app store (such as the Google Play Store), so users should be 

encouraged not to enable that setting. 

 

 

 

https://attack.mitre.org/mitigations/M1005
https://attack.mitre.org/mitigations/M1005
https://attack.mitre.org/mitigations/M1005
https://attack.mitre.org/mitigations/M1011
https://attack.mitre.org/mitigations/M1011
https://attack.mitre.org/mitigations/M1011
https://attack.mitre.org/mitigations/M1012
https://attack.mitre.org/mitigations/M1012
https://attack.mitre.org/mitigations/M1012
https://attack.mitre.org/mitigations/M1011
https://attack.mitre.org/mitigations/M1011
https://attack.mitre.org/mitigations/M1011
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Required Action Measures 

 

Notified organization is requested to take action measures as following: 

 

 Please check all of your IT infrastructure and detection toolsets to 

detect IOCs mentioned in this report 

 Users should always be cautious when an email directs them to enter 

any kind of credentials  

 Monitor your network to detect the suspicious communications to the 

malicious IP addresses included in this report (check network 

Communications and Logs for last 6 months at a minimum).  

 Maintain situational awareness of the latest threats and implement 

appropriate Access Control Lists (ACLs).  

 Ensure appropriate controls and minimize attack surface by assessing 

need-to-know basis. 

 Enhance your capability to combat with growing cyber threats 

 Report or inform BGD e-GOV CIRT regarding detection of IOCs and/ or 

any suspicious activities you observe within your environment, to work 

in collaboration through https://www.cirt.gov.bd/incident-reporting/ or 

cti@cirt.gov.bd  

 

 

 

 

 

 

 

 

 

https://www.cirt.gov.bd/incident-reporting/
mailto:cti@cirt.gov.bd
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GRAMEENPHONE 
 

Subscriber: 83.02 million (Source: http://www.btrc.gov.bd/ ,updated on 21st March, 2022) 

ASN detail 
 

ASN Number : 24389 

ASN Owner: GRAMEENPHONE-AS-AP GrameenPhone Ltd, BD  

Prefix IPv4/IPv6 Name 

37.111.221.0/24 37.111.221.0 GRAMEENPHONEIT-BD 

119.30.34.0/24 119.30.34.0 GRAMEENPHONEIT 

37.111.227.0/24 37.111.227.0 GRAMEENPHONEIT-BD 

37.111.240.0/24 37.111.240.0 GRAMEENPHONEIT-BD 

2400:c600:1331::/48 2400:c600:1331:: GRAMEENPHONEIT 

37.111.199.0/24 37.111.199.0 GRAMEENPHONEIT-BD 

119.30.45.0/24 119.30.45.0 GRAMEENPHONEIT 

37.111.228.0/24 37.111.228.0 GRAMEENPHONEIT-BD 

37.111.242.0/24 37.111.242.0 GRAMEENPHONEIT-BD 

37.111.192.0/24 37.111.192.0 GRAMEENPHONEIT-BD 

37.111.210.0/24 37.111.210.0 GRAMEENPHONEIT-BD 

37.111.211.0/24 37.111.211.0 GRAMEENPHONEIT-BD 

119.30.39.0/24 119.30.39.0 GRAMEENPHONEIT 

119.30.41.0/24 119.30.41.0 GRAMEENPHONEIT 

123.108.247.0/24 123.108.247.0 GP-ITSP 

37.111.215.0/24 37.111.215.0 GRAMEENPHONEIT-BD 

37.111.244.0/24 37.111.244.0 GRAMEENPHONEIT-BD 

119.30.37.0/24 119.30.37.0 GRAMEENPHONEIT 

2400:c600:3440::/44 2400:c600:3440:: GRAMEENPHONEIT 

119.30.32.0/24 119.30.32.0 GRAMEENPHONEIT 

37.111.253.0/24 37.111.253.0 GRAMEENPHONEIT-BD 

37.111.247.0/24 37.111.247.0 GRAMEENPHONEIT-BD 

202.56.6.0/24 202.56.6.0 GRAMEENPHONEIT 

2400:c600:3410::/44 2400:c600:3410:: GRAMEENPHONEIT 

37.111.236.0/24 37.111.236.0 GRAMEENPHONEIT-BD 

37.111.204.0/24 37.111.204.0 GRAMEENPHONEIT-BD 

37.111.233.0/24 37.111.233.0 GRAMEENPHONEIT-BD 

119.30.35.0/24 119.30.35.0 GRAMEENPHONEIT 

119.30.42.0/24 119.30.42.0 GRAMEENPHONEIT 

http://www.btrc.gov.bd/
https://ipasn.com/ip-prefix/37.111.221.0/24
https://ipasn.com/ip-prefix/37.111.221.0/24
https://ipasn.com/ip-prefix/119.30.34.0/24
https://ipasn.com/ip-prefix/119.30.34.0/24
https://ipasn.com/ip-prefix/37.111.227.0/24
https://ipasn.com/ip-prefix/37.111.227.0/24
https://ipasn.com/ip-prefix/37.111.240.0/24
https://ipasn.com/ip-prefix/37.111.240.0/24
https://ipasn.com/ip-prefix/2400:c600:1331::/48
https://ipasn.com/ip-prefix/2400:c600:1331::/48
https://ipasn.com/ip-prefix/37.111.199.0/24
https://ipasn.com/ip-prefix/37.111.199.0/24
https://ipasn.com/ip-prefix/119.30.45.0/24
https://ipasn.com/ip-prefix/119.30.45.0/24
https://ipasn.com/ip-prefix/37.111.228.0/24
https://ipasn.com/ip-prefix/37.111.228.0/24
https://ipasn.com/ip-prefix/37.111.242.0/24
https://ipasn.com/ip-prefix/37.111.242.0/24
https://ipasn.com/ip-prefix/37.111.192.0/24
https://ipasn.com/ip-prefix/37.111.192.0/24
https://ipasn.com/ip-prefix/37.111.210.0/24
https://ipasn.com/ip-prefix/37.111.210.0/24
https://ipasn.com/ip-prefix/37.111.211.0/24
https://ipasn.com/ip-prefix/37.111.211.0/24
https://ipasn.com/ip-prefix/119.30.39.0/24
https://ipasn.com/ip-prefix/119.30.39.0/24
https://ipasn.com/ip-prefix/119.30.41.0/24
https://ipasn.com/ip-prefix/119.30.41.0/24
https://ipasn.com/ip-prefix/123.108.247.0/24
https://ipasn.com/ip-prefix/123.108.247.0/24
https://ipasn.com/ip-prefix/37.111.215.0/24
https://ipasn.com/ip-prefix/37.111.215.0/24
https://ipasn.com/ip-prefix/37.111.244.0/24
https://ipasn.com/ip-prefix/37.111.244.0/24
https://ipasn.com/ip-prefix/119.30.37.0/24
https://ipasn.com/ip-prefix/119.30.37.0/24
https://ipasn.com/ip-prefix/2400:c600:3440::/44
https://ipasn.com/ip-prefix/2400:c600:3440::/44
https://ipasn.com/ip-prefix/119.30.32.0/24
https://ipasn.com/ip-prefix/119.30.32.0/24
https://ipasn.com/ip-prefix/37.111.253.0/24
https://ipasn.com/ip-prefix/37.111.253.0/24
https://ipasn.com/ip-prefix/37.111.247.0/24
https://ipasn.com/ip-prefix/37.111.247.0/24
https://ipasn.com/ip-prefix/202.56.6.0/24
https://ipasn.com/ip-prefix/202.56.6.0/24
https://ipasn.com/ip-prefix/2400:c600:3410::/44
https://ipasn.com/ip-prefix/2400:c600:3410::/44
https://ipasn.com/ip-prefix/37.111.236.0/24
https://ipasn.com/ip-prefix/37.111.236.0/24
https://ipasn.com/ip-prefix/37.111.204.0/24
https://ipasn.com/ip-prefix/37.111.204.0/24
https://ipasn.com/ip-prefix/37.111.233.0/24
https://ipasn.com/ip-prefix/37.111.233.0/24
https://ipasn.com/ip-prefix/119.30.35.0/24
https://ipasn.com/ip-prefix/119.30.35.0/24
https://ipasn.com/ip-prefix/119.30.42.0/24
https://ipasn.com/ip-prefix/119.30.42.0/24
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37.111.246.0/24 37.111.246.0 GRAMEENPHONEIT-BD 

37.111.220.0/24 37.111.220.0 GRAMEENPHONEIT-BD 

119.30.36.0/24 119.30.36.0 GRAMEENPHONEIT 

37.111.245.0/24 37.111.245.0 GRAMEENPHONEIT-BD 

37.111.208.0/24 37.111.208.0 GRAMEENPHONEIT-BD 

37.111.218.0/24 37.111.218.0 GRAMEENPHONEIT-BD 

37.111.206.0/24 37.111.206.0 GRAMEENPHONEIT-BD 

37.111.203.0/24 37.111.203.0 GRAMEENPHONEIT-BD 

2400:c600:3330::/44 2400:c600:3330:: GRAMEENPHONEIT 

37.111.224.0/24 37.111.224.0 GRAMEENPHONEIT-BD 

37.111.235.0/24 37.111.235.0 GRAMEENPHONEIT-BD 

37.111.231.0/24 37.111.231.0 GRAMEENPHONEIT-BD 

123.108.243.0/24 123.108.243.0 GP-ITSP 

37.111.217.0/24 37.111.217.0 GRAMEENPHONEIT-BD 

119.30.46.0/24 119.30.46.0 GRAMEENPHONEIT 

37.111.222.0/24 37.111.222.0 GRAMEENPHONEIT-BD 

37.111.213.0/24 37.111.213.0 GRAMEENPHONEIT-BD 

37.111.223.0/24 37.111.223.0 GRAMEENPHONEIT-BD 

2400:c600:3340::/44 2400:c600:3340::  

37.111.194.0/24 37.111.194.0 GRAMEENPHONEIT-BD 

37.111.202.0/24 37.111.202.0 GRAMEENPHONEIT-BD 

119.30.47.0/24 119.30.47.0 GRAMEENPHONEIT 

37.111.196.0/24 37.111.196.0 GRAMEENPHONEIT-BD 

37.111.238.0/24 37.111.238.0  

202.56.4.0/24 202.56.4.0 GRAMEENPHONEIT 

37.111.230.0/24 37.111.230.0 GRAMEENPHONEIT-BD 

37.111.225.0/24 37.111.225.0 GRAMEENPHONEIT-BD 

37.111.207.0/24 37.111.207.0 GRAMEENPHONEIT-BD 

123.108.244.0/24 123.108.244.0 GP-ITSP 

123.108.240.0/24 123.108.240.0 GP-ITSP 

119.30.33.0/24 119.30.33.0 GRAMEENPHONEIT 

2400:c600:3360::/44 2400:c600:3360:: GRAMEENPHONEIT 

37.111.201.0/24 37.111.201.0 GRAMEENPHONEIT-BD 

37.111.239.0/24 37.111.239.0 GRAMEENPHONEIT-BD 

123.108.242.0/24 123.108.242.0 GP-ITSP 

37.111.195.0/24 37.111.195.0 GRAMEENPHONEIT-BD 

2400:c600:3350::/44 2400:c600:3350::  

37.111.219.0/24 37.111.219.0 GRAMEENPHONEIT-BD 

123.108.241.0/24 123.108.241.0 GP-ITSP 

37.111.232.0/24 37.111.232.0 GRAMEENPHONEIT-BD 

37.111.248.0/24 37.111.248.0 GRAMEENPHONEIT-BD 

2400:c600:3320::/44 2400:c600:3320:: GRAMEENPHONEIT 

202.56.7.0/24 202.56.7.0  

119.30.44.0/24 119.30.44.0 GRAMEENPHONEIT 

37.111.216.0/24 37.111.216.0 GRAMEENPHONEIT-BD 

37.111.234.0/24 37.111.234.0 GRAMEENPHONEIT-BD 

https://ipasn.com/ip-prefix/37.111.246.0/24
https://ipasn.com/ip-prefix/37.111.246.0/24
https://ipasn.com/ip-prefix/37.111.220.0/24
https://ipasn.com/ip-prefix/37.111.220.0/24
https://ipasn.com/ip-prefix/119.30.36.0/24
https://ipasn.com/ip-prefix/119.30.36.0/24
https://ipasn.com/ip-prefix/37.111.245.0/24
https://ipasn.com/ip-prefix/37.111.245.0/24
https://ipasn.com/ip-prefix/37.111.208.0/24
https://ipasn.com/ip-prefix/37.111.208.0/24
https://ipasn.com/ip-prefix/37.111.218.0/24
https://ipasn.com/ip-prefix/37.111.218.0/24
https://ipasn.com/ip-prefix/37.111.206.0/24
https://ipasn.com/ip-prefix/37.111.206.0/24
https://ipasn.com/ip-prefix/37.111.203.0/24
https://ipasn.com/ip-prefix/37.111.203.0/24
https://ipasn.com/ip-prefix/2400:c600:3330::/44
https://ipasn.com/ip-prefix/2400:c600:3330::/44
https://ipasn.com/ip-prefix/37.111.224.0/24
https://ipasn.com/ip-prefix/37.111.224.0/24
https://ipasn.com/ip-prefix/37.111.235.0/24
https://ipasn.com/ip-prefix/37.111.235.0/24
https://ipasn.com/ip-prefix/37.111.231.0/24
https://ipasn.com/ip-prefix/37.111.231.0/24
https://ipasn.com/ip-prefix/123.108.243.0/24
https://ipasn.com/ip-prefix/123.108.243.0/24
https://ipasn.com/ip-prefix/37.111.217.0/24
https://ipasn.com/ip-prefix/37.111.217.0/24
https://ipasn.com/ip-prefix/119.30.46.0/24
https://ipasn.com/ip-prefix/119.30.46.0/24
https://ipasn.com/ip-prefix/37.111.222.0/24
https://ipasn.com/ip-prefix/37.111.222.0/24
https://ipasn.com/ip-prefix/37.111.213.0/24
https://ipasn.com/ip-prefix/37.111.213.0/24
https://ipasn.com/ip-prefix/37.111.223.0/24
https://ipasn.com/ip-prefix/37.111.223.0/24
https://ipasn.com/ip-prefix/2400:c600:3340::/44
https://ipasn.com/ip-prefix/37.111.194.0/24
https://ipasn.com/ip-prefix/37.111.194.0/24
https://ipasn.com/ip-prefix/37.111.202.0/24
https://ipasn.com/ip-prefix/37.111.202.0/24
https://ipasn.com/ip-prefix/119.30.47.0/24
https://ipasn.com/ip-prefix/119.30.47.0/24
https://ipasn.com/ip-prefix/37.111.196.0/24
https://ipasn.com/ip-prefix/37.111.196.0/24
https://ipasn.com/ip-prefix/37.111.238.0/24
https://ipasn.com/ip-prefix/202.56.4.0/24
https://ipasn.com/ip-prefix/202.56.4.0/24
https://ipasn.com/ip-prefix/37.111.230.0/24
https://ipasn.com/ip-prefix/37.111.230.0/24
https://ipasn.com/ip-prefix/37.111.225.0/24
https://ipasn.com/ip-prefix/37.111.225.0/24
https://ipasn.com/ip-prefix/37.111.207.0/24
https://ipasn.com/ip-prefix/37.111.207.0/24
https://ipasn.com/ip-prefix/123.108.244.0/24
https://ipasn.com/ip-prefix/123.108.244.0/24
https://ipasn.com/ip-prefix/123.108.240.0/24
https://ipasn.com/ip-prefix/123.108.240.0/24
https://ipasn.com/ip-prefix/119.30.33.0/24
https://ipasn.com/ip-prefix/119.30.33.0/24
https://ipasn.com/ip-prefix/2400:c600:3360::/44
https://ipasn.com/ip-prefix/2400:c600:3360::/44
https://ipasn.com/ip-prefix/37.111.201.0/24
https://ipasn.com/ip-prefix/37.111.201.0/24
https://ipasn.com/ip-prefix/37.111.239.0/24
https://ipasn.com/ip-prefix/37.111.239.0/24
https://ipasn.com/ip-prefix/123.108.242.0/24
https://ipasn.com/ip-prefix/123.108.242.0/24
https://ipasn.com/ip-prefix/37.111.195.0/24
https://ipasn.com/ip-prefix/37.111.195.0/24
https://ipasn.com/ip-prefix/2400:c600:3350::/44
https://ipasn.com/ip-prefix/37.111.219.0/24
https://ipasn.com/ip-prefix/37.111.219.0/24
https://ipasn.com/ip-prefix/123.108.241.0/24
https://ipasn.com/ip-prefix/123.108.241.0/24
https://ipasn.com/ip-prefix/37.111.232.0/24
https://ipasn.com/ip-prefix/37.111.232.0/24
https://ipasn.com/ip-prefix/37.111.248.0/24
https://ipasn.com/ip-prefix/37.111.248.0/24
https://ipasn.com/ip-prefix/2400:c600:3320::/44
https://ipasn.com/ip-prefix/2400:c600:3320::/44
https://ipasn.com/ip-prefix/202.56.7.0/24
https://ipasn.com/ip-prefix/119.30.44.0/24
https://ipasn.com/ip-prefix/119.30.44.0/24
https://ipasn.com/ip-prefix/37.111.216.0/24
https://ipasn.com/ip-prefix/37.111.216.0/24
https://ipasn.com/ip-prefix/37.111.234.0/24
https://ipasn.com/ip-prefix/37.111.234.0/24


 

 
14 

2400:c600:3370::/44 2400:c600:3370:: GRAMEENPHONEIT 

37.111.237.0/24 37.111.237.0 GRAMEENPHONEIT-BD 

37.111.197.0/24 37.111.197.0 GRAMEENPHONEIT-BD 

37.111.243.0/24 37.111.243.0 GRAMEENPHONEIT-BD 

37.111.205.0/24 37.111.205.0 GRAMEENPHONEIT-BD 

123.108.246.0/24 123.108.246.0 GP-ITSP 

37.111.200.0/24 37.111.200.0 GRAMEENPHONEIT-BD 

119.30.43.0/24 119.30.43.0 GRAMEENPHONEIT 

202.56.5.0/24 202.56.5.0 GRAMEENPHONEIT 

2400:c600:3460::/44 2400:c600:3460:: GRAMEENPHONEIT 

2400:c600:3450::/44 2400:c600:3450:: GRAMEENPHONEIT 

37.111.226.0/24 37.111.226.0 GRAMEENPHONEIT-BD 

37.111.214.0/24 37.111.214.0 GRAMEENPHONEIT-BD 

2400:c600:3420::/44 2400:c600:3420::  

119.30.38.0/24 119.30.38.0 GRAMEENPHONEIT 

37.111.198.0/24 37.111.198.0 GRAMEENPHONEIT-BD 

37.111.193.0/24 37.111.193.0 GRAMEENPHONEIT-BD 

37.111.229.0/24 37.111.229.0 GRAMEENPHONEIT-BD 

2400:c600:3430::/44 2400:c600:3430:: GRAMEENPHONEIT 

123.108.245.0/24 123.108.245.0 GP-ITSP 

37.111.212.0/24 37.111.212.0 GRAMEENPHONEIT-BD 

Table -1:   Prefix lookup for ASN 24389 (GrameenPhone Ltd) 

(Source: https://ipasn.com/asn-prefixes/24389/ ) 

 

Infection Time line 

 

Fig-1:  Malware infection timeline for ASN 24389 (GrameenPhone Ltd) 

 

 

https://ipasn.com/ip-prefix/2400:c600:3370::/44
https://ipasn.com/ip-prefix/2400:c600:3370::/44
https://ipasn.com/ip-prefix/37.111.237.0/24
https://ipasn.com/ip-prefix/37.111.237.0/24
https://ipasn.com/ip-prefix/37.111.197.0/24
https://ipasn.com/ip-prefix/37.111.197.0/24
https://ipasn.com/ip-prefix/37.111.243.0/24
https://ipasn.com/ip-prefix/37.111.243.0/24
https://ipasn.com/ip-prefix/37.111.205.0/24
https://ipasn.com/ip-prefix/37.111.205.0/24
https://ipasn.com/ip-prefix/123.108.246.0/24
https://ipasn.com/ip-prefix/123.108.246.0/24
https://ipasn.com/ip-prefix/37.111.200.0/24
https://ipasn.com/ip-prefix/37.111.200.0/24
https://ipasn.com/ip-prefix/119.30.43.0/24
https://ipasn.com/ip-prefix/119.30.43.0/24
https://ipasn.com/ip-prefix/202.56.5.0/24
https://ipasn.com/ip-prefix/202.56.5.0/24
https://ipasn.com/ip-prefix/2400:c600:3460::/44
https://ipasn.com/ip-prefix/2400:c600:3460::/44
https://ipasn.com/ip-prefix/2400:c600:3450::/44
https://ipasn.com/ip-prefix/2400:c600:3450::/44
https://ipasn.com/ip-prefix/37.111.226.0/24
https://ipasn.com/ip-prefix/37.111.226.0/24
https://ipasn.com/ip-prefix/37.111.214.0/24
https://ipasn.com/ip-prefix/37.111.214.0/24
https://ipasn.com/ip-prefix/2400:c600:3420::/44
https://ipasn.com/ip-prefix/119.30.38.0/24
https://ipasn.com/ip-prefix/119.30.38.0/24
https://ipasn.com/ip-prefix/37.111.198.0/24
https://ipasn.com/ip-prefix/37.111.198.0/24
https://ipasn.com/ip-prefix/37.111.193.0/24
https://ipasn.com/ip-prefix/37.111.193.0/24
https://ipasn.com/ip-prefix/37.111.229.0/24
https://ipasn.com/ip-prefix/37.111.229.0/24
https://ipasn.com/ip-prefix/2400:c600:3430::/44
https://ipasn.com/ip-prefix/2400:c600:3430::/44
https://ipasn.com/ip-prefix/123.108.245.0/24
https://ipasn.com/ip-prefix/123.108.245.0/24
https://ipasn.com/ip-prefix/37.111.212.0/24
https://ipasn.com/ip-prefix/37.111.212.0/24
https://ipasn.com/asn-prefixes/24389/
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Malware infections 

 

Fig-2:  Malware infection rate for ASN 24389 (GrameenPhone Ltd) 

 

Infected Malware List for ASN 24389 

android.bakdoor.prizmes coinminer likely-rat-im sinkhole 

android.gopl disorderstatus likely-rat-netwire sunburst 

android.hummer dltminer likely-rat-orcus tinba 

android.iop downadup likely-rat-remcos verst 

android.rootnik fake_cs_updater likely-rat-

warzone 

virut 

android.skyfin jdk-update-apt likely-rat-wsh worm.phorpiex 

android.sssaaa js.worm.bondat loader wrokni 

android.uupay kasidet m0yv xmrminer 

avalanche-andromeda kovter necurs  

avalanche-generic lethic nivdort  

avalanche-matsnu likely-rat-adwind phorpiex  

avalanche-nymaim likely-rat-at pykspa  

avalanche-ranbyus likely-rat-firebird sality  
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Fig-3:   Infection heat map for Bangladesh from ASN 24389 (GrameenPhone Ltd) 

 

Infected source ip address from ASN 24389 

Till the time of this report around 13111 unique source IP addresses were detected to be 

infected by one or more of the malwares mentioned in the list above.  

Top 10 infected IP address 

37.111.239.76 

37.111.239.140 

37.111.239.104 

37.111.232.105 

37.111.225.235 

37.111.238.216 

119.30.32.10 

37.111.195.166 

37.111.248.217 

37.111.203.193 
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Fig-4:  TOP 10 infected IP address from ASN 24389 (GrameenPhone Ltd) 

 

Malicious destination ip address communicating with ASN 24389 

Following destination ip address were detected for one or more malicious communication 

with ASN 24389 

Destination IP address Infection  

Destination IP 

address Infection 

208[.]100[.]26[.]245 android.bakdoor.prizmes 178[.]162[.]203[.]226 m0yv 

208[.]100[.]26[.]245 android.gopl 178[.]162[.]203[.]202 m0yv 

208[.]100[.]26[.]245 android.hummer 5[.]79[.]71[.]205 m0yv 

208[.]100[.]26[.]234 android.iop 178[.]162[.]203[.]211 m0yv 

208[.]100[.]26[.]245 android.rootnik 178[.]162[.]217[.]107 m0yv 

208[.]100[.]26[.]245 android.skyfin 5[.]79[.]71[.]225 m0yv 

208[.]100[.]26[.]245 android.sssaaa 85[.]17[.]31[.]82 m0yv 

208[.]100[.]26[.]245 android.uupay 85[.]17[.]31[.]122 m0yv 

184[.]105[.]192[.]2 avalanche-andromeda 40[.]121[.]206[.]97 necurs 

72[.]26[.]218[.]86 avalanche-andromeda 208[.]100[.]26[.]245 nivdort 

206[.]191[.]152[.]58 avalanche-andromeda 178[.]162[.]217[.]107 phorpiex 

173[.]231[.]184[.]124 avalanche-andromeda 85[.]17[.]31[.]122 phorpiex 

173[.]231[.]189[.]17 avalanche-andromeda 5[.]79[.]71[.]225 phorpiex 

63[.]251[.]235[.]76 avalanche-andromeda 178[.]162[.]203[.]211 phorpiex 

63[.]251[.]126[.]11 avalanche-andromeda 5[.]79[.]71[.]205 phorpiex 

107[.]6[.]74[.]81 avalanche-andromeda 178[.]162[.]203[.]226 phorpiex 

72[.]26[.]218[.]82 avalanche-andromeda 178[.]162[.]203[.]202 phorpiex 

208[.]100[.]26[.]245 avalanche-andromeda 85[.]17[.]31[.]82 phorpiex 

173[.]231[.]189[.]15 avalanche-andromeda 208[.]100[.]26[.]245 pykspa 

173[.]231[.]184[.]122 avalanche-andromeda 178[.]162[.]203[.]226 sality 

184[.]105[.]192[.]2 avalanche-generic 5[.]79[.]71[.]225 sality 

216[.]218[.]135[.]114 avalanche-generic 178[.]162[.]203[.]202 sality 

216[.]218[.]185[.]162 avalanche-matsnu 5[.]79[.]71[.]205 sality 
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216[.]218[.]185[.]162 avalanche-nymaim 208[.]100[.]26[.]245 sality 

208[.]100[.]26[.]245 coinminer 178[.]162[.]203[.]211 sality 

208[.]100[.]26[.]245 disorderstatus 178[.]162[.]217[.]107 sality 

178[.]162[.]203[.]202 dltminer 85[.]17[.]31[.]82 sality 

104[.]244[.]14[.]252 downadup 85[.]17[.]31[.]122 sality 

38[.]102[.]150[.]27 downadup 148[.]81[.]111[.]99 sality 

208[.]100[.]26[.]245 fake_cs_updater 85[.]17[.]31[.]82 sinkhole 

208[.]100[.]26[.]245 js.worm.bondat 178[.]162[.]217[.]107 sinkhole 

178[.]162[.]217[.]107 kovter 178[.]162[.]203[.]226 sinkhole 

178[.]162[.]203[.]202 kovter 5[.]79[.]71[.]225 sinkhole 

85[.]17[.]31[.]82 kovter 5[.]79[.]71[.]205 sinkhole 

5[.]79[.]71[.]225 kovter 85[.]17[.]31[.]122 sinkhole 

178[.]162[.]203[.]226 kovter 184[.]105[.]237[.]197 sinkhole 

5[.]79[.]71[.]205 kovter 178[.]162[.]203[.]202 sunburst 

85[.]17[.]31[.]122 kovter 87[.]106[.]190[.]153 tinba 

178[.]162[.]203[.]211 kovter 208[.]100[.]26[.]245 verst 

208[.]100[.]26[.]234 lethic 148[.]81[.]111[.]121 virut 

184[.]105[.]192[.]5 likely-rat-adwind 208[.]100[.]26[.]245 worm.phorpiex 

184[.]105[.]192[.]6 likely-rat-at 208[.]100[.]26[.]245 wrokni 

184[.]105[.]237[.]194 likely-rat-firebird 208[.]100[.]26[.]245 xmrminer 

184[.]105[.]237[.]195 likely-rat-im 178[.]162[.]203[.]211 - 

184[.]105[.]237[.]196 likely-rat-netwire 178[.]162[.]203[.]202 - 

216[.]218[.]135[.]118 likely-rat-remcos   

184[.]105[.]237[.]198 likely-rat-warzone   

184[.]105[.]237[.]199 likely-rat-wsh   

 

 

36 unique destination IP addresses were further verified for known malicious activities. 

 



 

 
19 

 

Fig-5:  Malicious destination IP address analysis for ASN 24389 (GrameenPhone Ltd) 
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AXIATA-ROBI 
 

Subscriber: 53.57 million (Source: http://www.btrc.gov.bd/ ,updated on 21st March, 2022) 

ASN detail 
 

ASN Number : 24432 

ASN Owner: TM International Bangladesh Ltd. Internet service Provider,Gulshan-

1,Dhaka-1212 

 

Prefix IPv4/IPv6 Name 

42.0.4.0/24 42.0.4.0 AXIATA-BD 

103.31.155.0/24 103.31.155.0 AXIATA-BD 

58.145.190.0/24 58.145.190.0 AXIATA-BD 

103.25.248.0/24 103.25.248.0 AXIATA-BD 

202.134.10.0/24 202.134.10.0 AXIATA-AKTEL 

202.134.9.0/24 202.134.9.0 AXIATA-AKTEL 

2404:1c40:10c::/48 2404:1c40:10c:: AXIATA-BD 

2404:1c40:f0::/44 2404:1c40:f0:: AXIATA-BD 

58.145.184.0/22 58.145.184.0 AXIATA-BD 

103.25.251.0/24 103.25.251.0 MA305-AP 

202.181.18.0/24 202.181.18.0 AXIATA-BD 

2404:1c40:47::/48 2404:1c40:47:: AXIATA-BD 

103.25.248.0/22 103.25.248.0 AXIATA-BD 

2404:1c40:3a::/48 2404:1c40:3a:: AXIATA-BD 

2404:1c40:103::/48 2404:1c40:103:: AXIATA-BD 

103.242.22.0/24 103.242.22.0 AXIATA-BD 

2404:1c40:2d::/48 2404:1c40:2d:: AXIATA-BD 

42.0.4.0/22 42.0.4.0 AXIATA-BD 

2404:1c40:27::/48 2404:1c40:27:: AXIATA-BD 

2404:1c40:4::/48 2404:1c40:4:: AXIATA-BD 

2404:1c40:b2::/48 2404:1c40:b2:: AXIATA-BD 

103.242.20.0/24 103.242.20.0 AXIATA-BD 

2404:1c40:1a::/48 2404:1c40:1a:: AXIATA-BD 

2404:1c40:17::/48 2404:1c40:17:: AXIATA-BD 

2404:1c40:28::/48 2404:1c40:28:: AXIATA-BD 

2404:1c40:29::/48 2404:1c40:29:: AXIATA-BD 

2404:1c40:1b::/48 2404:1c40:1b:: AXIATA-BD 

2404:1c40:18::/48 2404:1c40:18:: AXIATA-BD 

58.145.188.0/24 58.145.188.0 AXIATA-BD 

202.134.8.0/21 202.134.8.0 AXIATA-ROBI 

2404:1c40:10f::/48 2404:1c40:10f:: AXIATA-BD 

http://www.btrc.gov.bd/
https://ipasn.com/ip-prefix/42.0.4.0/24
https://ipasn.com/ip-prefix/42.0.4.0/24
https://ipasn.com/ip-prefix/103.31.155.0/24
https://ipasn.com/ip-prefix/103.31.155.0/24
https://ipasn.com/ip-prefix/58.145.190.0/24
https://ipasn.com/ip-prefix/58.145.190.0/24
https://ipasn.com/ip-prefix/103.25.248.0/24
https://ipasn.com/ip-prefix/103.25.248.0/24
https://ipasn.com/ip-prefix/202.134.10.0/24
https://ipasn.com/ip-prefix/202.134.10.0/24
https://ipasn.com/ip-prefix/202.134.9.0/24
https://ipasn.com/ip-prefix/202.134.9.0/24
https://ipasn.com/ip-prefix/2404:1c40:10c::/48
https://ipasn.com/ip-prefix/2404:1c40:10c::/48
https://ipasn.com/ip-prefix/2404:1c40:f0::/44
https://ipasn.com/ip-prefix/2404:1c40:f0::/44
https://ipasn.com/ip-prefix/58.145.184.0/22
https://ipasn.com/ip-prefix/58.145.184.0/22
https://ipasn.com/ip-prefix/103.25.251.0/24
https://ipasn.com/ip-prefix/103.25.251.0/24
https://ipasn.com/ip-prefix/202.181.18.0/24
https://ipasn.com/ip-prefix/202.181.18.0/24
https://ipasn.com/ip-prefix/2404:1c40:47::/48
https://ipasn.com/ip-prefix/2404:1c40:47::/48
https://ipasn.com/ip-prefix/103.25.248.0/22
https://ipasn.com/ip-prefix/103.25.248.0/22
https://ipasn.com/ip-prefix/2404:1c40:3a::/48
https://ipasn.com/ip-prefix/2404:1c40:3a::/48
https://ipasn.com/ip-prefix/2404:1c40:103::/48
https://ipasn.com/ip-prefix/2404:1c40:103::/48
https://ipasn.com/ip-prefix/103.242.22.0/24
https://ipasn.com/ip-prefix/103.242.22.0/24
https://ipasn.com/ip-prefix/2404:1c40:2d::/48
https://ipasn.com/ip-prefix/2404:1c40:2d::/48
https://ipasn.com/ip-prefix/42.0.4.0/22
https://ipasn.com/ip-prefix/42.0.4.0/22
https://ipasn.com/ip-prefix/2404:1c40:27::/48
https://ipasn.com/ip-prefix/2404:1c40:27::/48
https://ipasn.com/ip-prefix/2404:1c40:4::/48
https://ipasn.com/ip-prefix/2404:1c40:4::/48
https://ipasn.com/ip-prefix/2404:1c40:b2::/48
https://ipasn.com/ip-prefix/2404:1c40:b2::/48
https://ipasn.com/ip-prefix/103.242.20.0/24
https://ipasn.com/ip-prefix/103.242.20.0/24
https://ipasn.com/ip-prefix/2404:1c40:1a::/48
https://ipasn.com/ip-prefix/2404:1c40:1a::/48
https://ipasn.com/ip-prefix/2404:1c40:17::/48
https://ipasn.com/ip-prefix/2404:1c40:17::/48
https://ipasn.com/ip-prefix/2404:1c40:28::/48
https://ipasn.com/ip-prefix/2404:1c40:28::/48
https://ipasn.com/ip-prefix/2404:1c40:29::/48
https://ipasn.com/ip-prefix/2404:1c40:29::/48
https://ipasn.com/ip-prefix/2404:1c40:1b::/48
https://ipasn.com/ip-prefix/2404:1c40:1b::/48
https://ipasn.com/ip-prefix/2404:1c40:18::/48
https://ipasn.com/ip-prefix/2404:1c40:18::/48
https://ipasn.com/ip-prefix/58.145.188.0/24
https://ipasn.com/ip-prefix/58.145.188.0/24
https://ipasn.com/ip-prefix/202.134.8.0/21
https://ipasn.com/ip-prefix/202.134.8.0/21
https://ipasn.com/ip-prefix/2404:1c40:10f::/48
https://ipasn.com/ip-prefix/2404:1c40:10f::/48
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2404:1c40:b0::/48 2404:1c40:b0:: AXIATA-BD 

58.145.188.0/22 58.145.188.0 AXIATA-BD 

2404:1c40:102::/48 2404:1c40:102:: AXIATA-BD 

2404:1c40:109::/48 2404:1c40:109:: AXIATA-BD 

2404:1c40:c0::/44 2404:1c40:c0:: AXIATA-BD 

2404:1c40:f5::/48 2404:1c40:f5:: AXIATA-BD 

2404:1c40:c2::/48 2404:1c40:c2:: AXIATA-BD 

2404:1c40:26::/48 2404:1c40:26:: AXIATA-BD 

2404:1c40:36::/48 2404:1c40:36:: AXIATA-BD 

2404:1c40:fd::/48 2404:1c40:fd:: AXIATA-BD 

2404:1c40:c3::/48 2404:1c40:c3:: AXIATA-BD 

2404:1c40:fc::/48 2404:1c40:fc:: AXIATA-BD 

2404:1c40:f0::/48 2404:1c40:f0:: AXIATA-BD 

103.25.250.0/24 103.25.250.0 MA305-AP 

2404:1c40:4d::/48 2404:1c40:4d:: AXIATA-BD 

103.242.23.0/24 103.242.23.0 AXIATA-BD 

2404:1c40:f2::/48 2404:1c40:f2:: AXIATA-BD 

42.0.6.0/24 42.0.6.0 AXIATA-BD 

2404:1c40:f1::/48 2404:1c40:f1:: AXIATA-BD 

103.31.154.0/24 103.31.154.0 AXIATA-BD 

58.145.189.0/24 58.145.189.0 AXIATA-BD 

2404:1c40:ca::/48 2404:1c40:ca:: AXIATA-BD 

2404:1c40:b3::/48 2404:1c40:b3:: AXIATA-BD 

58.145.184.0/24 58.145.184.0 AXIATA-BD 

103.25.249.0/24 103.25.249.0 AXIATA-BD 

2404:1c40:b5::/48 2404:1c40:b5:: AXIATA-BD 

2404:1c40:fe::/48 2404:1c40:fe:: AXIATA-BD 

2404:1c40:39::/48 2404:1c40:39:: AXIATA-BD 

2404:1c40:30::/44 2404:1c40:30:: AXIATA-BD 

202.134.12.0/22 202.134.12.0  

202.134.14.0/23 202.134.14.0 AXIATA-ROBI 

2404:1c40:b1::/48 2404:1c40:b1:: AXIATA-BD 

2404:1c40:100::/44 2404:1c40:100:: AXIATA-BD 

2404:1c40:3b::/48 2404:1c40:3b:: AXIATA-BD 

58.145.185.0/24 58.145.185.0 AXIATA-BD 

2404:1c40:b4::/48 2404:1c40:b4:: AXIATA-BD 

2404:1c40:45::/48 2404:1c40:45:: AXIATA-BD 

58.145.187.0/24 58.145.187.0 AXIATA-BD 

2404:1c40:4f::/48 2404:1c40:4f:: AXIATA-BD 

58.145.186.0/24 58.145.186.0 AXIATA-BD 

2404:1c40:10::/44 2404:1c40:10:: AXIATA-BD 

2404:1c40:16::/48 2404:1c40:16:: AXIATA-BD 

2404:1c40:2f::/48 2404:1c40:2f:: AXIATA-BD 

2404:1c40:10b::/48 2404:1c40:10b:: AXIATA-BD 

42.0.5.0/24 42.0.5.0 AXIATA-BD 

2404:1c40:101::/48 2404:1c40:101:: AXIATA-BD 

https://ipasn.com/ip-prefix/2404:1c40:b0::/48
https://ipasn.com/ip-prefix/2404:1c40:b0::/48
https://ipasn.com/ip-prefix/58.145.188.0/22
https://ipasn.com/ip-prefix/58.145.188.0/22
https://ipasn.com/ip-prefix/2404:1c40:102::/48
https://ipasn.com/ip-prefix/2404:1c40:102::/48
https://ipasn.com/ip-prefix/2404:1c40:109::/48
https://ipasn.com/ip-prefix/2404:1c40:109::/48
https://ipasn.com/ip-prefix/2404:1c40:c0::/44
https://ipasn.com/ip-prefix/2404:1c40:c0::/44
https://ipasn.com/ip-prefix/2404:1c40:f5::/48
https://ipasn.com/ip-prefix/2404:1c40:f5::/48
https://ipasn.com/ip-prefix/2404:1c40:c2::/48
https://ipasn.com/ip-prefix/2404:1c40:c2::/48
https://ipasn.com/ip-prefix/2404:1c40:26::/48
https://ipasn.com/ip-prefix/2404:1c40:26::/48
https://ipasn.com/ip-prefix/2404:1c40:36::/48
https://ipasn.com/ip-prefix/2404:1c40:36::/48
https://ipasn.com/ip-prefix/2404:1c40:fd::/48
https://ipasn.com/ip-prefix/2404:1c40:fd::/48
https://ipasn.com/ip-prefix/2404:1c40:c3::/48
https://ipasn.com/ip-prefix/2404:1c40:c3::/48
https://ipasn.com/ip-prefix/2404:1c40:fc::/48
https://ipasn.com/ip-prefix/2404:1c40:fc::/48
https://ipasn.com/ip-prefix/2404:1c40:f0::/48
https://ipasn.com/ip-prefix/2404:1c40:f0::/48
https://ipasn.com/ip-prefix/103.25.250.0/24
https://ipasn.com/ip-prefix/103.25.250.0/24
https://ipasn.com/ip-prefix/2404:1c40:4d::/48
https://ipasn.com/ip-prefix/2404:1c40:4d::/48
https://ipasn.com/ip-prefix/103.242.23.0/24
https://ipasn.com/ip-prefix/103.242.23.0/24
https://ipasn.com/ip-prefix/2404:1c40:f2::/48
https://ipasn.com/ip-prefix/2404:1c40:f2::/48
https://ipasn.com/ip-prefix/42.0.6.0/24
https://ipasn.com/ip-prefix/42.0.6.0/24
https://ipasn.com/ip-prefix/2404:1c40:f1::/48
https://ipasn.com/ip-prefix/2404:1c40:f1::/48
https://ipasn.com/ip-prefix/103.31.154.0/24
https://ipasn.com/ip-prefix/103.31.154.0/24
https://ipasn.com/ip-prefix/58.145.189.0/24
https://ipasn.com/ip-prefix/58.145.189.0/24
https://ipasn.com/ip-prefix/2404:1c40:ca::/48
https://ipasn.com/ip-prefix/2404:1c40:ca::/48
https://ipasn.com/ip-prefix/2404:1c40:b3::/48
https://ipasn.com/ip-prefix/2404:1c40:b3::/48
https://ipasn.com/ip-prefix/58.145.184.0/24
https://ipasn.com/ip-prefix/58.145.184.0/24
https://ipasn.com/ip-prefix/103.25.249.0/24
https://ipasn.com/ip-prefix/103.25.249.0/24
https://ipasn.com/ip-prefix/2404:1c40:b5::/48
https://ipasn.com/ip-prefix/2404:1c40:b5::/48
https://ipasn.com/ip-prefix/2404:1c40:fe::/48
https://ipasn.com/ip-prefix/2404:1c40:fe::/48
https://ipasn.com/ip-prefix/2404:1c40:39::/48
https://ipasn.com/ip-prefix/2404:1c40:39::/48
https://ipasn.com/ip-prefix/2404:1c40:30::/44
https://ipasn.com/ip-prefix/2404:1c40:30::/44
https://ipasn.com/ip-prefix/202.134.12.0/22
https://ipasn.com/ip-prefix/202.134.14.0/23
https://ipasn.com/ip-prefix/202.134.14.0/23
https://ipasn.com/ip-prefix/2404:1c40:b1::/48
https://ipasn.com/ip-prefix/2404:1c40:b1::/48
https://ipasn.com/ip-prefix/2404:1c40:100::/44
https://ipasn.com/ip-prefix/2404:1c40:100::/44
https://ipasn.com/ip-prefix/2404:1c40:3b::/48
https://ipasn.com/ip-prefix/2404:1c40:3b::/48
https://ipasn.com/ip-prefix/58.145.185.0/24
https://ipasn.com/ip-prefix/58.145.185.0/24
https://ipasn.com/ip-prefix/2404:1c40:b4::/48
https://ipasn.com/ip-prefix/2404:1c40:b4::/48
https://ipasn.com/ip-prefix/2404:1c40:45::/48
https://ipasn.com/ip-prefix/2404:1c40:45::/48
https://ipasn.com/ip-prefix/58.145.187.0/24
https://ipasn.com/ip-prefix/58.145.187.0/24
https://ipasn.com/ip-prefix/2404:1c40:4f::/48
https://ipasn.com/ip-prefix/2404:1c40:4f::/48
https://ipasn.com/ip-prefix/58.145.186.0/24
https://ipasn.com/ip-prefix/58.145.186.0/24
https://ipasn.com/ip-prefix/2404:1c40:10::/44
https://ipasn.com/ip-prefix/2404:1c40:10::/44
https://ipasn.com/ip-prefix/2404:1c40:16::/48
https://ipasn.com/ip-prefix/2404:1c40:16::/48
https://ipasn.com/ip-prefix/2404:1c40:2f::/48
https://ipasn.com/ip-prefix/2404:1c40:2f::/48
https://ipasn.com/ip-prefix/2404:1c40:10b::/48
https://ipasn.com/ip-prefix/2404:1c40:10b::/48
https://ipasn.com/ip-prefix/42.0.5.0/24
https://ipasn.com/ip-prefix/42.0.5.0/24
https://ipasn.com/ip-prefix/2404:1c40:101::/48
https://ipasn.com/ip-prefix/2404:1c40:101::/48
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2404:1c40:48::/48 2404:1c40:48:: AXIATA-BD 

2404:1c40:100::/48 2404:1c40:100:: AXIATA-BD 

2404:1c40:6::/48 2404:1c40:6:: AXIATA-BD 

2404:1c40:f4::/48 2404:1c40:f4:: AXIATA-BD 

2404:1c40:f3::/48 2404:1c40:f3:: AXIATA-BD 

2404:1c40:37::/48 2404:1c40:37:: AXIATA-BD 

103.242.21.0/24 103.242.21.0 AXIATA-BD 

2404:1c40:108::/48 2404:1c40:108:: AXIATA-BD 

2404:1c40:49::/48 2404:1c40:49:: AXIATA-BD 

202.181.19.0/24 202.181.19.0 AXIATA-BD 

202.134.12.0/23 202.134.12.0  

2404:1c40:c0::/48 2404:1c40:c0:: AXIATA-BD 

2404:1c40:19::/48 2404:1c40:19:: AXIATA-BD 

2404:1c40:b0::/44 2404:1c40:b0:: AXIATA-BD 

2404:1c40:46::/48 2404:1c40:46:: AXIATA-BD 

202.134.14.0/24 202.134.14.0 AXIATA-AKTEL 

2404:1c40:25::/48 2404:1c40:25:: AXIATA-BD 

103.242.20.0/22 103.242.20.0 AXIATA-BD 

42.0.7.0/24 42.0.7.0 AXIATA-BD 

202.134.8.0/24 202.134.8.0 AXIATA-AKTEL 

2404:1c40:38::/48 2404:1c40:38:: AXIATA-BD 

202.134.13.0/24 202.134.13.0  

2404:1c40:cd::/48 2404:1c40:cd:: AXIATA-BD 

Table -1:   Prefix lookup for ASN 24432 (AXIATA-ROBI) 

(Source: https://ipasn.com/asn-prefixes/24432/ ) 

Infection Time line 

 

Fig-1:  Malware infection timeline for ASN 24432 (AXIATA-ROBI) 

 

 

https://ipasn.com/ip-prefix/2404:1c40:48::/48
https://ipasn.com/ip-prefix/2404:1c40:48::/48
https://ipasn.com/ip-prefix/2404:1c40:100::/48
https://ipasn.com/ip-prefix/2404:1c40:100::/48
https://ipasn.com/ip-prefix/2404:1c40:6::/48
https://ipasn.com/ip-prefix/2404:1c40:6::/48
https://ipasn.com/ip-prefix/2404:1c40:f4::/48
https://ipasn.com/ip-prefix/2404:1c40:f4::/48
https://ipasn.com/ip-prefix/2404:1c40:f3::/48
https://ipasn.com/ip-prefix/2404:1c40:f3::/48
https://ipasn.com/ip-prefix/2404:1c40:37::/48
https://ipasn.com/ip-prefix/2404:1c40:37::/48
https://ipasn.com/ip-prefix/103.242.21.0/24
https://ipasn.com/ip-prefix/103.242.21.0/24
https://ipasn.com/ip-prefix/2404:1c40:108::/48
https://ipasn.com/ip-prefix/2404:1c40:108::/48
https://ipasn.com/ip-prefix/2404:1c40:49::/48
https://ipasn.com/ip-prefix/2404:1c40:49::/48
https://ipasn.com/ip-prefix/202.181.19.0/24
https://ipasn.com/ip-prefix/202.181.19.0/24
https://ipasn.com/ip-prefix/202.134.12.0/23
https://ipasn.com/ip-prefix/2404:1c40:c0::/48
https://ipasn.com/ip-prefix/2404:1c40:c0::/48
https://ipasn.com/ip-prefix/2404:1c40:19::/48
https://ipasn.com/ip-prefix/2404:1c40:19::/48
https://ipasn.com/ip-prefix/2404:1c40:b0::/44
https://ipasn.com/ip-prefix/2404:1c40:b0::/44
https://ipasn.com/ip-prefix/2404:1c40:46::/48
https://ipasn.com/ip-prefix/2404:1c40:46::/48
https://ipasn.com/ip-prefix/202.134.14.0/24
https://ipasn.com/ip-prefix/202.134.14.0/24
https://ipasn.com/ip-prefix/2404:1c40:25::/48
https://ipasn.com/ip-prefix/2404:1c40:25::/48
https://ipasn.com/ip-prefix/103.242.20.0/22
https://ipasn.com/ip-prefix/103.242.20.0/22
https://ipasn.com/ip-prefix/42.0.7.0/24
https://ipasn.com/ip-prefix/42.0.7.0/24
https://ipasn.com/ip-prefix/202.134.8.0/24
https://ipasn.com/ip-prefix/202.134.8.0/24
https://ipasn.com/ip-prefix/2404:1c40:38::/48
https://ipasn.com/ip-prefix/2404:1c40:38::/48
https://ipasn.com/ip-prefix/202.134.13.0/24
https://ipasn.com/ip-prefix/2404:1c40:cd::/48
https://ipasn.com/ip-prefix/2404:1c40:cd::/48
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Malware infections 

 

Fig-2:  Malware infection rate for ASN 24432 (AXIATA-ROBI) 

 

Infected Malware List for ASN 24432 

android.hummer virut dresscode 

avalanche-andromeda loader android.sssaaa 

android.bakdoor.prizmes likely-rat-adwind nivdort 

android.rootnik sinkhole xmrminer 

android.skyfin android.gopl avalanche-tinba 

sality likely-rat-netwire disorderstatus 

android.iop dltminer avalanche-nymaim 

worm.phorpiex likely-rat-im avalanche-ranbyus 

phorpiex avalanche-matsnu downadup 

m0yv js.worm.bondat verst 

necurs kovter avalanche-bolek 

pykspa avalanche-generic likely-rat-warzone 

android.uupay coinminer likely-rat-wsh 

lethic   
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Fig-3: Infection heat map for Bangladesh from ASN 24432 (AXIATA-ROBI) 

 

Infected source ip address from ASN 24432 

Till the time of this report around 829 unique source IP addresses were detected to be 

infected by one or more of the malwares mentioned in the list. 

Top 10 infected IP address 

58.145.184.244 

58.145.184.247 

42.0.7.227 

58.145.184.239 

202.134.10.135 

58.145.184.228 

58.145.184.240 

42.0.7.232 

58.145.184.238 

42.0.7.238 
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Fig-4:  TOP 10 infected IP address from ASN 24432 (AXIATA-ROBI) 

 

Malicious destination ip address communicating with ASN 24432 

Following destination ip address were detected for one or more malicious communication 

with ASN 24432 

Destination IP 

address Infection  

Destination IP 

address Infection 

208[.]100[.]26[.]245 android.bakdoor.prizmes 208[.]100[.]26[.]245 loader 

208[.]100[.]26[.]245 android.gopl 5[.]79[.]71[.]205 m0yv 

208[.]100[.]26[.]245 android.hummer 178[.]162[.]203[.]211 m0yv 

208[.]100[.]26[.]234 android.iop 5[.]79[.]71[.]225 m0yv 

208[.]100[.]26[.]245 android.rootnik 178[.]162[.]217[.]107 m0yv 

208[.]100[.]26[.]245 android.skyfin 178[.]162[.]203[.]202 m0yv 

208[.]100[.]26[.]245 android.sssaaa 178[.]162[.]203[.]226 m0yv 

208[.]100[.]26[.]245 android.uupay 85[.]17[.]31[.]122 m0yv 

63[.]251[.]235[.]76 avalanche-andromeda 85[.]17[.]31[.]82 m0yv 

173[.]231[.]184[.]124 avalanche-andromeda 40[.]121[.]206[.]97 necurs 

107[.]6[.]74[.]81 avalanche-andromeda 199[.]21[.]76[.]77 necurs 

63[.]251[.]126[.]11 avalanche-andromeda 173[.]231[.]184[.]122 necurs 

72[.]26[.]218[.]82 avalanche-andromeda 206[.]191[.]152[.]58 necurs 

184[.]105[.]192[.]2 avalanche-andromeda 173[.]231[.]189[.]15 necurs 

173[.]231[.]189[.]17 avalanche-andromeda 206[.]191[.]152[.]37 necurs 

208[.]100[.]26[.]245 avalanche-andromeda 72[.]251[.]233[.]245 necurs 

173[.]231[.]189[.]15 avalanche-andromeda 173[.]231[.]184[.]124 necurs 

206[.]191[.]152[.]58 avalanche-andromeda 199[.]21[.]76[.]81 necurs 

72[.]26[.]218[.]86 avalanche-andromeda 107[.]6[.]74[.]76 necurs 

173[.]231[.]184[.]122 avalanche-andromeda 72[.]5[.]161[.]12 necurs 

184[.]105[.]192[.]2 avalanche-bolek 63[.]251[.]126[.]10 necurs 

216[.]218[.]135[.]114 avalanche-generic 208[.]100[.]26[.]245 nivdort 

184[.]105[.]192[.]2 avalanche-generic 85[.]17[.]31[.]122 phorpiex 

216[.]218[.]185[.]162 avalanche-matsnu 85[.]17[.]31[.]82 phorpiex 
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216[.]218[.]185[.]162 avalanche-nymaim 178[.]162[.]203[.]202 phorpiex 

216[.]218[.]185[.]162 avalanche-ranbyus 178[.]162[.]203[.]226 phorpiex 

216[.]218[.]185[.]162 avalanche-tinba 178[.]162[.]203[.]211 phorpiex 

208[.]100[.]26[.]245 coinminer 5[.]79[.]71[.]205 phorpiex 

208[.]100[.]26[.]245 disorderstatus 178[.]162[.]217[.]107 phorpiex 

178[.]162[.]203[.]211 dltminer 5[.]79[.]71[.]225 phorpiex 

178[.]162[.]203[.]226 dltminer 208[.]100[.]26[.]245 pykspa 

5[.]79[.]71[.]225 dltminer 5[.]79[.]71[.]205 sality 

178[.]162[.]203[.]202 dltminer 178[.]162[.]203[.]202 sality 

5[.]79[.]71[.]205 dltminer 5[.]79[.]71[.]225 sality 

85[.]17[.]31[.]122 dltminer 208[.]100[.]26[.]245 sality 

178[.]162[.]217[.]107 dltminer 178[.]162[.]203[.]211 sality 

104[.]244[.]14[.]252 downadup 178[.]162[.]217[.]107 sality 

38[.]102[.]150[.]27 downadup 178[.]162[.]203[.]226 sality 

159[.]89[.]122[.]13 dresscode 85[.]17[.]31[.]82 sality 

208[.]100[.]26[.]245 js.worm.bondat 85[.]17[.]31[.]122 sality 

5[.]79[.]71[.]205 kovter 148[.]81[.]111[.]99 sality 

178[.]162[.]217[.]107 kovter 178[.]162[.]217[.]107 sinkhole 

178[.]162[.]203[.]202 kovter 5[.]79[.]71[.]225 sinkhole 

178[.]162[.]203[.]211 kovter 5[.]79[.]71[.]205 sinkhole 

5[.]79[.]71[.]225 kovter 85[.]17[.]31[.]122 sinkhole 

178[.]162[.]203[.]226 kovter 178[.]162[.]203[.]226 sinkhole 

85[.]17[.]31[.]82 kovter 85[.]17[.]31[.]82 sinkhole 

85[.]17[.]31[.]122 kovter 184[.]105[.]237[.]197 sinkhole 

208[.]100[.]26[.]234 lethic 208[.]100[.]26[.]245 verst 

184[.]105[.]192[.]5 likely-rat-adwind 148[.]81[.]111[.]121 virut 

184[.]105[.]237[.]195 likely-rat-im 208[.]100[.]26[.]245 worm.phorpiex 

184[.]105[.]237[.]196 likely-rat-netwire 208[.]100[.]26[.]245 xmrminer 

184[.]105[.]237[.]198 likely-rat-warzone   

184[.]105[.]237[.]199 likely-rat-wsh   

 

42 unique destination IP addresses were further verified for known malicious activities. 
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Fig-5:  Malicious destination IP address analysis for ASN 24432 (AXIATA-ROBI) 
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BANGLALINK DIGITAL COMMUNICATIONS LTD 
 

Subscriber: 37.41 million (Source: http://www.btrc.gov.bd/ ,updated on 21st March, 2022) 

ASN detail 
 

ASN Number: 45245 

ASN Owner: Banglalink Digital Communications Ltd 

Prefix IPv4/IPv6 Name 

2401:1900:37::/48 2401:1900:37:: BANGLALINK-BD 

2401:1900:38::/48 2401:1900:38:: BANGLALINK-BD 

2401:1900:8034::/48 2401:1900:8034:: BANGLALINK-BD 

2401:1900:32::/48 2401:1900:32:: BANGLALINK-BD 

203.223.92.0/24 203.223.92.0 BANGLALINK-BD 

43.245.123.0/24 43.245.123.0 BANGLALINK-BD 

2401:1900:8039::/48 2401:1900:8039:: BANGLALINK-BD 

2401:1900:33::/48 2401:1900:33:: BANGLALINK-BD 

116.58.204.0/24 116.58.204.0 BANGLALINK-BD 

116.58.205.0/24 116.58.205.0 BANGLALINK-BD 

2401:1900:8031::/48 2401:1900:8031:: BANGLALINK-BD 

116.58.201.0/24 116.58.201.0 BANGLALINK-BD 

2401:1900:8035::/48 2401:1900:8035:: BANGLALINK-BD 

2401:1900:36::/48 2401:1900:36:: BANGLALINK-BD 

2401:1900:3b::/48 2401:1900:3b:: BANGLALINK-BD 

2401:1900:8030::/48 2401:1900:8030:: BANGLALINK-BD 

2401:1900:39::/48 2401:1900:39:: BANGLALINK-BD 

103.67.158.0/24 103.67.158.0 BANGLALINK-BD 

2401:1900:803b::/48 2401:1900:803b:: BANGLALINK-BD 

43.245.122.0/24 43.245.122.0 BANGLALINK-BD 

116.58.200.0/24 116.58.200.0 BANGLALINK-BD 

103.67.156.0/24 103.67.156.0 BANGLALINK-BD 

2401:1900:31::/48 2401:1900:31:: BANGLALINK-BD 

103.67.159.0/24 103.67.159.0 BANGLALINK-BD 

2401:1900:8038::/48 2401:1900:8038:: BANGLALINK-BD 

116.58.202.0/24 116.58.202.0 BANGLALINK-BD 

203.223.95.0/24 203.223.95.0 BANGLALINK-BD 

103.67.157.0/24 103.67.157.0 BANGLALINK-BD 

116.58.203.0/24 116.58.203.0 BANGLALINK-BD 

2401:1900:803a::/48 2401:1900:803a:: BANGLALINK-BD 

2401:1900:3a::/48 2401:1900:3a:: BANGLALINK-BD 

2401:1900:8033::/48 2401:1900:8033:: BANGLALINK-BD 

116.58.206.0/24 116.58.206.0 BANGLALINK-BD 

203.223.94.0/24 203.223.94.0 BANGLALINK-BD 

http://www.btrc.gov.bd/
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43.245.121.0/24 43.245.121.0 BANGLALINK-BD 

2401:1900:34::/48 2401:1900:34:: BANGLALINK-BD 

2401:1900:35::/48 2401:1900:35:: BANGLALINK-BD 

2401:1900:30::/48 2401:1900:30:: BANGLALINK-BD 

43.245.120.0/24 43.245.120.0 BANGLALINK-BD 

116.58.207.0/24 116.58.207.0 BANGLALINK-BD 

2401:1900:8032::/48 2401:1900:8032:: BANGLALINK-BD 

203.223.93.0/24 203.223.93.0 BANGLALINK-BD 

150.242.104.0/24 150.242.104.0  

2401:1900:8036::/48 2401:1900:8036:: BANGLALINK-BD 

2401:1900:8037::/48 2401:1900:8037:: BANGLALINK-BD 

 

Table -1:   Prefix lookup for ASN 45245 (Banglalink Digital Communications Ltd) 

(Source: https://ipasn.com/asn-prefixes/45245/ ) 

 

 

Infection Time line 

 

Fig-1:  Malware infection timeline for ASN 45245 (Banglalink Digital Communications 

Ltd Ltd) 

 

 

 

 

 

 

https://ipasn.com/asn-prefixes/24389/
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Malware infections 

 

 

 

Fig-2:  Malware infection rate for ASN 45245 (Banglalink Digital Communications Ltd 

Ltd) 

Infected Malware List for ASN 45245 

android.bakdoor.prizmes m0yv sinkhole 

android.gopl necurs verst 

android.hummer nivdort virut 

android.iop phorpiex worm.phorpiex 

android.rootnik pykspa wrokni 

android.skyfin sality  

android.sssaaa avalanche-nymaim  

android.uupay coinminer  

avalanche-andromeda dresscode  

avalanche-generic kovter  

avalanche-matsnu lethic  
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Fig-3: Infection heat map for Bangladesh from ASN 45245 (Banglalink Digital 

Communications Ltd) 

 

Infected source ip address from ASN 45245 

Till the time of this report around 2711 unique source IP addresses were detected to be 

infected by one or more of the malwares mentioned in the list above.  

Top 10 infected IP address 

43.245.123.43 43.245.123.44 

43.245.123.16 43.245.123.20 

43.245.123.13 43.245.123.42 

43.245.123.17 43.245.123.21 

43.245.123.7 43.245.123.9 

 

 

Fig-4:  TOP 10 infected IP address from ASN 45245 (Banglalink Digital 

Communications Ltd) 
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Malicious destination ip address communicating with ASN 45245 

Following destination ip address were detected for one or more malicious communication 

with ASN 45245 

Destination IP 

address Infection  

Destination IP 

address Infection 

107[.]6[.]74[.]81 avalanche-andromeda 208[.]100[.]26[.]245 android.uupay 

148[.]81[.]111[.]121 virut 208[.]100[.]26[.]245 sality 

148[.]81[.]111[.]99 sality 208[.]100[.]26[.]245 wrokni 

159[.]89[.]122[.]13 dresscode 208[.]100[.]26[.]245 verst 

173[.]231[.]184[.]122 avalanche-andromeda 208[.]100[.]26[.]245 pykspa 

173[.]231[.]184[.]122 necurs 208[.]100[.]26[.]245 coinminer 

173[.]231[.]184[.]124 avalanche-andromeda 208[.]100[.]26[.]245 nivdort 

173[.]231[.]184[.]124 necurs 208[.]100[.]26[.]245 android.gopl 

173[.]231[.]189[.]15 avalanche-andromeda 208[.]100[.]26[.]245 android.sssaaa 

173[.]231[.]189[.]15 necurs 216[.]218[.]135[.]114 avalanche-generic 

173[.]231[.]189[.]17 avalanche-andromeda 216[.]218[.]185[.]162 avalanche-matsnu 

178[.]162[.]203[.]202 m0yv 216[.]218[.]185[.]162 avalanche-nymaim 

178[.]162[.]203[.]202 phorpiex 40[.]121[.]206[.]97 necurs 

178[.]162[.]203[.]202 sality 5[.]79[.]71[.]205 m0yv 

178[.]162[.]203[.]202 kovter 5[.]79[.]71[.]205 phorpiex 

178[.]162[.]203[.]211 m0yv 5[.]79[.]71[.]205 sality 

178[.]162[.]203[.]211 phorpiex 5[.]79[.]71[.]205 sinkhole 

178[.]162[.]203[.]211 kovter 5[.]79[.]71[.]205 kovter 

178[.]162[.]203[.]211 sality 5[.]79[.]71[.]225 m0yv 

178[.]162[.]203[.]226 m0yv 5[.]79[.]71[.]225 phorpiex 

178[.]162[.]203[.]226 phorpiex 5[.]79[.]71[.]225 sality 

178[.]162[.]203[.]226 sality 5[.]79[.]71[.]225 kovter 

178[.]162[.]203[.]226 kovter 5[.]79[.]71[.]225 sinkhole 

178[.]162[.]203[.]226 sinkhole 63[.]251[.]106[.]25 necurs 

178[.]162[.]217[.]107 m0yv 63[.]251[.]126[.]11 avalanche-andromeda 

178[.]162[.]217[.]107 sality 63[.]251[.]235[.]76 avalanche-andromeda 

178[.]162[.]217[.]107 kovter 72[.]251[.]233[.]245 necurs 

178[.]162[.]217[.]107 phorpiex 72[.]26[.]218[.]82 avalanche-andromeda 

178[.]162[.]217[.]107 sinkhole 72[.]26[.]218[.]86 avalanche-andromeda 

184[.]105[.]192[.]2 avalanche-andromeda 85[.]17[.]31[.]122 m0yv 

199[.]21[.]76[.]77 necurs 85[.]17[.]31[.]122 kovter 

199[.]21[.]76[.]81 necurs 85[.]17[.]31[.]122 sinkhole 

206[.]191[.]152[.]58 avalanche-andromeda 85[.]17[.]31[.]122 sality 

206[.]191[.]152[.]58 necurs 85[.]17[.]31[.]122 phorpiex 

208[.]100[.]26[.]234 android.iop 85[.]17[.]31[.]82 m0yv 

208[.]100[.]26[.]234 lethic 85[.]17[.]31[.]82 sinkhole 

208[.]100[.]26[.]245 android.hummer 85[.]17[.]31[.]82 sality 

208[.]100[.]26[.]245 android.rootnik 85[.]17[.]31[.]82 kovter 

208[.]100[.]26[.]245 android.bakdoor.prizmes 85[.]17[.]31[.]82 phorpiex 
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208[.]100[.]26[.]245 avalanche-andromeda   

208[.]100[.]26[.]245 android.skyfin   

208[.]100[.]26[.]245 worm.phorpiex   

 

31 unique destination IP addresses were further verified for known malicious activities. 

 

 

 

 

 

 

Fig-5:  Malicious destination IP address analysis for ASN 45245 (Banglalink Digital 

Communications Ltd) 
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TELETALK BANGLADESH LTD 
 

Subscriber: 6.78 million (Source: http://www.btrc.gov.bd/ ,updated on 21st March, 2022) 

ASN detail 
 

ASN Number : 45925 

ASN Owner: Teletalk Bangladesh Ltd 

Prefix IPv4/IPv6 Name 

123.253.133.0/24 123.253.133.0 TELETALK-BD 

123.253.132.0/24 123.253.132.0 TELETALK-BD 

103.230.104.0/23 103.230.104.0 TELETALK-BD 

123.253.132.0/22 123.253.132.0 TELETALK-BD 

103.230.104.0/24 103.230.104.0 TELETALK-BD 

123.253.134.0/23 123.253.134.0 TELETALK-BD 

103.230.106.0/24 103.230.106.0 TELETALK-BD 

123.253.132.0/23 123.253.132.0 TELETALK-BD 

103.230.104.0/22 103.230.104.0 TELETALK-BD 

103.230.106.0/23 103.230.106.0 TELETALK-BD 

103.230.105.0/24 103.230.105.0 TELETALK-BD 

103.230.107.0/24 103.230.107.0 TELETALK-BD 

202.4.173.0/24 202.4.173.0 TELETALK-BD 

 

Table -1:   Prefix lookup for ASN 45925 (Teletalk Bangladesh Ltd) 

(Source: https://ipasn.com/asn-prefixes/45925/ ) 

Infection Time line 

Fig-1:  Malware infection timeline for ASN 45925 (Teletalk Bangladesh Ltd) 

http://www.btrc.gov.bd/
https://ipasn.com/asn-prefixes/24389/
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Malware infections 

 

 

Fig-2:  Malware infection rate for ASN 45925 (Teletalk Bangladesh Ltd) 

 

 

 

Infected Malware List for ASN 45925 

android.bakdoor.prizmes avalanche-nymaim likely-rat-orcus virut 

android.hummer avalanche-ranbyus likely-rat-remcos worm.phorpiex 

android.iop downadup likely-rat-warzone zloader 

android.rootnik lethic likely-rat-wsh sinkhole 

android.skyfin likely-rat-adwind m0yv  

android.uupay likely-rat-at necurs  

andromeda-b66 likely-rat-firebird phorpiex  

avalanche-andromeda likely-rat-im pykspa  

avalanche-matsnu likely-rat-netwire sality  
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Fig-3: Infection heat map for Bangladesh from ASN 45925 (Teletalk Bangladesh Ltd) 

 

Infected source ip address from ASN 45925 

Till the time of this report around 250 unique source IP addresses were detected to be 

infected by one or more of the malwares mentioned in the list above.  

Top 10 infected IP address 

103.230.104.21 

103.230.104.30 

103.230.104.31 

103.230.104.43 

103.230.104.58 

103.230.105.29 

103.230.106.19 

103.230.106.25 

103.230.106.29 

103.230.107.2 
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Fig-4:  TOP 10 infected IP address from ASN 45925 (Teletalk Bangladesh Ltd) 

 

Malicious destination ip address communicating with ASN 45925 

Following destination ip address were detected for one or more malicious communication 

with ASN 45925 

Destination IP address Infection  

Destination IP 

address Infection 

208[.]100[.]26[.]245 android.bakdoor.prizmes 178[.]162[.]203[.]226 m0yv 

208[.]100[.]26[.]245 android.hummer 178[.]162[.]203[.]211 m0yv 

208[.]100[.]26[.]234 android.iop 85[.]17[.]31[.]82 m0yv 

208[.]100[.]26[.]245 android.rootnik 5[.]79[.]71[.]225 m0yv 

208[.]100[.]26[.]245 android.skyfin 5[.]79[.]71[.]205 m0yv 

208[.]100[.]26[.]245 android.uupay 85[.]17[.]31[.]122 m0yv 

104[.]209[.]44[.]116 andromeda-b66 178[.]162[.]217[.]107 m0yv 

184[.]105[.]192[.]2 avalanche-andromeda 40[.]121[.]206[.]97 necurs 

206[.]191[.]152[.]58 avalanche-andromeda 107[.]6[.]74[.]76 necurs 

173[.]231[.]184[.]124 avalanche-andromeda 72[.]26[.]218[.]86 necurs 

173[.]231[.]189[.]17 avalanche-andromeda 199[.]21[.]76[.]81 necurs 

208[.]100[.]26[.]245 avalanche-andromeda 173[.]231[.]184[.]122 necurs 

72[.]26[.]218[.]86 avalanche-andromeda 85[.]17[.]31[.]82 phorpiex 

63[.]251[.]235[.]76 avalanche-andromeda 5[.]79[.]71[.]205 phorpiex 

107[.]6[.]74[.]81 avalanche-andromeda 178[.]162[.]203[.]202 phorpiex 

63[.]251[.]126[.]11 avalanche-andromeda 178[.]162[.]203[.]226 phorpiex 

72[.]26[.]218[.]82 avalanche-andromeda 85[.]17[.]31[.]122 phorpiex 

173[.]231[.]184[.]122 avalanche-andromeda 178[.]162[.]203[.]211 phorpiex 
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173[.]231[.]189[.]15 avalanche-andromeda 178[.]162[.]217[.]107 phorpiex 

216[.]218[.]185[.]162 avalanche-matsnu 5[.]79[.]71[.]225 phorpiex 

216[.]218[.]185[.]162 avalanche-nymaim 208[.]100[.]26[.]245 pykspa 

216[.]218[.]185[.]162 avalanche-ranbyus 208[.]100[.]26[.]245 sality 

38[.]102[.]150[.]27 downadup 178[.]162[.]203[.]211 sality 

104[.]244[.]14[.]252 downadup 5[.]79[.]71[.]225 sality 

dst_ip infection 85[.]17[.]31[.]122 sality 

208[.]100[.]26[.]234 lethic 85[.]17[.]31[.]82 sinkhole 

184[.]105[.]192[.]5 likely-rat-adwind 85[.]17[.]31[.]122 sinkhole 

184[.]105[.]192[.]6 likely-rat-at 178[.]162[.]203[.]226 sinkhole 

184[.]105[.]237[.]194 likely-rat-firebird 5[.]79[.]71[.]225 sinkhole 

184[.]105[.]237[.]195 likely-rat-im 178[.]162[.]217[.]107 sinkhole 

184[.]105[.]237[.]196 likely-rat-netwire 5[.]79[.]71[.]205 sinkhole 

216[.]218[.]135[.]117 likely-rat-orcus 184[.]105[.]237[.]197 sinkhole 

216[.]218[.]135[.]118 likely-rat-remcos 148[.]81[.]111[.]121 virut 

184[.]105[.]237[.]198 likely-rat-warzone 208[.]100[.]26[.]245 worm.phorpiex 

184[.]105[.]237[.]199 likely-rat-wsh 208[.]100[.]26[.]245 zloader 

178[.]162[.]203[.]202 m0yv   

 

39 unique destination IP addresses were further verified for known malicious activities. 

 

 

Fig-5:  Malicious destination IP address analysis for ASN 45925 (Teletalk Bangladesh 

Ltd) 


