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TLP: CLEAR

Distribution: Public

Advisory on: Passkey-Themed Social Engineering Campaign Targeting Cloud Identities and
SaaS Data

Severity:

Threat Type: Identity Compromise / Social Engineering / AiTM Phishing / Cloud Account

Takeover

Potentially Affected Sectors: Government, financial services, telecommunications, energy,
healthcare, education, technology, manufacturing, defense, critical infrastructure and other
organizations using cloud identity platforms

Primary Platform: Cloud identities, Microsoft 365/Entra ID environments, Saa$S applications
Date: 14 September 2026

Executive Summary

BGD e-GOV CIRT is issuing this advisory regarding an active social-engineering campaign in
which threat actors use passkey, MFA, SSO and identity-verification themes to compromise
cloud identities and subsequently access organizational cloud resources.

The campaign is particularly significant because the passkey itself is not the vulnerability.
Instead, threat actors use the promise of passkey enrollment or MFA configuration as a social-
engineering pretext. Victims may receive a phone call or message from an individual
impersonating an internal IT/helpdesk employee and are instructed to complete an urgent
authentication or passkey-registration process. The victim is then redirected to an attacker-
controlled authentication page or instructed to complete a legitimate device-code
authentication process.

Microsoft has observed multiple attack paths involving adversary-in-the-middle (AiTM)
phishing, device-code phishing, stolen session/token replay, and previously registered
attacker-controlled MFA methods. Following successful identity compromise, actors register
their own authentication method, conduct Microsoft Graph reconnaissance, enumerate
users, groups, roles, applications, SharePoint/OneDrive repositories and mailboxes, and
subsequently perform sustained collection of cloud-hosted files and email.

The campaign demonstrates a shift from conventional endpoint-centric intrusion toward
identity-centric cloud compromise. No malware installation or traditional network lateral
movement is necessarily required. A compromised cloud identity can provide direct access to
email, documents, collaboration platforms and other SaaS applications.

Microsoft reports that the activity has been observed since May 2026 and assesses that the
initial-access activity is used by multiple threat actors, including clusters tracked as Storm-
3121 and Storm-3032, among others. Attribution should therefore not be generalized to a
single actor.

www.cirt.gov.bd -
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Threat Overview
The campaign follows an identity-to-cloud attack lifecycle:
Phase 1: The Initial Breach Phase 2: Identity Compromise & Data Collection

Stage 1 [ Stage 2 Stage 3 Stage 4 Stage 5 | ‘Stage 6 k \ 7 Stage 8
Target The Passkey / AiTM / Device Device-code Graph & Cloud CloudData Data Exfiltration Cloud Data
Reconnaissance 'SSO Lure Code Phishing Authentication Reconnaissance Collection  Extortion Exfiltration

& Helpdesk
Impersonation

AiTM Phishing |

| =
- ] [=]
MFA update required | L—. _j

or
“Passkey enrollment"

(oo Y

Device-Code

Authentication
i
(oD
« Gather employee  « Fraudulent « Utilize AiTM or « Attackers gain « Malicious « Sustained « Potential cloud
info and IT messages device-code valid cloud actors scan downloading of data
phone numbers create urgency authentication to access tokens cloud services files and email exfiltration and
to impersonate intercept and register their for high-value attachments subsequent
helpdesk staff credentials own MFA targets abuse/extortion
via SMS devices for
persistence
Observed activity: Identity compromise - authentication persi: - cloud reconnai: e - data collection Potential outcome: Cloud data exfiltration and subsequent abuse/extortion.

(Note: Not every compromise necessarily results in extortion)

Figure: Passkey-Themed Social Engineering to Cloud Identity Compromise and Data Collection

Microsoft's observed sequence specifically links unusual sign-ins with new authentication-
method registration, Graph reconnaissance, SharePoint/OneDrive access and email collection.

Significance of the Campaign

Traditional phishing investigations frequently focus on:
e malicious URLs;
e malicious attachments;
e endpoint malware;
® suspicious processes;
e command-and-control infrastructure.

This campaign can bypass much of that visibility. A successful attack may involve:
e A phone call to the victim's personal number.
e An SMS or collaboration message.
e A browser session.
e A legitimate cloud authentication page.
e A legitimate authentication token.
e A legitimate cloud identity.
e Legitimate cloud APIs.

Consequently, endpoint malware may never be installed.

www.cirt.gov.bd
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When a victim uses a personal mobile device that is not covered by enterprise endpoint
telemetry, the initial phishing interaction may produce little or no endpoint evidence. The
victim's recollection of the phone call or message may become an important initial forensic
clue.

Initial Access — Passkey-Themed Social Engineering

Helpdesk impersonation:

The attack commonly begins with an attacker impersonating:
e |T helpdesk personnel;
e identity-management personnel;
e system administrators;
e security teams;
e technical support staff.

The victim is told that an authentication-related change is urgently required. Common
pretexts include:

e Passkey enrollment required

e  MFA migration required

e SSO configuration update

e Account verification required

e Authentication synchronization required

e Security registration required

ATTACKER VICTIM

Helpdesk

impersonation

/
Urgent Passkey
~ Personal Update
= N :
phone number j / ) AUTHENTICATION
S R\ a Browser, PROMEL

7 Authentication
prompt

Organization.
specific pretest

Passkey/MFA
terminology

5 > AUTHENTICATION
Urgent SMS Lure THE TELEMETRY BLIND SPOT REQUEST

1 Evid,

y ing Enterprise Tel y: « Mi Trail:
Interactions on personal mobile Activity on non-onboarded
devices occur outside the reach of personal devices leaves
corporate endpoint monitoring little to no forensic evidence
tools. for security teams.

£ SMS containing
malicious link

Initial interaction may occur outside enterprise endpoint telemetry when a personal mobile device is used. Microsoft notes that
o IMPORTANT NOTE activity on a personal mobile device not onboarded to endpoint telemetry may leave little endpoint evidence.

Figure: Passkey-Themed Social Engineering and Helpdesk Impersonation
The objective is to make the victim believe that authentication itself is the problem that must
be fixed. In reality, the authentication workflow is the attack surface.
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Personal phone numbers as an attack channel:

A notable characteristic is the use of employees' personal phone numbers. This creates a
serious visibility problem for enterprise SOC teams because the initial interaction may occur
completely outside organizational infrastructure.

Organization-Specific Phishing Infrastructure

Threat actors have used rapidly created domains that incorporate the target organization's
name into the URL structure. For example:

e <organization-name>.add-passkey[.]com
e <organization-name>.secure-passkey[.]com

e <organization-name>.integratedsso[.]com

The purpose is to make the URL appear organization-specific even though the actual
registered domain is controlled by the attacker.

Observed themes include:

Theme Example domains

Passkey support passkeyhelpdesk[.]com
Passkey security secure-passkey([.]com
Passkey setup setupmypasskey[.]com
Passkey enrollment add-passkey[.]com

SSO integratedsso[.]com
Identity provider oktasession[.]com

Key synchronization keysyncos[.]com

Key setup oskeysetup[.]com

Key registration oskeyregister[.]com
Key synchronization syncmykey[.]com

Key connection myconnectkey([.]com
Validation validationsetupac|[.]com
Portal setup portalsetuphub[.]com
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These indicators should be treated as campaign-specific 10Cs, not permanent blocking

signatures. Microsoft warns that domains and infrastructure can change rapidly.

Adversary-in-the-Middle Authentication

One observed path uses AiTM phishing. The victim believes they are authenticating to the
organization's legitimate cloud service. Conceptually:

The user provides credentials and completes MFA
interactions, unaware of the middleman.

@ Victim Initiates Authentication

The AITM proxy captures credentials and
manages session handling in real-time.

MFA completion does not necessarlly indicate that the
resulting session is controlled by the legitimate user.

- - -

Request Forwarding & Validation

The attacker forwards the request to the legitimate
cloud service to receive a valid session. Legitimate

Cloud Service

Attacker Obtains Session Access

Once validated, the attacker gains full control over the resulting
authenticated session.

Critical Security Realities

Logic Abuse, Not Crypto Failure The MFA Completion Fallacy
_\' The attack exploits authentication MFA Completed MFA does not
workflows and user authorization, Esos guarantee the resulting
0 not cryptographic weaknesses session belongs to the
in passkeys. legitimate user.

Figure: Adversary-in-the-Middle Authentication Flow
The important distinction is that the victim may actually complete MFA successfully.
Therefore:

"MFA succeeded" does not necessarily mean "the legitimate user is operating the
session."

In the observed activity, Microsoft identified authentication sequences consistent with AiTM
involving non-phishing-resistant MFA.

www.cirt.gov.bd
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Device-Code Phishing

A second major technique is device-code authentication abuse. The victim may be instructed
to enter an authentication code into a legitimate cloud authentication page. The victim
believes: "l am completing the requested passkey/MFA setup."

However, the code may have been generated by an attacker-controlled authentication
process. The resulting flow can be represented as:

f_m N\ e VICTIM LEGITIMATE CLOUD AUTHENTICATION ATTACKER-CONTROLLED

CLIENT
ABCD-EFGH

Sign In to Your Account

Enter the code: ABCD-EFGH

ATTACKER GENERATES TOKEN TRANSFERRED
AND SENDS CODE VICTIM AUTHENTICATES LEGITIMATE SERVICE TO ATTACKER
The attacker initiates the flow to generate The victim enters the provided code into a genuine The legitimate service issues an access token
a code and sends it to the victim. cloud authentication page. directly to the attacker-controlled client.

The victim may authenticate successfully while unknowingly authorizing the attacker’s client. Microsoft specifically describes the

device-code flow as enabling an attacker-controlled client to obtain a token without needing to steal the victim’s browser cookie.
THE CRITICAL RISK DEFINITION
UNAUTHORIZED CLIENT AUTHORIZATION BYPASSES COOKIE SECURITY CONCEPTUAL Ul: ABCD-EFGH
Users may authenticate successfully while unknowingly This flow allows attackers to obtain tokens A mock sign-in prompt where the victim is
granting access to a malicious third-party client. without needing to steal browser cookies. instructed to enter the malicious code.

Figure: Device-Code Phishing (Victim Authorizes an Attacker-Controlled Client)
It has been observed in a case where the attacker used the device-code flow to compromise

a session token and subsequently replayed the token to progress through reconnaissance and
further activity.

Identity Compromise

After successful authentication, the attacker may access multiple cloud applications using the
compromised identity. An observed sequence included:(The sequence can occur rapidly)

e OfficeHome;

e My Apps;
e My Profile;
e My Sign-Ins;

e Microsoft Approval Management;
e SharePoint Online;

e OneDrive;

I _ : vv“:.‘“ . :\‘\;‘LJ.‘F;,“E -
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e Outlook Web;

e Microsoft 365 collaboration services;

e otherinternal applications.

In one observed timeline:

e T+0 Anomalous OfficeHome authentication

e T+1lm MFA completed

e T+lm Cloud session established

o T+2m Application enumeration

e T+2m Profile information accessed

e T+3m Approval-management services accessed

e T+4m Sign-in/security information accessed

e T+10m Application catalogue accessed
e T+1lm+ SharePoint / Outlook activity

This demonstrates why post-authentication behavior is as important as the initial
authentication event.

Attacker-Controlled MFA Persistence

One of the most important stages is the registration of a new authentication method. The
attacker may register:

e anew phone number;

e an authenticator application;

e asoftware-based OTP token;

e another authentication device.

This converts a temporary account compromise into a more persistent identity foothold.

Temporary Access Persistence » Future Authentication

MFA Method
Manipulation

Attacker registers their own
phone number, authenticator
app, or OTP token.

~
Critical SOC Callout
Initial Cloud High-Priority Persistent
Access | Investigation Trigger Authentication
Combine “New Authentication ili
(Temporary) | Method” + “Anomalous Sign-in” Capablllty
The attacker gains entry to a : for high-priority SOC alerts. Attacker-controlled MFA
compromised account before | ST transforms the initial breach
establishing long-term control. BUESAS Cljtical Bivat Eokily into permanent, future
| MFA enroliment is identified as % e
| the specific step that establishes identity access.
| attacker persistence.
!

v i

Figure: Conversion of Temporary Account Compromise into Persistent Identity Access




~§ ICT BANGLADESH
COMPUTER
\w‘/ DIVISION COUNCIL

FUTURE IS HERE COMPUTER FOR EVERYTHING

BGD e-GOV CIRT

Microsoft Graph Reconnaissance

Once persistence is established, the attacker can use Microsoft Graph to understand the
tenant. Graph activity is particularly challenging because individual APl requests may appear
legitimate. For example:

e /users

e /groups

e /sites

e /drives

e /messages
are normal enterprise operations. The malicious signal emerges from sequence, breadth,
identity, source and timing.

/m Cloud Identlty once an attacker gains control of

Compromised The reconnaissance chain begins
a legitimate user account.

/users /applications

Microsoft e\ 10
Graph API

/groups /servicePrincipals

/directoryRoles /oauth2PermissionGrants

/sites

/authentication/methods /drives

/messages

Users ' Groups Roles 3 App 7 Services

Programmatically Locate high-privileged (Placeholder for (Placeholder for
discover users. accounts. Source Text. Source Text.

oxm

—% Cloud Content

SharePoint OneDrive Exchange
SP Extract sensitive Access personal Read emails and
documents. files. attachments.

Individual API requests may be legitimate; the malicious signal is often
the breadth, sequence, identity and timing of requests.

Figure: Microsoft Graph as the Cloud Reconnaissance Plane
Tenant discovery

Observed reconnaissance can include:

e /organization

www.cirt.gov.bd
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e /subscribedSkus
e /licenseDetails

These can reveal:

e tenantidentity;

e verified domains;

e enabled services;

e licensing;

e cloud-service footprint.

Directory enumeration
Observed paths include:

e /users

e /groups

e /members

e /transitiveMembers

These can help an attacker identify:

e users;

e groups;

e privileged identities;

e organizational relationships;
e high-value personnel.

Privilege and MFA discovery

Observed paths include:

e /directoryRoles
e /roleManagement

e /authentication/methods

These are especially important because they can expose the organization's identity-control
structure.

Application and OAuth discovery

Observed paths include:
e /applications
e /servicePrincipals
e /oauth2PermissionGrants
e /appRoleAssignments
These can expose:
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e enterprise applications;
e service principals;

e delegated permissions;

e application permissions;
e reusable access paths.

SharePoint and OneDrive discovery
Observed paths include:

e /sites

e /lists

e /drives

e /drive/items

e /root/children

e /search

The attacker may additionally use: (to systematically traverse large repositories)

e Stop
e Sskip

e Sskiptoken
e Sdelta

e /search

SharePoint Sites

Hierarchical Lists & Drives

Path Traversal S
Navigating from SharePoint
Add Attapker sites down through lists to Detection
Automation specific drive items. @ Signature 4"
« Tools use HTTP
requests, pagipation, S stematic -ilh-
and dglta queries y Isites /lists /drives |||
targeting Microsoft Content (Structural Navigation) Monitor for repeated
Graph. Discovery requests across multiple
Isearch /delta PP ’
. . (Discovery & Change Tracking) paths within a short time

Utilizing search, delta
queries, and skip tokens
to identify every file.

period.
$skip / $skiptoken
(Pagination and Full Traversal)

Files Ready for
Collection

The final stage where data is
identified for automated exfiitration.

Figure: Automated SharePoint and OneDrive Repository Enumeration
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Mailbox Reconnaissance

The campaign also targets email. Observed Graph resources include:

e /messages
e /mailFolders
e /attachments

This allows attackers to search:

e business correspondence;

e attachments;

e organizational information;

e credentials or secrets accidentally transmitted by email;
e financial information;

e internal documents;

e operational information.

5~ Leverage Enumerate Mailbox Target Potential
o Compromised Identity Architecture Sensitive Content
The attack sequence begins Systematic scanning of messages, mail folders, Focus is placed on high-value documents like
once a legitimate user identity and attachments to identify data layout. credentials, invoices, and internal reports.
has been breached.
N\
Contracts Invoices Internal
Reports
Legal & Admin
[ N
a5 (%8
(¢ |
Credentials Operational Confidential

Interface with Microsoft
Graph & Exchange APIs

Attackers use these APIs as the primary
gateway to access mailbox architecture.

Documents Correspondence

Security | Communications

Figure: Cloud Mailbox Enumeration and Email Collection

The combination of mailbox discovery and attachment retrieval is substantially more
concerning than isolated mailbox access.

Cloud Data Collection

After reconnaissance, the attack transitions into systematic collection. Primary targets include:

e SharePoint;
e OneDrive;

e Exchange Onling;
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e organizational document repositories;
e email attachments.
Hours: Entry & Internal Reconnaissance Days: Targeted Collection & Exfiltration

TO-T1: Initial Access  T+2 to T+3
& Authentication

& B
Q-9 —

TO-T1: Initial Access T+2 to T+3: Probing T+5: Graph T+10 to T+15+: Sustained Cloud Variable

& Authentissation the Environment Reconnaissance File and Mail Access Collection Intrusion Timing
Breach begins with an The actor gains application Exploring the cloud Actors move from Activity can persist for Some sessions last only
unusual sign-in followed access and targets user environment's structure SharePoint/OneDrive files hours or days once the an hour to enumerate
by MFA/authentication profile and security and connections via to accessing mailboxes and actor establishes a sensitive files and
bypass or verification. information. Microsoft Graph. attachments. foothold. applications.

Figure: Observed Identity-to-Cloud Data Collection Progression

Microsoft observed high volumes of:

e TFileAccessed;
e TFileDownloaded;

e SyncDownloadedFull.

The activity frequently exhibited automation characteristics. In several cases, the python-
httpx user agent appeared in high-volume SharePoint/OneDrive activity.

However: python-httpx alone should NOT be treated as a malicious IOC. It should be
correlated with:

compromised identity;

e unusual IP/ISP;

®  anonymous proxy use;

e abnormal data volume;

e Graph reconnaissance;

e newly registered MFA;

e unusual application activity

Low-and-Slow Cloud Exfiltration

An important characteristic is that collection may not be extremely fast. Microsoft observed
activity lasting:

e several hours;
e multiple days;
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with actors generally maintaining a controlled collection rate. In observed cases, fewer than
approximately 1,000 files or emails per hour could be accessed while still enabling significant
aggregate collection over time.

—MRq Compromised Identity

ﬁ i. Attackers use compromised credentials to command
1

automated clients via Microsoft Graph and Cloud APIs.

Automated Client OneDrive F'Ies‘

& APIs

Multi-Vector Data Harvesting @ p
The automation targets three primary sources: A

SharePoint files, OneDrive files, and Exchange emails. N
SharePoint Files Exchange Emails

Potential Exfiltration
and Extortion

Automated collection culminates in
data theft, often loading to extortion
or corporate explonage.

Evasion Strategy: “"Low-and-Slow”

Evading Volume-Spike Detections

Sustained, low-rate collection avoids the sharp
spikes that typically trigger automated security alerts.

Standard Exfiltration Low-and-Slow Collection
N ) N
:-ll'llgthnt neou "'Il"
° S;il?e i Ot Evadis ( Sustained low-rate collection
E simple Simple Detection =ma Can evade simple volume-
S — Volume-Spike ! spike detections.
& :
‘g‘ Trigger Relatively Flat
SisisdUns | Time-Based Collection Strategy
« YA ' R Data is gathered incrementally over hours or days rather
. i 4 . 4 than through high-speed instantaneous downloads.
Time (Minutes) Time (Hours = Days)

Figure: Automated Cloud Data Collection and Potential Exfiltration

This means conventional alerts such as: "Very large number of downloads in five minutes"
may fail to detect the activity. Organizations should instead baseline:

e per-user file access;

e per-user download behavior;
e application usage;

e source network;

e geographical location;
e |SP;

-

WWW.CIrt.gov.oa
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Tactic Technique ID Observed/Relevant Activity

Reconnaissance Gather Victim T1591 Research of employees and
Organization Information organization

Reconnaissance Phishing for Information: T1598.003 Authentication-themed phishing
Spearphishing Link links

Resource Acquire Infrastructure: T1583.001 Registration of phishing domains

Development Domains

Resource Establish Accounts: Email T1585.002 Supporting delivery infrastructure

Development Accounts

Initial Access Valid Accounts: Cloud T1078.004 Use of compromised cloud
Accounts identity

Persistence Modify  Authentication T1556.006 Attacker-controlled MFA
Process: MFA registration

Discovery Account Discovery: Cloud T1087.004 Graph-based user enumeration
Account

Discovery Permission Groups T1069.003 Group/role enumeration
Discovery: Cloud Groups

Collection Data from Cloud Storage  T1530 SharePoint/OneDrive collection

Collection Email Collection T1114 Mailbox/message/attachment

collection

Collection Data from Information T1213 Cloud repository discovery and
Repositories collection

Exfiltration Exfiltration Over Web T1567 Cloud-based data
Service collection/exfiltration
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Campaign Domains

Indicator Type

passkeyhelpdesk[.]com Domain
secure-passkey[.]com Domain
setupmypasskey[.]com Domain
add-passkey[.]com Domain
integratedsso[.]com Domain
oktasession[.]com Domain
keysyncos|[.]com Domain
oskeysync/[.]com Domain
oskeysetup([.]com Domain
oskeyregister|[.]com Domain
syncmykey[.]com Domain
myconnectkey([.]com Domain
oskeyconnect[.]com Domain
validationsetupacl[.]com Domain
portalsetuphub[.]com Domain

Description
Passkey/helpdesk-themed
lure

Passkey security-themed lure

social-engineering

Passkey setup/enrollment lure

Passkey enrollment lure

SSO/integrated authentication-themed lure
Identity-provider/session-themed lure

Key synchronization-themed lure

Key synchronization-themed lure
Security-key/passkey setup-themed lure
Security-key/passkey registration-themed lure
Key synchronization-themed lure

Key connection/authentication-themed lure
Security-key/passkey connection-themed lure
Account validation/setup-themed lure
Authentication/portal setup-themed lure

Indicators of Attack / Behavioral Indicators

For this particular campaign, loAs are more valuable than the domains alone.

Unexpected phone call claiming to be

IT/helpdesk

Unsolicited passkey/MFA enroliment
request

Device-code authentication initiated

after helpdesk contact

Successful authentication from unusual
device/location

New MFA/authentication method
registered shortly after unusual sign-in
Rapid Graph enumeration of users and

groups

Access to /directoryRoles or
authentication methods

Enumeration of applications/service

principals/OAuth grants

Social Engineering Possible initial-access precursor

Social Engineering Strong campaign-context
indicator
Authentication High-risk identity event

Identity Potential compromised session
Persistence High-priority compromise
indicator

Cloud Discovery Possible tenant reconnaissance

Privilege/ldentity Possible privilege mapping
Discovery
Cloud Discovery Possible application/permission

reconnaissance
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Rapid /sites and /drives Cloud Discovery Possible SharePoint/OneDrive
enumeration discovery
Repeated S$skiptoken, $delta, Automated Possible automated repository
/search, or pagination requests Discovery traversal
Unusual /messages and Collection Possible mailbox collection
/attachments activity
Sustained FileAccessed /  Collection Possible cloud data collection
FileDownloaded activity
python-httpx associated with User-Agent / Supporting indicator only; not
anomalous cloud access Behavioral malicious by itself
Anonymous/residential proxy + Network/Identity Elevated compromise
abnormal cloud downloads confidence

Detection and Monitoring

Highest-priority correlation

SOC teams should prioritize the following sequence; The presence of multiple stages should
significantly increase confidence.

INITIAL ACCESS & PERSISTENCE

SUSPICIOUS MFA AUTHENTICATION ESTABLISHING
ENTRY POINT SUCCESS PERSISTENCE
Unusual sign-in attempt from an The attacker successfully navigates the A new authentication method is registered
unmanaged or unrecognized device. Multi-Factor Authentication challenge. to maintain long-term account access.

3‘/

RECONNAISSANCE & EXFILTRATION

TARGET ACCESS
Gaining access to specific
user maiiboxes and sensitive
file attachments.

/ ’
/
INTERNAL — \ = — @
ENVIRONMENT - 1 .
SCOUTING >
Discovery via Graph reconnaissance . \
and enumeration of SharePoint DATA EXFILTRATION \\\\
and OneDrive directories. Execution of high-volume or sustained downloads \\\ N

to remove data from the environment.

Figure: SOC team Correlation sequence

Authentication monitoring

Alert on:
e new MFA device;
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e new phone MFA;

e new authenticator;

e new software OTP;

e sign-in from unusual location;

e sign-in from unfamiliar ISP;

e sign-in from anonymous/residential proxy;

e authentication immediately followed by broad cloud access;
e device-code authentication where not normally required.

The Multi-Layer Telemetry Stack

5 Layers of Security Telemetry

Identity Authentication
Sign-ins, Methods
e Device registration OTP usage

Microsoft Graph

Changes to Users, Droups, Roles, Apps,
OriotH permissions

Cloud Data
File activity in SharePoint, OnaDrive,
Exchange

The SIEM Integration Hub

All telemetry layers fead into the SIEM for
controlized correlation and analysis.

2 E

Unusual New MFA
Login Device

High-Confidence Cloud
Identity Compromise
High-Confidence Correlation Logic

Comuinos unusual legias, MFA changes, and data
danniicuds to confirm identity compromise.

SOC Investigation & Response

Immediate actions include revoking sessions,
removing MFA, and initiating incident Response.

|| Revoke Sessions E®l|® Remove MFA

( | ' Initiate Incident Response

Figure: Identity-to-Cloud Detection and Correlation Architecture

www.cirt.gov.bd -
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Graph API Detection

Monitor for identities or applications accessing multiple reconnaissance categories within a
short period. High-value URI groups include:

e /organization

e /subscribedSkus

e /users

e /groups

e /directoryRoles

e /roleManagement

e /authentication/methods
e /applications

e /servicePrincipals

e /oauth2PermissionGrants
e /appRoleAssignments

e /sites

e /drives

e /messages

e /mailFolders

e /attachments

Microsoft provides a hunting approach using approximately 30-minute windows, with
thresholds such as multiple reconnaissance categories and multiple distinct paths.

SharePoint / OneDrive Detection
Monitor: (for automated repository traversal)

e /sites

e /drives

e /drive/

e /search

e /children

e /delta
e Sskiptoken
e Stop

Microsoft's example hunting logic identifies:

e >8requests;
e >4 distinct paths;
e within approximately 20 minutes;

when associated with repository discovery patterns. These values should be tuned against
each organization's normal baseline rather than treated as universal thresholds.

_ ‘ ‘)k‘\j‘j‘lb‘:"‘.
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Mailbox Detection

Monitor:

e /messages

e /mailFolders

e /attachments
and correlate:

e number of requests;

e distinct paths;

e attachment requests;

® response size;

e source IP;

e user-agent;

e identity risk.

Microsoft's example identifies concentrated mailbox reconnaissance using request and path
thresholds and separately considers attachment requests

Cloud Exfiltration Detection
e Signal A — Automated file access
e Signal B — Anonymous proxy

Microsoft's example considers approximately:
e >5 GB within a two-hour bucket, or
e >1,000 events,
as a hunting threshold. These are detection heuristics, not universal maliciousness thresholds.

SIEM Correlation Model
[ — .
Initial Access & Persistence Reconnaissance & Collection

7 SharePoint

S-la===
OneDrive / :Exﬁltration
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<>e
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Device-Code Abuse

% Unauthorized
Exchange " cojlection
Social Engineering & AiTM Graph & Cloud Enumeration Data Collection & Exfiltration
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=
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c‘:& Unauthorized et
=Y MFARegistrati Engty. :
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Figure: Detection Opportunities Across the Passkey-Themed Attack Lifecycle
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Recommended Actions

Organizations should prioritize the following activities:

Review recent MFA registrations for unauthorized authentication methods.

Review newly registered authenticator devices and verify ownership with users.

Review software-based OTP registrations and identify any unexpected additions.

Search for unusual device-code authentication activity, particularly where it is
inconsistent with established organizational workflows.

Review sign-ins from unmanaged or previously unseen devices and correlate them with
user, location, IP address, and authentication method.

Correlate anomalous sign-ins with subsequent Microsoft Graph activity, particularly
directory, role, application, and authentication-method enumeration.

Hunt for the reported campaign-associated domains across DNS, proxy, firewall, email-
security, and endpoint telemetry.

Review SharePoint and OneDrive activity for abnormal repository enumeration, file
access, synchronization, or download behavior.

Review Exchange REST/API activity for unusual mailbox, folder, or attachment access.
Investigate python-httpx user-agent activity when associated with anomalous cloud
identities, unusual source infrastructure, or automated data-access patterns. The user-
agent should not be treated as a standalone malicious indicator.

Review access originating from anonymous or residential proxy infrastructure, particularly
when combined with unusual authentication or cloud-data access.

Review recently granted application permissions and OAuth consent, including
unexpected enterprise applications, service principals, delegated permissions, or
application permissions.

If Compromise Is Confirmed

For an account confirmed or strongly suspected to be compromised, organizations should
immediately:

Revoke active sessions associated with the affected identity.

Revoke refresh tokens to invalidate persistent authentication sessions.

Reset the affected account credentials using the organization's approved identity-
recovery procedure.

Remove all unauthorized MFA/authentication methods registered during or after the
suspected compromise.

Re-register legitimate authentication methods after the account has been secured.
Review and remove unauthorized OAuth/application grants and investigate newly
registered applications or service principals.

Review mailbox rules and forwarding configurations for unauthorized modifications.
Determine what cloud data was accessed or downloaded, including SharePoint, OneDrive,
Exchange mailboxes, messages, and attachments.

Identify additional accounts targeted through internal messaging or impersonation, as
compromised accounts may have been used to facilitate subsequent social engineering.
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