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Severity:
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Potentially Affected Sectors: Government, Banking & Finance, MFS, E-commerce,
Telecommunications, Software/IT, Media, Education, Healthcare and SMEs
Primary Platform: Windows

Date: 06 September 2026

Executive Summary

The Cyber Threat Intelligence (CTI) Unit of BGD e-GOV CIRT is issuing this advisory regarding
a significantly upgraded variant of the Python-based NodeStealer malware. The latest
observed version represents a substantial evolution from a conventional browser credential
stealer into a full-featured spyware platform capable of persistent surveillance, credential
collection, browser-data theft, clipboard monitoring, keystroke logging, screenshot capture
and extensive Facebook account intelligence gathering.

NodeStealer has been tracked since 2023 as an information-stealing malware family targeting
browser information and Facebook accounts. Previous versions primarily focused on
credentials and sensitive browser data. The newly observed variant expands this functionality
considerably and introduces capabilities that allow an operator to monitor a victim's activity
continuously.

The latest variant uses the Python ecosystem and incorporates libraries and functionality for:

e Keyboard monitoring

e Clipboard collection

e Screenshot capture

e Browser credential theft

e Browser session/cookie theft

e Wi-Fi password collection

e File collection from the victim's Pictures directory
e Facebook account intelligence collection
e Facebook Ads Manager information theft
e Telegram-based command and control

e Automated data exfiltration

Netskope researchers assessed that portions of the newly added code exhibit characteristics
consistent with Al-assisted development, including systematic use of decorative emojis in
program output/logging that were not present in earlier NodeStealer variants. This
assessment should be understood as an observation regarding coding characteristics rather
than definitive proof of Al authorship.

www.cirt.gov.bd -
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The most important development is the transition from credential theft to surveillance and
intelligence collection. The malware now queries more than 20 Facebook Graph API
endpoints, compared with only two endpoints in earlier versions. This allows attackers to build
a significantly broader profile of the individual operating a Facebook account, including
identity, social connections, security information and commerce-related data.

The campaign identified by the research primarily affected victims in Asia and North America,
across multiple sectors, with financial services representing the leading segment. Although
the source does not establish specific infections in Bangladesh, the observed targeting
geography, functionality and sectoral exposure make the malware relevant to organizations
and users in Bangladesh.

For Bangladesh, the principal concern is the potential compromise of corporate browsers,
social-media business accounts, advertising accounts, financial-service credentials, email
sessions, saved passwords and employee workstations. A single infected endpoint may
provide attackers with both credentials and sufficient contextual information to conduct
subsequent fraud, impersonation, account takeover or targeted social engineering.

Threat Overview

The CTI Unit assesses the threat as HIGH because NodeStealer's expanded functionality
changes the potential impact from a relatively narrow credential-stealing incident to a broader
endpoint surveillance and identity-compromise scenario.

The potential attack progression is:

Initial Compromise Surveillance &
& Reconnaissance Exfiltration

User Execution Automated System  Targeted Intelligence Multi-Vector Telegram Command Critical Post-
& Deployment Reconnaissance Gathering Surveillance & Control (C2) Infection Impacts
The attack begins when Simultaneously targets Specifically harvests Activates keylogging, All stolen data is Leads to account
a user executes a browser data Facebook and Ads clipboard monitoring, exfiltrated through a takeover, impersonation,
malicious file or link. (cookies/credentials) and Intelligence to facilitate and screen capture to secure Telegram channel financial fraud, and further
local Wi-Fi information. high-value account fraud. monitor user activity. to the attacker. network intrusion.

Figure: Python NodeStealer: Anatomy of a Cyber Attack.

This architecture means that an infected employee workstation should not be considered only
a malware infection. It should potentially be treated as an identity and credential
compromise event.
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Malware Evolution

The evolution of NodeStealer can be summarized as follows.

EARLIER
NodeStealer

Credential Harvesting
Telegram

Q)
@ @@=

@ Browser data & credentials extracted ® Broadened scope to Ads Manager ® Features keylogging, clipboard
access monitoring, & screenshot capture

EXPANDED
NodeStealer

LATEST
NodeStealer

Full Surveillance

=[] 9

Financial Expansion

.,))

) Focused on Facebook & web

® Utilizes Telegram for C2
accounts

communication

@ Accesses sensitive financial data

® Steals Wi-Fi credentials
and local files

SURVEILLANCE +
> CREDENTIAL THEFT H ACCOUNT THEFT H INTELLIGENCE COLLECTION >

Capability evolution: credential harvesting - account intelligence - persistent endpoint surveillance

Figure: Evolution of NodeStealer - From Infostealer to Full Spyware

Initial Access and Execution

The referenced research focuses primarily on the malware's capabilities and does not
establish a single universal delivery mechanism for every NodeStealer sample.

Organizations should therefore monitor common malware-delivery paths, including:

e Phishing attachments

e Malicious download links

e Fake software installers

e Cracked/pirated applications
e Fake browser updates

e Malicious advertisements

e Social-media-delivered files
e Fake business documents

e Compromised websites

The principal security issue is user execution of a malicious Python-based payload.

An illustrative execution chain is:

AV.YAY) irt aov bd
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ZONE 1: INITIAL ACCESS ZONE 2: COLLECTION ZONE 3: COMMAND & CONTROL / IMPACT
Multi-Vector Targeted System Active Surveillance Data Staging and Telegram-Based
Initial Delivery Reconnaissance Components Consolidation C2 Exfiltration
~ a

€ > ¢ (Fmammmag)= F 2 & N A
. N

History Staging ————

Telegram Area Threat Actor

( mmy/umumi

Malicious Links

Staging Area

Uses Telegram as a Command & Control
channel to send stolen data to actors.

-

Phishing

Intelligence Clipboard
Data Collectors =
= S _ ~L Resulting Account
Fake Software Instller cr"@ Staging Area Takeover & Fraud
C— )

Download N =) L ~
Facebook & Automated Q
Fake Software Credentials Screenshot
—\‘-@E |

Capture \
Infection begins via phishing, The malware specifically targets ~ Deploys keyloggers, clipboard Aggregates cookies, Wi-Fi Cr::sg:ial Impersonation En si:(e:iearlin
malicious links, or fake software browser data, system intelligence, collectors, and d Fi als, and files 9 9
execution. and Facebook-specific credentials.  screenshot capture to monitor into a single staging area. | Threat actors use stolen intelligence for credential
user activity. abuse, impersonation, and social engineering.

Figure: Complete NodeStealer Infection and Data Theft Chain

Python-Based Malware Architecture

The use of Python provides attackers with access to a large ecosystem of libraries for:

e Keyboard interaction

e Browser/file processing

e HTTP communication

e Telegram communication

e Screenshot capture

e System information collection
e Encryption/encoding

e File compression
This modularity allows capabilities to be added without redesigning the complete malware.

The malware's architecture can therefore be represented as:

I _ : vv“:.‘“ . :\‘\;‘LJ.‘F;,“E -
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OPERATIONAL ENGINES & EXFILTRATION

ACTIVE SURVEILLANCE ENGINE

Monitors keyboard input, captures clipboard
content, and takes unauthorized screen captures.

OPERATIONAL

Keyboard i Screen
& EXFILTRATION input poboud Captures

TELEGRAM
Browser Facebook > C2 MODULE
Databases Uses the Telegram API
as a Command and

Telegram. AP! Control channel for data
Communication exfiltration.

DATA COLLECTION ENGINE

Silently extracts browser databases,
Facebook API data, Wi-Fi profiles,
and local pictures.

NODESTEALER CORE

The central command hub that coordinates
the various specialized attack engines.

PYTHON RUNTIME BASE

The foundation environment required to
execute the NodeStealer malicious scripts.

Figure: Python NodeStealer Internal Architecture

Keylogging

One of the most important additions is a persistent keylogging capability. The latest
NodeStealer uses the Python pynput library to monitor keyboard input. Captured keystrokes
are written to a temporary file using a naming structure reported as: keylog ({ip}) . txt

A separate Python thread periodically sends the collected keylogging data to the Telegram-
based C2 infrastructure. The reported interval is 120 seconds, after which the local contents
are deleted. The operational flow is:

Keystroke Interception
- & Buffering

—] The pynput listener captures
keyboard input and moves it to
a porary buffer.

pynput listener

Temporary Local Storage
Log data is saved to a specific
“keylog({ip}).txt” file on the

local system.

120-Second Telegram

= —»Q

Exfiltration |
Collected data is transmitted Secure data
* da Telegram Command
toa T]ezlggsr:g ':;25 .every transmission Telegram  n4 Control (C2) server

Detection Opportunities

Keyboard Hook Activity File System Anomalies Periodic Network Spikes

Monitor for unauthorized background ~ Watch for repeated creation, Identify suspicious, recurring
processes using pynput or similar modification, and deletion of outbound communication to
keyboard-hooking libraries. temporary keylog text files. Telegram APIs.

Figure: NodeStealer Keylogging and Periodic Exfiltration

www.cirt.gov.bd
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Consequently, password resets alone may be insufficient if an active keylogger remains on
the endpoint.

Clipboard Monitoring

The malware also introduces clipboard monitoring. A clipboard collector can capture
information copied by the victim, including:

e Passwords

e APl keys
e Tokens
e URLs

e Bank-account information
e Cryptocurrency addresses
e Internal documents

e Sensitive text

The potential attack chain is:
Victim Copies Data

|
v

Windows Clipboard

|
v

NodeStealer Clipboard Monitor

|
v

Collected Data

|
v

C2 Exfiltration
For organizations, clipboard monitoring is particularly important on systems used for:

e Banking

e MFS administration

e Software development
e Cloud administration

e Network management

e Database administration

e Cryptocurrency operations
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Screenshot Capture
The latest variant can capture screenshots of the victim's desktop. This expands the malware

from data theft to visual surveillance. A screenshot may expose information that never exists
as a file or browser credential, such as:

e Internal dashboards

e VPN portals

e Financial applications

e MFA prompts

e Administrative consoles
e Confidential documents
e Customer records

e Internal chat

e Security alert

Browser Credential Theft

NodeStealer retains its historical focus on browser data.

USER'S BROWSER NodeStealer Threat Actor
Malware

< >c(

B @&

Login Data Cookies

SESSION MATERIAL : a Telegram C2 Pqtentlal
. X < Infrastructure Session Abuse
Lolsiitg ces ol 1 The threat actor utilizes Stolen material may allow
Web Data hijacking /account - Telegram as a Command account takeover, depending
takeover and Control channel for on specific application and
data delivery. session controls.
NodeStealer )
Browser Collection Cookiesas . Im fa
Malware targets the local Session Material Data Staging '
browser to harvest Login Stolen cookies represent Collected information is MFA Bypass Risks
Data, Cookies, and Web Data. active session material, organized into a staging Cookie theft provides a
creating a direct path for area before being potential path to bypass
potential hijacking. prepared for exfiltration. MFA via session hijacking.

Figure: Browser Credential and Session Theft
Potential targets include:

e Stored credentials

e Cookies

e Session information

e Browser databases

e Autofill information

e Facebook-related credentials
e Financial-service information

I _ : vv“:.‘“ . :\‘\;‘LJ.‘F;,“E -
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The risk associated with browser cookies is particularly significant because active session

material can sometimes provide access without requiring the original password.

A compromised browser therefore represents an identity-security problem, not merely a local
endpoint problem.

Wi-Fi Credential Theft

The latest variant also expands collection to Wi-Fi passwords. This creates additional risks in
enterprise environments. In poorly segmented environments, recovered wireless credentials
could potentially facilitate unauthorized network access or further reconnaissance.

Organizations should therefore avoid treating endpoint wireless credentials as low-value
information.

=0 BROWSER AND
CREDENTIAL HARVESTING

Extracts saved credentials and sensitive
information directly from web browsers.

* ok Kk Kk O

INPUT INTERCEPTION

Captures real-time user activity via
keyloggers and monitors clipboard data.

e = R Network
- ==k
P_

COMPREHENSIVE SYSTEM NodeStealer
SURVEILLANCE TELEGRAM C2 INTEGRATION
Collects screenshots, Wi-Fi configuration data, All captured data is funneled through NodeStealer
and local files from the victim's machine. to a remote Telegram-based controller.

Figure: Multi-Channel Surveillance Architecture

Pictures Directory Collection

The malware additionally expands its collection scope to the victim's Pictures directory. This
can expose:

e Screenshots

e Scanned documents
e |dentity documents

e Photographs

e Business documents
e Diagrams

e Credentials captured as images
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The capability is important because sensitive information frequently exists outside

conventional enterprise document repositories.

Facebook Intelligence Collection

One of the most significant technical changes concerns Facebook. Earlier NodeStealer versions
qgueried only two Facebook Graph API endpoints.

The new version queries more than 20 endpoints, allowing attackers to construct a much
more comprehensive profile of the account operator.

The collection scope includes categories associated with:

NodeStealer
10x Expansion in APl Access Facebook Module

Sl

Facebook
Graph API

Latest
Earlier Generation

@? Gem;atinn » 20+

Endpoints Endpoints
Automated
Intelligence
Profiling

Simple Credential

Acquisition
o
AR The End Goal:
N Victim Profile
Identity Social Graph Security Commerce Advertising Account Data

Extracts Name, Maps Friends, Accesses Login Alerts, Tracks Purchase Analyses Ad Gathers Email, Phone,
Age, Location, Groups, Pages, Trusted Devices, B History, Payment Interests, Managed Account Status,
Language, Bio Interactions Sessions Methods Ad Accounts Recovery Info

All extracted data points converge to create
a comprehensive profile of the victim.

Figure: Facebook Intelligence Collection

Facebook Account Profiling

The expanded collection can potentially allow threat actors to correlate:
e User ldentity
e Friends / Social Connections
e Account Security
e Business Activity
e Advertising Activity
e Commerce Information

This information can support:
e Account takeover

e |mpersonation
e Targeted phishing

i L.\;U\"‘Uu -
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e Business fraud

e Social engineering

e Advertising-account abuse
e Higher-value data resale

The source specifically identifies the potential for cross-platform account takeovers,
impersonation scams and higher-value data resale.

Facebook Ads Manager Risk

The malware's historical targeting of Facebook Ads Manager accounts remains particularly
relevant to businesses and organizations that manage advertising campaigns.

Compromise could potentially enable an attacker to:

Credential & y F

o . ull Account

Initial Device Breach < Session Hijacking ~ Takeover

The attack begins when an Attackers extract browser i is gail
employee’s personal or work device sessions and saved credentials i e pganes

is successfully compromised.

| h i Fi
to bypass standard login security. ‘ totheprimary Faceback

Business account and its
connected assets.

E:"ekct Flnlar:c:al I:;odssn- . Ads Manager & Data Abuse Reputation & Fraud Risk
tackers explolt StoratiSEEEIE Malicious actors gain control over Compromi

promised accounts are used
and payment data to run unauthorized, the Ads Manager, Business Data, for impersonation, fraud, and total
and the Social Graph. account lockout.

costly campaigns.

Figure: Facebook/Business Account Takeover Scenario
This could result in:

e Unauthorized advertising

e Financial loss

e Reputation damage

e Abuse of corporate identities
e Access to business information

Organizations using social-media advertising should therefore treat endpoint compromise as a
potential business-account security incident.

Telegram-Based C2 Architecture
The latest NodeStealer variant employs a dual-bot Telegram command-and-control
architecture.

Conceptually:




Data exfiltration
moves from victim

BGD e-GOV CIRT

’
-

FUTURE IS HWERE

@ ICT

77 DIVISION

BANGLADESH
COMPUTER
COUNCIL

COMPUTER FOR EVERYTHING

Bi-Directional
Information Flow

Bi-Directional
Information Flow

commands move
from actor to victim
to actor

Tier 1: The Victim
Environment

The NodeStealer C2
component resides here to

initiate outbound communica-
tion via HTTPS.

Tier 2: Telegram

Bot Infrastructure
Acts as a neutral intermediary
using the Telegram Platform
to relay messages.

Tier 3:
The Threat Actor
The C2 Operator who

monitors the bot to collect
data and issue commands.

Avoid “Malicious
by Association”
Do not flag Telegram as

inherently malicious; legitimate
services are being exploited.

Correlation-Based
Detection

Link Telegram API
communication with suspicious
endpoint behavior to identify
actual threats.

Figure: Telegram-Based C2 Architecture
Telegram provides several attractive characteristics to attackers:

e Widely available infrastructure

e Encrypted transport

e API-based automation

e Flexible bot functionality

e Easy message-based command handling

Consequently, simply blocking conventional malware domains may not be sufficient.

Periodic Data Exfiltration

The keylogger demonstrates a periodic collection model.

2. .
<> -
RS

T+0: Keyboard Capture ® |

The cycle begins with the immediate 0’/
recording of user keystrokes in v
real-time.

Automatic Data Purge
Local content is deleted post-
transmission to remove evidence
before the cycle restarts.

”

Local Buffer
Storage
Captured data is held
in a local temporary
storage area before
transmission.

Telegram
C2 Integration

The process utilizes Telegram

F as the primary Command &
Control (C2) infrastructure.

T+120: Scheduled Transmission

Data is sent to the remote server exactly
two minutes after capture begins.

Figure: Keyboard Data Exfiltration Cycle
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This creates a relatively small and repetitive network footprint.

Network defenders should therefore investigate small recurring outbound connections
rather than focusing exclusively on high-volume data transfers.

User Input
Interception

Captures typed information and
clipboard contents to steal
credentials and tokens.

Pictures Local System
Images/Documents Files/System Info

Browser & Facebook
Exploitation

Targets passwords, cookies,
and account intelligence to
facilitate account takeover.

Screen
NodeStealer Visual Information

Core Impact

Surveillance

Impact Impact

Data Leakage Reconnaissance

System & Network

Reconnaissance
Telegram C2

if Exfiltration

- Final data transmission occurs
through a Telegram Command
and Control (C2) channel.

Harvests Wi-Fi credentials and
local system files to gain broader
network access.

Data Staging

All harvested intelligence is centralized
on the local system for preparation.

Figure: NodeStealer Data Collection Matrix

Al-Assisted Malware Development

An unusual characteristic of the latest code is the systematic use of decorative emojis in
output/logging.

The research assessed these characteristics as potentially consistent with LLM-assisted
coding. The researchers noted that this behavior was absent from earlier NodeStealer
variants. This development has broader implications.

Al-assisted development can potentially allow threat actors to:

e Rapidly add malware features

e Generate boilerplate code

e Modify existing modules

e Create platform-specific functionality

e Produce multiple variants

e Accelerate debugging and development

However, Al-assisted attribution should not be treated as an 10C. Code style alone cannot
establish that Al was used. The practical defensive lesson is that defenders should expect
shorter malware development cycles and more frequent variant changes.
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Bangladesh-Specific Threat Scenario

A potential Bangladesh-focused attack could target an employee through:

llustrates the flow of the NodeStealer malware attack from a single . .

employee endpoint to national-level multi-sector impacts. National Impact Risks
Compromises lead to business-account abuse,
financial fraud, and targeted social engineering.

Step 1: Employee Triad of Stolen Assets Data Transition to 5

Endpoint Compromise The malware targets three specific Threat Actors Business-account [ Targeted social
NodeStealer infects a Bangladeshi areas: Crgdeptlals, Bysmess Data, Stolen data is handed off abuse | engineering
employee device to begin the and \dentity information: to actors for high-impact eV ks

exfiitration process. exploitation.

Financial
fraud

Business
Data

Identity
Information

Multi-Sector
Vulnerability

Nine distinct sectors are identified Healthcare Education Media
as primary targets for these -
coordinated attacks.

Figure: Bangladesh Risk Scenario

Again, this represents a defensive threat model, not evidence that this exact chain has been
observed against Bangladesh.

MITRE ATT&CK Mapping

Tactic Technique ID ‘
Initial Access 77 T1566
Execution User Execution T1204
Execution Command/Scripting Interpreter T1059
Credential Access Credentials from Web Browsers T1555.003
Credential Access Input Capture: Keylogging T1056.001
Discovery System Information Discovery T1082
Collection Screen Capture T1113
Collection Clipboard Data T1115
Collection Data from Local System T1005
Collection Archive Collected Data T1560
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Command & Control Application Layer Protocol T1071
Command & Control Encrypted Channel T1573
Exfiltration Exfiltration Over C2 Channel T1041

Indicators of Compromise (loC)

SHA256

e f00bel3bbfe31bl9483bfeed8b53756f2bf3fc3d050d94cb079fa7365b322364
o 7cfae56d84a39867048c9%044b4ddcedd625661ce733959a3095838dad470adl892
e 3ellbbla3d00c271547b06fed9e4773900dfcc7la7bed5336e75ab4b9%94a41f46

Telegram Bot Tokens
e 7094444204 :AAF0aWZVECF4ZyHvMpuAYOU15D3J1zxhNYg
e 8842354283 :AAFk1EDGu7yjXAZajQG4cOaggcYtVtmgnsc

e 7538597440:AAEsJ1stNXUaiM431icWerxRW1ZCROigecx6Q

Telegram Chat IDs

e 5512231206
e 7300493307
e 6182684172

Artifacts

e (C:\Users\Public\number.txt
e (C:\Users\Public\id.txt
e 3TEMP%\keylog ({ip}) .txt

Detection and Monitoring

Endpoint Detection

Monitor for:
e Unexpected Python processes
e Unknown Python executables
e python.exe launched from user-writable directories
e Suspicious scripts in $TEMP%
e Keyboard-hook activity

I _ : vv“:.‘“ . :\‘\;‘LJ.‘F;,“E -
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e Unexpected screenshot APIs

e Clipboard monitoring

e Browser database access

e Access to Wi-Fi profile information

e Unexpected Telegram APl communication

Process-Tree Detection
High-risk examples include:
Outlook

L— python.exe
L— nodeStealer.py

or:
Browser
L— python.exe
L— suspicious script
or:

Explorer
L— python.exe
L— network connection

These parent-child relationships should be investigated in context.
Browser Monitoring
EDR teams should monitor unusual access to browser profile directories. Examples include:

e Chrome User Data
e Edge User Data

e Firefox Profiles

e Browser Cookies

e login Data

e Web Data

e Local Storage

A Python process accessing multiple browser databases should generate elevated scrutiny.
Detection logic:

Unknown Python Process + Browser Profile Access + Network Connection = High-Risk Event
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Network Detection

Monitor endpoints making connections to:

Telegram infrastructure

Newly observed external IP addresses
Unusual HTTPS destinations

Unknown APl endpoints

Repeated low-volume outbound connections

However, Telegram traffic alone is not sufficient to identify NodeStealer because legitimate
users may use Telegram.

uhwWwnN e

Detection should correlate:
Telegram Connection
Suspicious Python Process
Browser Data Access
Credential Collection

Windows Event and EDR Telemetry

SOC teams should prioritize:

Process creation

Network connection events
File creation

File access

PowerShell activity

Script execution
Persistence mechanisms
Credential-access telemetry

Useful Windows telemetry includes:

Event ID Purpose

4688 Process creation

4104 PowerShell Script Block Logging
7045 Service installation

4698 Scheduled task creation

4624 Successful authentication

4625 Failed authentication

EDR telemetry should supplement Windows event logs because much of the malware
behavior occurs at the process, file-access and network layers.
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Execution and Access Detection Surveillance and Exfiltration Detection Post-Exfiltration

0

Python Execution - «iln “ Keylogging - Behavioral Account Abuse - Saa$S Audit
Process Telemetry M’.’,’n".?fﬁf. o Detection Logs

Use Endpoint Detection and Leverage EDR behavioral analytics to Review Identity and SaaS audit logs to

Response (EDR) to monitor identify unauthorized keystroke logging flag anomalous account activity.
suspicious script execution attempts.
patterns.
File System m
Browser Access -
File Access Telemetry Telegram C2 - T (_J
Track unauthorized access to Network Telemetry
sensitive browser-related files Analyze Proxy, DNS, and A
via EDR. Network logs to identify lde“m_y & SaaS
Command and Control traffic. Audit Logs
Attack Stage Primary Detection Source
. " . Python / Browser EDR (Process/File Telemetry)
Aligning Detection Tools @ 2 —
. 22 C2 Communication = Proxy / DNS / Network
with Attack Phases = =0 =o
Post-Exfiltration @ Identity / SaaS Audit Logs

Figure: Detection Opportunities Across the Attack Chain

SIEM Correlation Rules

Rule 1: Severity: HIGH
Unknown Python + Browser Database Access + External Network Connection

Rule 2: Severity: CRITICAL
Python Process + Keyboard Hook + Telegram Connection

Rule 3: Severity: CRITICAL
Python + Clipboard Access + Screenshot Capture + Outbound Connection

Rule 4: Severity: HIGH
Browser Credential Access + Facebook Account Access + New External Network Destination

The Sequence of Weak Signals The Correlated Detection
System & Data SIEM Correlation Logic Hiah/Critical
Interaction f—— 9 g /

.
A Python process initiates @ Severlty Alert
and accesses browser -

databases to retrieve & @— @

stored information.

Surveillance &
Capture

The activity moves to
keyboard hooking and

capturing screenshots =
or clipboard data. S @

External

Communication M
e @—’ 6 Individual events are weak alone The final correlation engine
to Telegram for potential but provide high confidence output creates a prioritized
exfiltration. when detected together. alert for security teams.

Figure: SIEM Correlation Model
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Incident Response Guidance

If NodeStealer infection is suspected:

Immediate
e Isolate the endpoint from the network.
e Preserve volatile and forensic evidence.
e Identify the malware process and persistence.
e Determine the infection time.
e Identify all accounts accessed from the endpoint.

Credential Response
Because the malware can capture keystrokes and browser information:
e Reset affected passwords.
e Revoke active sessions.
e Revoke browser sessions.
e Rotate API keys.
e Rotate VPN credentials.
e Reset privileged credentials.
e Review MFA sessions.
e Review social-media sessions.

Business Account Response
For Facebook/business accounts:
e Revoke unknown sessions.
e Review administrators.
e Review business managers.
e Review advertising accounts.
e Review payment methods.
e Review unauthorized campaigns.
e Review recent account changes.

Enterprise Investigation
Search the environment for:
e Same file
e Same process
e Same persistence
e Same C2

e Same Telegram communication
e Same browser-access pattern
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Figure: Incident Response Workflow

Recommended Actions

e Immediately hunt for unauthorized Python-based executables and scripts.

e Monitor non-browser processes accessing browser credential databases.

e Deploy EDR detection for keylogging, clipboard monitoring and screenshot capture.

e Correlate suspicious Python execution with Telegram network activity.

e Review Facebook and business-account sessions from potentially compromised
endpoints.

e Revoke active sessions when browser or cookie theft is suspected.

e Reset credentials entered while a suspected keylogger was active.

e Rotate APl keys and privileged credentials associated with compromised endpoints.

e Review financial, advertising and payment accounts for unauthorized activity.

e Implement application allowlisting and restrict execution from user-writable
directories.

e Strengthen phishing awareness, particularly for executable files and unsolicited
business documents.

e Conduct environment-wide threat hunting when one confirmed infection is identified.

e Preserve forensic evidence before remediation where operationally possible.

The reported expansion of Python NodeStealer into a multi-capability spyware platform
substantially increases the risk of credential theft, session hijacking, business-account
compromise, targeted social engineering and financial fraud. Organizations in Bangladesh
should prioritize behavior-based detection and identity/session protection, because file
hashes and conventional malware signatures are unlikely to provide sufficient coverage
against rapidly changing Python-based variants.
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