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1.0 f~wgKv 

Z_¨ I †hvMv‡hvM cÖhyw³i (AvBwmwU) m‡e©v”P e¨envi wbwðZ K‡i mgv‡Ri mKj 
†kÖwY‡ckvi gvby‡li Rxebgv‡b BwZevPK cwieZ©‡bi gva¨‡g ÁvbwfwËK wWwRUvj evsjv‡`k 
M‡o †Zvjv gvbbxq cÖavbgš¿x †kL nvwmbvi Ab¨Zg ivR‰bwZK A•MxKvi| 2008 mv‡j 
beg RvZxq msm` wbe©vP‡bi c~‡e© gvbbxq cÖavbgš¿x †kL nvwmbv AvIqvgx jx‡Mi wbe©vPbx 
Bk‡Znvi Ôw`b e`‡ji mb`Õ-G Ò2021 mv‡ji g‡a¨ wWwRUvj evsjv‡`kÓ M‡o †Zvjvi 
†NvlYv †`b| `~i`„wó m¤úbœ G i~cKí gvby‡li wPšÍv‡jv‡K RvqMv K‡i †bq| A‡bK †ÿ‡Î 
ÔwWwRUvj evsjv‡`kÕ i~cKí‡K e•MeÜz †kL gywReyi ingv‡bi Ô†mvbvi evsjvÕi cybR©vMiY 
ejv †h‡Z cv‡i| 

ÔwWwRUvj evsjv‡`kÕ wewbg©v‡Y miKvi †`ke¨vcx wewfbœ Kvh©µg ev¯Íevqb Ki‡Q| ÔwWwRUvj 
evsjv‡`kÕ wewbg©v‡Yi Ab¨Zg GKwU Abyl•M n‡”Q B-Mfb©‡g›U, hvi gva¨‡g wWwRUvj 
cÖhyw³ e¨env‡ii Øviv RbmvaviY‡K `ÿfv‡e †mev cÖ`vb Z_v miKv‡ii mgy`q Kvh©µg 
cwiPvwjZ nq| evsjv‡`k miKvi wewfbœ †ÿ‡Î B-Mf‡b©Ý Kvh©µg cwiPvjbvi d‡j miKvwi 
Kg©KZ©v-Kg©Pvix‡`i ˆ`bw›`b `vßwiK `vwqZ¡ cvj‡b Z_¨ I †hvMv‡hvM cÖhyw³i e¨envi 
e¨vcKfv‡e e„w× †c‡q‡Q| miKvwi Kg©KZ©v-Kg©Pvix‡`i †mevMÖnxZv ev bvMwiK‡`i mv‡_ 
cvi¯úwiK †hvMv‡hv‡Mi Ab¨Zg gva¨g n‡”Q B-†gBj| GKwU Abb¨ I cÖwgZ miKvwi  
B-†gBj †mev bv _vKvi Kvi‡Y wewfbœ ai‡bi †emiKvwi B-†gBj †mev cÖ`vbKvix ms¯’vi 
gva¨‡g miKvwi Kg©KZ©v-Kg©PvixMY B-†gBj  †mev e¨envi Ki‡Qb, hv Z_¨ wbivcËvi 
†ÿ‡Î wewfbœ SuywKi KviY n‡q `uvwo‡q‡Q| †m †cÖwÿ‡Z miKvwi †hvMv‡hvM I Z_¨ Av`vb 
cÖ`v‡bi Rb¨ †K›`ªxqfv‡e msiwÿZ mvf©vi †_‡K GKwU AvšÍR©vwZK gvbm¤úbœ miKvwi  
B-†gBj †mev (Government e-mail service) cÖwZôv Kiv cÖ‡qvRb, hvi Øviv 
miKvwi Kg©KZ©v-Kg©PvixMY GKwU wbivc` c×wZ e¨env‡ii gva¨‡g Zuv‡`i `vßwiK `vwqZ¡ 
`ÿ I Kvh©Kifv‡e m¤úv`‡b mÿg n‡eb| 

myôzfv‡e miKvwi `vwqZ¡ cvj‡bi Rb¨ B‡j±ªwbK †hvMv‡hv‡Mi †MvcbxqZv, Revew`wnZv I 
Kvh©KvwiZv wbwðZ Kivi j‡ÿ¨ GKwU †UKmB B-†gBj †mev cÖwZôv iv‡óªi `vwqZ¡| †m 
welqwU we‡ePbv K‡i miKv‡ii mgy`q B-†gBj e¨enviKvix‡`i GKB wbqg-bxwZi AvIZvq 
wb‡q Avmvi Rb¨ miKvwi B-†gBj bxwZgvjv cÖYqb Kiv n‡q‡Q| GKwU cÖwgZ miKvwi  
B-†gBj †mev cÖwZôvi j‡ÿ¨ cÖYxZ G bxwZgvjvq miKvwi B-†gBj e¨env‡ii †ÿÎ I 
cÖwµqv my¯úófv‡e D‡jøL i‡q‡Q| G bxwZgvjvi gva¨‡g miKvwi †Wv‡gBb Gi AvIZvq Ges 
G msµvšÍ wb‡ ©̀kbv AbymiYc~e©K miKvwi Kg©KZ©v-Kg©PvixMY MÖnY‡hvM¨ c×wZ‡Z B-†gBj 
e¨envi Ki‡Z mÿg n‡eb; hvi d‡j RbmvaviY‡K `ªyZ †mev cÖ`v‡bi cvkvcvwk B-Mf‡b©Ý 
Kvh©µg myôzfv‡e ev¯Íevqbµ‡g ÔwWwRUvj evsjv‡`kÕ wewbg©v‡Yi c_ myMg n‡e| 
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2.0 mswÿß wk‡ivbvg I cÖeZ©b 

(K)  G bxwZgvjv ÔmiKvwi B-†gBj bxwZgvjv 2018Õ bv‡g AwfwnZ n‡e; 

(L) GwU Awej‡¤̂ Kvh©Ki n‡e| 

3.0 D‡Ïk¨mg~n (Objectives) 

(K)  mKj miKvwi cÖwZôvb I e¨enviKvixMY KZ©„K miKvwi B-†gBj †mevi h_vh_ 
e¨envi wbwðZ Kiv; 

(L) miKvwi B-†gBj †mevi GKwU cÖwgZ I Abb¨ bvgKiY Kiv; 

(M) e¨enviKvix‡`i miKvwi B-†gBj †mevq wbivc` cÖ‡ek Ges e¨envi wbwðZ Kiv; 

(N) bvMwiK, †mev MÖnxZv Ges AskxR‡bi mv‡_ `ÿ, Kvh©Ki, AvBbm•MZ Ges 
bxwZMZfv‡e B‡j±ªwbK †hvMv‡hvM iÿv Kiv| 

4.0 cwiwa (Scope) 

4.1  mKj miKvwi Kg©KZ©v-Kg©Pvix Ges cÖwZôvb miKvwi Kv‡R miKvwi B-†gBj e¨envi 
Ki‡e| Z_¨ I †hvMv‡hvM cÖhyw³ wefv‡Mi Aaxb¯’ evsjv‡`k Kw¤úDUvi KvDwÝj (wewmwm) 
miKvwi B-†gBj  †mevi ev¯ÍevqbKvix ms¯’v wn‡m‡e KvR Ki‡e| Ab¨ †Kv‡bv B-†gBj †mev 
cÖ`vbKvix (e-mail service provider) cÖ`Ë B-†gBj †mev miKvwi †hvMv‡hv‡Mi †ÿ‡Î 
e¨envi Kiv hv‡e bv; 

4.2 G bxwZgvjv evsjv‡`‡ki mKj miKvwi, Avav-miKvwi, ¯^vqËkvwmZ I mswewae× ms¯’vi 
†ÿ‡Î cÖ‡hvR¨ n‡e| 

5.0 Hw”QKfv‡e (Optionally) miKvwi B-†gBj †mev e¨envi 

5.1 wb‡gœv³ cÖwZôvbmg~n G bxwZgvjvi AvIZvq miKvwi B-†gBj †mev Hw”QKfv‡e e¨envi 
Ki‡Z cvi‡e :  

(K)  mvsweavwbK cÖwZôvbmg~n; 

(L) RvZxq wbivcËvi mv‡_ mswkøó cÖwZôvbmg~n; 

(M) AvBb cÖ‡qvMKvix ms¯’vmg~n; 

(N) Avw_©K cÖwZôvbmg~n; 

(O) evsjv‡`‡ki evwn‡i Aew¯’Z `~Zvevm, wgkb I miKvwi `ßimg~n| 
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5.2 5.1 Aby‡”Q‡` DwjøwLZ cÖwZôvbmg~n Zv‡`i B-†gBj †mevi †ÿ‡Î miKvwi B-†gBj †mev 
e¨envi bv Ki‡j wb‡gœv³ b~¨bZg GKwU kZ© cÖwZcvjb Ki‡Z n‡e :  

(K)  Zv‡`i B-†gBj mvf©vi evsjv‡`‡ki Af¨šÍ‡i ivL‡Z n‡e; 

(L) B-†gBj †Wv‡gBb Kvw›Uª Uc †j‡fj †Wv‡gBb (.bd ev .evsjv) Gi AvIZvq wbeÜb 
Ki‡Z n‡e; 

(M) B-†gBj mvf©vi evsjv‡`k Kw¤úDUvi KvDwÝj KZ©„K ev mswkøó cÖwZôvb KZ©„K 
msiÿY Ki‡Z n‡e; 

(N) B-†gBj  e¨envi ev †mev`v‡bi Rb¨ mswkøó ms¯’vi wbR¯^ B-†gBj bxwZgvjv _vK‡Z 
n‡e; 

(O) evsjv‡`‡ki mswkøó AvBb, wewa-weav‡bi mv‡_ mvgÄm¨ †i‡L mswkøó cÖwZôvb Zv‡`i 
B-†gBj e¨vKAvc (backup), wi‡Ubkb (retention)  Ges Z_¨ wbivcËv 
(information secutrity) bxwZgvjv cÖYqb Ki‡e|  

6.0 B-†gBj †Wv‡gBb I bvgKiY 

(K)  mswkøó cÖwZôv‡bi Aby‡iv‡ai †cÖwÿ‡Z ev Í̄evqbKvix ms¯’v (wewmwm) fvPz©qvj †Wv‡gBb 

†nvw÷s cÖ`vb Ki‡e; 

(L) miKvwi B-†gBj †mev ev¯ÍevqbKvix ms¯’v (wewmwm) Gi †Wv‡gB‡bi Aax‡b cÖ‡Z¨K 

e¨enviKvix‡K GKwU B-†gBj GKvD›U cÖ`vb Ki‡e| D³ B-†gBj GKvD‡›Ui 

bvgKi‡Yi †ÿ‡Î B-†gBj AvBwW mswkøó Kg©KZ©vi bv‡gi cÖ_g Ask (forename) 

I bv‡gi †k‡li Ask (surname) Gi mgš̂‡q MVb Kiv n‡e| †Wv‡gBb bvg mswkøó 

Kg©KZ©vi Kg©iZ gš¿Yvjq/wefvM/cÖwZôvb Gi bvg Abymv‡i cÖ`vb Kiv n‡e| 

[(D`vniY: forename.surname@mopa.gov.bd) G †ÿ‡Î Kg©KZ©vi Kg©iZ 

gš¿Yvjq n‡jv RbcÖkvmb gš¿Yvjq (mopa)] 

(M) ev¯ÍevqbKvix ms¯’v †Kv‡bv cÖwZôv‡bi Aby‡iv‡ai wfwË‡Z Zv‡`i‡K Ab¨ †Wv‡gBb 

bvg cÖ`vb Ki‡Z cvi‡e| (D`vniY: ch©Ub K‡c©v‡ikb Gi †ÿ‡Î forename. 

surname@parjatan.gov.bd); 

* miKvwi B-†gBj AvBwWÕi bvgKiY (Nomenclature) wel‡q e¨vL¨v G msµvšÍ 

wb‡`©wkKv (Guidelines) G we Í̄vwiZfv‡e D‡jøL Kiv n‡e| 
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7.0 cvmIqvW© Ges †MvcbxqZv 

(K) B-†gBj e¨enviKvix B-†gBj Gi †MvcbxqZv msiÿY Ki‡eb, †Kv‡bvµ‡g cvmIqvW© 
I e¨w³MZ Z_¨ KviI mv‡_ fvM (share) Kiv hv‡e bv; 

(L) B-†gBj e¨enviKvix cvmIqv‡W©i Rb¨ my „̀p eY©vswKK (alphanumeric) cvmIqvW© 
e¨envi Ki‡eb| b~¨bc‡ÿ cÖwZ 06 gv‡m A_ev †Kv‡bv m‡›`nRbK Kvh©µg 
cwijwÿZ n‡j mv‡_ mv‡_ cvmIqvW© Gi cwieZ©b Ki‡Z n‡e| 

8.0 B-†gBj GKvD›U e¨e¯’vcbv 

(K) miKvwi B-†gBj †mev e¨env‡ii †ÿ‡Î ïaygvÎ `vßwiK Kv‡R †hvMv‡hv‡Mi Rb¨ 
Kg©KZ©v/Kg©PvixMY miKvwi B-†gBj e¨envi Ki‡eb; 

(L) †Kv‡bv Kg©KZ©vi e`wji †ÿ‡Î e`wjK…Z bZzb Kg©¯’‡j Zuv‡K H gš¿Yvjq/wefvM/ 
cÖwZôvb Gi †Wv‡gBb bvg hy³ K‡i bZzb B-†gBj AvBwW cÖ`vb Kiv n‡e| 

9.0 †MvcbxqZv iÿv 

 e¨enviKvixMY B-†gBj Gi †MvcbxqZv iÿvi welqwU wbwðZ Ki‡eb; †Kv‡bvµ‡gB 
cvmIqvW© msµvšÍ Z_¨ KviI mv‡_ fvM (share) Kiv hv‡e bv| ev¯ÍevqbKvix cÖwZôvb 
miKvwi B-†gBj Gi †MvcbxqZv iÿvi wbwgË c~e© mZK©Zvg~jK e¨e¯’vmn m¤¢ve¨ mKj 
c`‡ÿc MÖnY Ki‡e| 

10.0 B-†gBj †mevi wbivcËv iÿv 

10.1 B-†gBj †mevi wbivcËv : 

(K) G bxwZgvjvi AvIZvq ev¯ÍevqbKvix ms¯’v (wewmwm) cÖ`Ë miKvwi B-†gBj †mevi 
evB‡i Ab¨ †Kv‡bv miKvwi B-†gBj †mev e¨envi Kiv hv‡e bv; 

(L) mKj miKvwi cÖwZôv‡bi B-†gBj †mev ev¯ÍevqbKvix ms¯’v KZ©„K †K›`ªxqfv‡e 
cwiPvjbvaxb miKvwi B-†gBj †mevi Aax‡b ¯’vbvšÍwiZ Ki‡Z n‡e; 

(M) ¯úk©KvZi `ß‡i (sensitive office) Kg©iZ e¨enviKvixMY mwVKZv cÖgvYxKiY 
Gi (secure authentication) wbwgË h_vh_ KZ…©c‡ÿi Aby‡gv`bµ‡g wfwcGb 
(VPN) I IwUwc (OTP) e¨envi Ki‡eb; 

(N) we‡`‡k Kg©iZ ~̀Zvevm, wgkb I miKvwi `ßimg~‡n ev Í̄evqbKvix ms¯’v KZ©„K 
cÖ`vbK…Z B-†gBj †mev MÖn‡Yi †ÿ‡Î ¯’vqx IP(Internet Protocol) wVKvbv e¨envi 
evÃbxq; 

(O) †Mvcb †kÖwYfz³ `wjj (classified document) msewjZ B-†gBj e¨env‡ii †ÿ‡Î 
mswkøó cÖwZôvb G msµvšÍ bxwZgvjv AbymiY Ki‡e; 

(P) miKvwi B-†gBj †mevi †ÿ‡Î Secured Socket Layer(SSL) mb` MÖnY Ki‡Z 
n‡e| 
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10.2 miKvwi B-†gBj †mev e¨enviKvixMY KZ©„K AbymiYxq Kvh©µg : 

(K) Dchy³ KZ©„cÿ KZ©„K Z‡_¨i †kÖwYKiY (classification), e¨envi (handling) I 
wbivcËv wel‡q cÖYxZ bxwZgvjv h_vh_ AbymiY Kiv; 

(L) †Mvcbxq †kÖwYfz³ B-†gBj Av`vb-cÖ`v‡bi †ÿ‡Î wWwRUvj ¯^vÿi (Digital 

Signature) e¨env‡i AMÖvwaKvi †`qv; 

(M) †Kv‡bv e¨enviKvixi B-†gBj GKvD›U wbw®Œq ev †gvPb Kiv n‡j Zuvi eivei †cÖwiZ 
B-†gBj Ab¨ †Kv‡bv B-†gBj wVKvbvq cybt†cÖiY (redirect) Kiv hv‡e bv; 

(N) B-†gBj cwiPvjbvKvix Kg©KZ©v ev †dvKvj c‡q›U Kg©KZ©v KZ©„K mswkøó cÖwZôv‡bi 
mKj wWfvBm ev Kw¤úDUvi wm‡÷‡g nvjbvMv` Acv‡iwUs wm‡÷g, Gw›UfvBivm 
(anti-virus) Ges A¨vwcø‡Kkb c¨v‡Pm (application patches) Gi e¨envi 
wbwðZ Kiv; 

(O) ev¯ÍevqbKvix ms¯’v KZ…©K †Kv‡bv B-†gBj GKvD‡›U wbivcËv weNœRwbZ welq 
(security incident) cwijwÿZ n‡j e¨enviKvixi wbewÜZ †gvevBj b¤̂‡i 
ÿz‡`evZ©vi (SMS) gva¨‡g Zuv‡K Rvbv‡Z n‡e| cvmIqv‡W©i †Kv‡bv Ace¨envi 
wPwýZ n‡j e¨enviKvix‡K B-†gB‡ji gva¨‡g welqwU AewnZ Kiv; 

(P) Kg©KZ©v/Kg©Pvix‡`i miKvwi B-†gBj GKvD›U †_‡K miKvwi B-†gBj †mevi evB‡i 
e¨w³MZ B-†gB‡j †Kv‡bv Z_¨ AMÖeZ©x (forward) Kiv hv‡e bv; Z‡e miKvwi B-
†gBj Gi gva¨‡g `vßwiK Kv‡R †h †Kv‡bv miKvwi ev †emiKvwi e¨w³ ev cÖwZôv‡bi 
mv‡_ †hvMv‡hvM Kiv hv‡e; 

(Q) wbivcËvi welq we‡ePbv K‡i miKvwi B-†gBj †mevq cvmIqv‡W©i ¯^qswµq msiÿY 
(autosave) Kiv hv‡e bv| 

11.0 †mev mnvqZv (Support Services) 

 ev¯ÍevqbKvix ms¯’vi Kvh©vj‡q GKwU †mev mnvqZv †K›`ª _vK‡e, †hLvb †_‡K †mevMÖnYKvix 
ms¯’vmg~n‡K Zv‡`i miKvwi B-†gBj GKvD›U h_vh_fv‡e cwiPvjbv msµvšÍ me ai‡bi 
Z_¨ I †mev cª`vb Kiv n‡e| 

12.0 ev¯ÍevqbKvix ms¯’vi f‚wgKv I `vwqZ¡ 

(K) miKvwi PvKzixRxex‡`i Rb¨ evsjv‡`‡ki Uc †j‡fj †Wv‡gBb (.bd ev . evsjv) 
e¨envi K‡i GKwU mve©Rbxb B-†gBj †mev cÖ`vb Kiv; 
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(L) miKvwi Kg©KZ©v‡`i AbyK‚‡j B‡Zvg‡a¨ .gov.bd †Wv‡gB‡b eivÏK…Z B-†gBj 
AvBwWmg~n G bxwZgvjvi AvIZvq miKvwi B-†gBj †mevi Aaxb ¯’vbvšÍi Kiv; 

(M) miKvwi cÖwZôv‡bi B-†gBj †mev cÖ`v‡bi Rb¨ mKj cÖKvi AeKvVv‡gvMZ myweavi 
e¨e ’̄v Kiv; 

(N) e¨enviKvix cÖwZôvb‡K B-†gBj †mev msµvšÍ mKj cÖKvi KvwiMwi mnvqZv 
(technical assistance) cÖ`vb Kiv; 

(O) cwi‡mev Pzw³ (SLA) Abyhvqx e¨enviKvix cÖwZôvb‡K B-†gBj †mev e¨e¯’vcbvi Rb¨ 
cÖ‡qvRbxq cÖkvmwbK ¯Í‡ii cÖ‡ekvwaKvi (admin access) cÖ`vb Kiv; 

(P) miKvwi cÖwZôv‡b we`¨gvb B-†gBj †mevi Z_¨ I DcvË bZzb miKvwi B-†gBj 
†mevq ¯’vbvšÍ‡i mKj ai‡bi mnvqZv cÖ`vb Kiv; 

(Q) B-†gBj †mevi Z‡_¨i myiÿvi Rb¨ e¨vKAvc bxwZ (Backup Policy) cÖYqb I 
ev¯Íevqb Kiv; 

(R) †h me cÖwZôvb‡K B-†gBj †mev e¨e ’̄vcbvi Rb¨ cÖkvmwbK ¯Í‡ii cÖ‡ekvwaKvi 
(admin access)  cÖ`vb Kiv n‡e bv, †m mKj cÖwZôv‡bi B-†gBj GKvD›U m„wó, 
cwieZ©b I cvmIqvW© cybiæ×vi BZ¨vw` wel‡q wbqwgZfv‡e mn‡hvwMZv cÖ`vb Kiv; 

(S) MyiyZ¡c~Y© ¯úk©KvZi cÖwZôvbmg~‡ni (critical organizations) B-†gBj †mev myiÿvi 
Rb¨ wech©q cybiæ×vi mnvqZv (disaster recovory support) cÖ`vb Kiv; 

(T) mKj miKvwi cÖwZôv‡bi Rb¨ Awfbœ B-†gBj wbivcËv bxwZ ev¯Íevqb Kiv; 

(U) miKvwi B-†gBj †mev (GoB e-mail service) myiwÿZ ivLvi Rb¨ Gw›UfvBivm   
(antivirus) ¯ú¨vgMvW©  (spam guard) Gw›U-wdwks (anti-phishing) 
mdUIq¨vimn Avbylw½K mdUIq¨v‡ii e¨envi wbwðZ Kiv; 

(V) miKvwi B-†gBj †mev †_‡K Z_¨ duvm †iv‡a cÖ‡qvRbxq e¨e¯’v MÖnY Kiv; 

(W) e¨enviKvix‡`i wbw®Œq (deactivated) B-†gB‡ji Z_¨ msiÿY msµvšÍ bxwZgvjv 
wewa Abyhvqx cÖYqb Kiv; 

(X) miKvwi B-†gBj †mevi AvIZvfz³ †h †Kv‡bv B-†gBj GKvD›U,  B-†gBj †Wv‡gBb 
A_ev B-†gBj GKvD‡›Ui wdPvi wbw®Œq Kiv; hw` Zv miKvwi B-†gBj †mev ev G 
msµvšÍ Z‡_¨i wbivcËvi Rb¨ ûgwK wn‡m‡e we‡ewPZ nq; 
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(Y) †h †Kv‡bv B-†gBj GKvD›U, B-†gBj †Wv‡gBb A_ev B-†gBj GKvD‡›Ui wdPvi 
wbw®Œq ev eÜ K‡i †`qv, hw` Gi Ace¨envi wel‡q ¯’vbxq A_ev AvšÍR©vwZK 
wmBAviwU  (CERT) KZ…©K †MvP‡i Avbv nq; 

(Z) †Kv‡bv cÖwZôv‡bi B-†gBj GKvD›U A_ev †Wv‡gBb wbw®Œq Kiv n‡j mswkøó 
cÖwZôv‡bi B-†gBj cwiPvjbvKvix Kg©KZ©v ev †dvKvj c‡q›U Kg©KZ©v‡K welqwU 
AewnZ Kiv; 

(_) B-†gBj bxwZgvjvi Aax‡b †h mKj †mev cÖ`vb Kiv n‡e Zv D‡jøL K‡i †mevmg~‡ni 
ZvwjKv  (service catalog) I cwi‡mev Pzw³  (SLA) cÖYqb I ev¯Íevqb Ges Zv 
I‡qemvB‡U cÖKvk Kiv; 

(`) wewfbœ AvaywbK wWfvB‡mi mv‡_ mvgÄm¨ †i‡L Ges fwel¨‡Z D™¢vweZ DbœZZi 
cÖhyw³i mv‡_ mvgÄ‡m¨i (integration) welq we‡ePbv K‡i BDRvi B›Uvi‡dm (user 

interface)  ˆZwi Kiv; 

(a) miKvwi B-†gBj †mev myôz I Kvh©Kifv‡e e¨env‡ii myweav‡_© e¨envi wb‡`©wkKv 
(user manual)  cÖYqb Kiv; 

(b) B-†gBj GKvD‡›U wWwRUvj ¯^vÿi I Gbwµckb (encription) wdPvi e¨env‡ii 
Rb¨ GKwU wb‡`©wkKv (manual) cÖKvk Kiv; 

(c) e¨enviKvixiv hv‡Z AdjvB‡b Zv‡`i wWfvB‡m B-†gBj GKvD›U Gi Z_¨ msiÿY 
Ki‡Z cv‡ib †m Rb¨ wewfbœ ai‡bi B-†gBj K¬v‡q›U mdUIq¨vi   
(e-mail client software)  wPwýZ Ges mieivn Kiv; 

(d) ev¯ÍevqbKvix ms¯’vi BDAvBG·  (UIX)-G `yB ev Z‡ZvwaK avc wewkó d¨v±i 
A‡_bwU‡Kkb  (FA) Gi e¨e¯’v ivLv| 

13.0 B-†gBj e¨enviKvix cÖwZôv‡bi (User Organization)  f~wgKv I `vwqZ¡ 

13.1 bxwZ cÖwZcvjb (Policy Compliance)  : 

(K) e¨enviKvix KZ…©K B-†gBj bxwZgvjv mwVKf‡e cÖwZcvj‡bi wel‡q h_vh_ 
cÖ‡qvRbxq e¨e¯’v MÖnY Kiv| ev¯ÍevqbKvix ms¯’v G wel‡q me ai‡bi mn‡hvwMZv 
cÖ`vb Ki‡e; 

(L) mswkøó AvBb, miKvwi bxwZgvjv, wbivcËv, ˆbwZKZv Ges AvPiYwewa mwVKfv‡e 
†g‡b Pjvi welqwU wbwðZ Kiv; 

(M) mKj miKvwi B-†gBj GKvD›U hv‡Z ev¯ÍevqbKvix ms¯’vi †gBj mvf©v‡ii gva¨‡g 
†Lvjv nq Zv wbwðZKiY Kiv; 
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(N) B-†gBj cwiPvjbvKvix Kg©KZ©v ev †dvKvj c‡q›U Kg©KZ©v KZ…©K G bxwZgvjvi 
Av‡jv‡K mswkøó cÖwZôv‡bi B-†gB‡ji wbivcËv mswkøó wel‡q c`‡ÿc MÖnY Kiv| 
ev¯ÍevqbKvix ms¯’v G wel‡q mvwe©K mn‡hvwMZv cÖ`vb Ki‡e; 

(O) B-†gBj †mevi wbivcËvi wel‡q wbqwgZ cÖwkÿY I m‡PZbZvg~jK Kg©m~wPi 
Av‡qvRb Kiv| ev¯ÍevqbKvix ms¯’v G welq cÖ‡qvRbxq mn‡hvwMZv cÖ`vb Ki‡e| 

13.2 bxwZgvjv cÖPvi (Policy Dissemination ) :  

(K) e¨enviKvix cÖwZôv‡bi Dchy³ KZ…©cÿ B-†gBj bxwZgvjv cÖPvi I weZiY wbwðZ 
Ki‡e; 

(L) G bxwZgvjvi mv‡_ mvgÄm¨ †i‡L e¨enviKvix cÖwZôvb Zv‡`i wbR¯^ B-†gBj e¨envi 
bxwZgvjv cÖYqb Ki‡Z cvi‡e; 

(M) Dchy³ KZ…©cÿ B-†gBj bxwZgvjvi Dci m‡PZbZv e„w×i j‡ÿ¨ wbDR‡jUvi, 
e¨vbvi, ey‡jwUb †evW©, I‡qemvBU I mvgvwRK †hvMv‡hvM BZ¨vw`i gva¨‡g cÖPv‡ii 
e¨e ’̄v wb‡e; 

(N) miKvwi cÖwkÿY †K›`ªmg~n be wb‡qvMcÖvß miKvwi Kg©KZ©v-Kg©PvixM‡Yi 
cÖwkÿYKv‡j B-†gBj bxwZgvjvi Dci cÖwkÿ‡Yi wbwgË cÖ‡qvRbxq msL¨K 
Awa‡ekb (session) AšÍf©y³ Ki‡e| 

14.0 B-†gBj e¨enviKvixi (User) `vwqZ¡ 

14.1 B-†gBj †mevi h_vh_ e¨envi wbwðZKiY : 

(K) `vßwiK †hvMv‡hvM h_vh_fv‡e m¤úv`‡bi Rb¨ GKwU †ckvMZ m¤ú` wn‡m‡e miKvwi 
B-†gBj GKvD›U cÖ`vb Kiv n‡e| ZvB miKvwi B-†gBj †mev GKgvÎ miKvwi Kv‡R 
†hvMv‡hv‡Mi †ÿ‡Î e¨envi Ki‡Z n‡e; 

(L) e¨enviKvix Zv‡`i e¨eüZ †h me wWfvB‡m ( †gvevBj, j¨vcUc, †bvUeyK, U¨ve 
BZ¨vw`) B-†gBj †mev ev KbwdMvi (configure), wmsK (sync) A_ev B-†gBj 
K¬v‡q›U mdUIq¨vi (e-mail client software) ms‡hvwRZ Av‡Q, †m me wWfvB‡mi 
gva¨‡g hv‡Z B-†gBj †mevi wbivcËv ûgwKi gy‡L bv c‡o ev wWfvBm nviv‡bv bv 
hvq Zv Aek¨B wbwðZ Kiv; 

(M) miKvwi †hvMv‡hvM A_ev B-†gBj †cÖi‡Yi †ÿ‡Î Z…Zxq c‡ÿi B-†gBj †mev (third 

party e-mail services) †hgb: MyMj (google), Bqvû (yahoo),  Wªce· 
(dropbox), AvDUjyK (outlook) BZ¨vw` †÷v‡iR mvf©vi (storage servers) 
e¨envi cwinvi Ki‡Z n‡e;   

(N) miKvwi B-†gBj MÖæ‡c (official e-mail group) †emiKvwi Z…Zxq c‡ÿi †Kv‡bv B-
†gBj AšÍf©y³ Kiv hv‡e bv| 
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14.2 miKvwi B-†gBj †mev e¨env‡i cwinvi‡hvM¨ welqvewj : 

(K) †h mKj B-†gBj Av`vb-cÖ`vb nqivwbg~jK, Akøxj I ûgwK wn‡m‡e †kÖwYfz³ A_ev 
Ggb Z_¨ ˆZwi I wewbgq hv Ab¨ †Kv‡bv AvB‡bi cwicš’x; 

(L) we‡kl AwaKvicÖvß (privileged), ¯^Z¡vwaKvicÖvß (proprietary) Z_¨ ev Ab¨ 
†Kv‡bv we‡kl AwaKvicÖvß †Mvcbxq ev ms‡e`bkxj Z‡_¨i Abby‡gvw`Z Av`vb- 
cÖ`vb ; 

(M) Abby‡gvw`Zfv‡e B-†gBj †mevq cÖ‡ekvwaKvi; †ebv‡g B-†gBj GKvD›U ˆZwi I 
weZiY, Ab¨ e¨enviKvixi B-†gBj GKvD›U e¨envi I fzqv cwiPq e¨envi K‡i B-
†gBj GKvD›U ˆZwi I e¨envi ; 

(N) weÁvcb, †hŠbZv, e¨emv msµvšÍ cÎ Av`vb cÖ`vb I Ab¨vb¨ AhvwPZ B-†gBj Gi 

Av`vb-cÖ`vb ;  

(O) B”QvK…Zfv‡e B-†gB‡ji gva¨‡g Kw¤úDUvi fvBivm Qov‡bv ; 

(P)    B-†gBj †cÖi‡Ki cwiPq weåvwšÍKifv‡e cÖ`vb; 

(Q) Abby‡gvw`Zfv‡e Ab¨ †Kv‡bv e¨enviKvixi B-†gBj GKvD›U e¨env‡ii †Póv ev 
e¨envi; 

(R) †Kv‡bv ag©, eY©, †Mv‡Îi cÖwZ AegvbbvKi †Kv‡bv fvlv e¨envi wKsev †Kv‡bv RvwZ-
we‡Ølx Z_¨ Av`vb-cÖ`vb ; 

(S) wb‡Ri e¨w³MZ KvR, †hgb e¨w³MZ Abyôv‡b Avgš¿‡Yi Rb¨ weZiY ZvwjKv 
(broadcast list) e¨envi K‡i B-†gBj cvVv‡bv| 

  Dch©y³ †h †Kv‡bvfv‡e miKvwi B-†gBj †mev e¨envi B-†gBj bxwZgvjvi j•Nb 
wn‡m‡e MY¨ n‡e Ges B-†gBj GKvD›U wbw®ŒqKiYmn e¨enviKvixi weiy‡× h_h_ 
e¨e ’̄v MÖnY Kiv hv‡e|   

15.0 B-†gBj cwiPvjbvKvix Kg©KZ©v (E-mail Admin Officer) ev †dvKvj c‡q›U Kg©KZ©vi 
f~wgKv I `vwqZ¡ 

(K) mswkøó cÖwZôv‡bi miKvwi B-†gBj †mev msµvšÍ †h †Kv‡bv wel‡q ev¯ÍevqbKvix 
ms¯’vi mv‡_ †hvMv‡hvM iÿv Kiv; 

(L) Z…Zxq †Kv‡bv c‡ÿi mv‡_ cÖkvmwbK ¯Í‡ii cÖ‡ekvwaKvi fvM (share) bv Kiv; 

(M) wbR ms¯’vi B-†gBj MÖæc (e-mail group) m„wó Kiv hv‡Z MyiyZ¡c~Y© B-†gBj evZ©v 
MÖæ‡ci mKj m`m¨‡`i g‡a¨ cÖPvi Kiv hvq| wKš‘ ms¯’vi wbR B-†gBj MÖæ‡c 
†emiKvwi Z…Zxq c‡ÿi B-†gBj GKvD›U AšÍf©y³ bv Kiv; 

(N) mswkøó ms¯’vi e¨enviKvixM‡Yi wbKU G m¤úwK©Z m‡PZbZvg~jK wbDR‡jUvi, 
ey‡jwUb I Z_¨ cÖKvk I cÖPvi Kiv; 



 evsjv‡`k †M‡RU, AwZwi³, †g 22, 2018 5921 

(O) mswkøó cÖwZôv‡b e¨eüZ †W¯‹Uc Kw¤úDUvi, j¨vcUc, †gvevBj wWfvB‡m nvjbvMv` 
Acv‡iwUs wm‡÷g, Gw›U-fvBivm Ges G¨vwcø‡Kkb c¨v‡Pm (patches) e¨envi wbwðZ 
Kiv; 

(P) B-†gBj GKvD›U m„Rb, cwieZ©b Ges B-†gB‡ji cvmIqvW© cybtwba©vi‡Yi Aby‡iva 
msµvšÍ Z_¨ msiÿY Kiv| 

16.0 B-†gB‡ji m~² wbixÿY (Scrutiny) I wiwjR jMm (Release Logs) 

(K) Dc‡i ewY©Z  Aby‡”Q`mg~‡n hvB _vKzK bv †Kb, ev¯ÍevqbKvix ms¯’v KZ…©K AvBb 
cÖ‡qvMKvix ms¯’v ev Ab¨vb¨ ms ’̄vi wbKU B-†gBj msµvšÍ Z_¨ cÖ`v‡bi †ÿ‡Î mswkøó 
AvBb I wewa weavb AbymiY Ki‡Z n‡e; 

(L) ev¯ÍevqbKvix ms¯’v 2 (`yB) eQi mg‡qi Rb¨ B-†gB‡j Z_¨ (logs) msiÿY Ki‡e| 

17.0 wbivcËv RwbZ NUbv (Security Incident) e¨e ’̄vcbv cÖwµqv 

(K) ev¯ÍevqbKvix ms¯’v miKvwi B-†gBj †mev †_‡K †h †Kv‡bv ai‡bi B-†gBj wbw®Œq ev 
†gvPb Ki‡Z cvi‡eb hw` B-†gBj †mevi Rb¨ ûgwK ev wbivcËv j•N‡bi m¤¢vebv 
cÖZxqgvb nq; 

(L) †Kv‡bv e¨enviKvix KZ…©K †h †Kv‡bv ai‡bi wbivcËv weNœRwbZ AvPiY cwijwÿZ 
n‡j mswkøó cÖwZôvb Aek¨B evsjv‡`k Kw¤úDUvi Bgvi‡RwÝ †imcÝ wUg (BD-

CERT) Ges ev Í̄evqbKvix ms¯’v‡K AewnZ Ki‡e|  

18.0 †gavm¤ú` (Intellectual Property) 

ev¯ÍevqbKvix ms¯’v cÖ`Ë  miKvwi B-†gBj †mevq cÖvß wewfbœ Z_¨ I welqe ‘̄ KwcivBU 
(copyright ), †c‡U›U (patent) I †UªWgvK©m (trademarks) msµvšÍ AvB‡bi AvIZvq 
myiÿv QvovI e¨w³MZ myiÿv, cÖPvi-cÖPviYv ev Ab¨vb¨ ai‡bi e¨w³MZ AwaKvi I 
†gavm¤ú` msµvšÍ AvB‡bi aviv msiwÿZ _vK‡e| 

19.0 B-†gBj †mevi wnmve wbixÿv (Audit) 

miKvwi B-†gBj †mevi AvIZvq †h me ms¯’v †gBj mvf©vi msiÿY K‡i, Zv‡`i wbivcËv 
msµvšÍ wbixÿv Z_¨ I †hvMv‡hvM cÖhyw³ wefvM KZ…©K wb‡qvwRZ cÖwZôvb Øviv wbqwgZfv‡e 
m¤úv`b Kiv n‡e| 

20.0 bxwZgvjv ch©v‡jvPbv (Review) 

fwel¨‡Z bxwZgvjvi †h †Kv‡bv ai‡bi ms‡kvab ev cwigvR©‡bi cÖ‡qvRb n‡j Z_¨ I 
†hvMv‡hvM cÖhyw³ wefvM AvšÍt gš¿Yvj‡qi civgk©µ‡g Zv m¤úv`b Ki‡e| 

`ªóe¨ : G bxwZgvjvi AvIZvq B-†gBj GKvD‡›Ui e¨e¯’vcbv myôzfv‡e m¤úv`‡bi wbwgË GKwU 
wb‡`©wkKv (Guidelines) cÖYqb Ki‡Z n‡e| 
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21.0 mshyw³- K : Av`¨ÿi Ges ms‡ÿcY (Acronyms and Abbreviations) 

1. BCC Bangladesh Computer Council 

2. CA Certified Authority 

3. CERT Computer Emergency Response Team 

4. DSC Digital Signature Certification 

5. ESP E-mail Service Provider 

6. GoB Government of Bangladesh 

7. IA Implementing Agency 

8. ICT Information and Communication Technology 

9. ID Identity 

10. IMAP Internet Message Access Protocol 

11. IT Information Technology 

12. POP Post Office Protocol 

13. OTP One Time Password 

14. SLA Service Level Agreement 

15. SSL Secure Sockets Layer 

16. TLD Top Level Domain 

17. UIX User Interface XML 

18. VPN Virtual Private Network 

22.0 mshyw³-L : kã‡Kvl (Glossary)  

µg kã/welq ms•Mv 

1. B-†gBj cwiPvjbvKvix Kg©KZ©v 
(e-mail Admin Officer)/ 

†dvKvj c‡q›U Kg©KZ©v 

†h Kg©KZ©v mswkøó ms¯’vi B-†gBj †mevi e¨e¯’vcbv I 
cÖkvmwbK Kvh©µg cwiPvjbv K‡ib I ev¯ÍevqbKvix 
ms¯’vi mv‡_ G wel‡q mgš^q K‡ib| 

2. B-†gBj mvwf©m †cÖvfvBWvi  
(e-mail Service Provider) 

†h cÖwZôvb ev †Kv¤úvwb B-†gBj †mev cÖ`vb K‡i 
_v‡K| G bxwZgvjvi Rb¨ evsjv‡`k Kw¤úDUvi 
KvDwÝj (wewmwm) B-†gBj mvwf©m †cÖvfvBWvi wn‡m‡e 
KvR Ki‡e| 
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µg kã/welq ms•Mv 

3. B›Uvi‡bU †g‡mR G‡·m cÖ‡UvKj 
(IMAP) 

Bnv GKwU cÖwµqv hvi Øviv wewfbœ mvf©vi †_‡K  
B-†gBj cv‡Vv×vi Kiv hvq| G cÖwµqvq evZ©v¸‡jv 
†jvKvj Kw¤úDUv‡i †`Lv †M‡jI evZ©v¸‡jv wewfbœ  
B-†gBj mvf©v‡i msiwÿZ _v‡K| IMAP me B-†gBj 
†dvìvi‡K B-†gBj mvf©v‡ii mv‡_ wmsK (sync) Gi 
myweav w`‡q _v‡K| 

4. Dchy³ KZ©„cÿ 
(Competent Authority) 

†h Kg©KZ©v Zuvi ms¯’vi miKvwi B-†gBj bxwZgvjvi 
wel‡q †h †Kv‡bv wm×všÍ MÖnY ev Aby‡gv`b Ki‡Z 
cv‡ib| 

5. Iqvb UvBg cvmIqvW© (OTP) †Kv‡bv Kw¤úDUvi ev wWwRUvj wWfvB‡m Iqvb UvBg 
cvmIqvW© (OTP) Øviv ïaygvÎ GKevi jM-Bb A_ev 
†jb‡`b Kiv hvq| IwUwc cÖ_vMZ cvmIqv‡W©i fzj 
ÎæwU Gwo‡q P‡j| 

6. wWwRUvj ¯̂vÿi  
(Digital Signature) 

wWwRUvj ¯̂vÿi GKwU MvwYwZK cÖwµqv hvi Øviv GKwU 
wWwRUvj evZ©v ev Z‡_¨i wek^vm‡hvM¨Zv hvPvB Kiv 
hvq| wWwRUvj ¯̂vÿ‡ii Rb¨ B-†gBj Gi cÖvcK 
eyS‡Z cv‡i †h B-†gBjwU GKRb cwiwPZ †cÖiK 
†cÖiY K‡i‡Qb Ges †cÖiK G B-†gBj †cÖi‡Yi welq 
A¯^xKvi Ki‡Z cv‡ib bv| 

7. wbw®ŒqKiY (Deactivation) GKwU B-†gBj GKvD›U wbw®Œq Kiv n‡j H B-†gBj 
GKvD‡›U Avi cÖ‡ek Kiv m¤¢e n‡e bv| wbw®Œq 
B-†gB‡j †cÖiYK…Z mKj B-†gBj †cÖi‡Ki wbKU 
wd‡i hv‡e| 

8. wbivcËvRwbZ NUbv 
(Security Incident) 

wbivcËvRwbZ NUbv (Security Incident) ej‡Z 
Ggb NUbv‡K eySvq hv miKvwi Z_¨-Dcv‡Ëi 
cÖvc¨Zv, ALÐZv, (Integrity), †MvcbxqZv Ges 
KZ©„‡Z¡i Dci weiæc cÖfve †d‡j| wWfvBm nviv‡bv, 
g¨vjIqvi wdwks (malware phishing) B-†gBj 
GKvD‡›Ui Ace¨envi (compromise) BZ¨vw`i d‡j 
wbivcËvRwbZ NUbv NU‡Z cv‡i| 
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µg kã/welq ms•Mv 

9. cÖwZôvb/ms¯’v (Organization) cÖwZôvb ev ms ’̄v ej‡Z mKj gš¿Yvjq/wefvM/ 
Awa`ßi/`ßi/mswewae× ms ’̄v I ¯̂vqËkvwmZ ms ’̄v‡K 
eySv‡e| 

10. †cv÷ Awdm cÖ‡UvKj (POP)  †cv÷ Awdm cÖ‡UvKj (POP) ej‡Z Ggb GKwU 
cÖwµqv‡K eySvq, hvi Øviv GKwU ¯’vbxq B-†gBj 
(local e-mail client) n‡Z `~ieZx© (remote)  
B-†gB‡ji cv‡Vv×vi Kiv hvq| 

11. wdwks (Phishing) †Kv‡bv L¨vZbvgv cÖwZôv‡bi bvg e¨envi K‡i 
cÖZvibvg~jKfv‡e †Kv‡bv e¨w³i wbKU †_‡K e¨w³MZ 
ev Avw_©K Z_¨ h_v : cvmIqvW©, †µwWU KvW© bv¤̂vi 
BZ¨vw` †c‡Z cÖ‡ivwPZ Kivi Kvh©µg‡K wdwks e‡j| 
†Uwj‡dvb †g‡m‡Ri gva¨‡gI G ai‡Yi cÖZvibv n‡Z 
cv‡i| Gi gva¨‡g B-†gB‡j e¨enviKvix‡`i wbKU 
GKwU wjsK cvVv‡bv nq Ges H wjs‡K cÖ‡ek Kivi 
Rb¨ e¨w³MZ Z_¨ Rvb‡Z PvIqv nq| 

12. ev¯ÍevqbKvix ms¯’v 
(Implementing Agency) 

G bxwZgvjvi Rb¨ WvK, †Uwj‡hvMv‡hvM I Z_¨cÖhyw³ 
gš¿Yvj‡qi Z_¨ I †hvMv‡hvM cÖhyw³ wefv‡Mi Aaxb¯’ 
evsjv‡`k Kw¤úDUvi KvDwÝj (wewmwm) ev¯ÍevqbKvix 
ms¯’vi f~wgKv cvjb Ki‡e| 

13. e¨w³MZ B-†gBj GKvD›U e¨w³MZ B-†gBj GKvD›U hv †emiKvix B-†gBj 
†Wv‡gBb e¨envi K‡i B-†gBj †mev cÖ`vb K‡i, 
†hgb: gmail, yahoo mail BZ¨vw`| 

14. e¨enviKvix e¨enviKvix ej‡Z mKj miKvwi Kg©KZ©v-Kg©Pvix 
(miKvwi. AvavmiKvwi, ¯^vqËkvwmZ I mswewae× 
ms¯’v) †K eySvq, hviv G bxwZgvjvi AvIZvq miKvwi 
B-†gBj †mev e¨envi Ki‡eb| 

15. fvPz©qvj cÖvB‡fU †bUIqvK© 
(VPN) 

Bnv GKwU cÖvB‡fU †bUIqvK©‡K cvewjK 
†bUIqvK©‡Ki mv‡_ hy³ K‡i, (D`vniY: B›Uvi‡bU)| 
Gi gva¨‡g Kw¤úDUvi †_‡K cvewjK †bUIqvK©‡K 
Z_¨-DcvË Av`vb-cÖ`vb Kiv hvq| 
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µg kã/welq ms•Mv 

16. wmwKDi m‡KUm †jqvi (SSL) 

mvwU©wd‡KU 
wmwKDi m‡KUm †jqvi GKwU cÖwgZ wbivcËv cÖhyw³ 
hv B›Uvi‡bU eªvDRvi I I‡qemvB‡Ui g‡a¨ wbivc` I 
msiwÿZ (encrypted) †hvMv‡hvM wbwðZ K‡i| 
wmwKDi m‡KUm †jqvi mvwU©wd‡KU GKwU wkígvb, 
hvi Øviv MÖvnK‡`i AbjvBb †jb‡`‡bi wbivcËv 
wbwðZ Kiv n‡q _v‡K| 
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